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A B S T R A C T

Performance and security are among the most desirable properties of Web Applications.
The success of a Web Application depends on user satisfaction and is strongly correlated
with the perceived responsiveness of the application and performance. Additionally, se-
curity is of utmost importance to retain user trust in a world ridden with malicious actors.
However, drawing upon the full potential of a web application can involve the introduc-
tion of non-linear control flow, framework-specific changes and optimizations, or exten-
sive refactoring for adoption of newer constructs in an ever-evolving ecosystem. Similarly,
mitigating security vulnerabilities is also not trivial. These changes are often intrusive and
can span multiple files. In this thesis, we explore how a declarative approach to specifying
project-spanning program transformations can address these challenges. We present three
major themes to improve the responsiveness and performance of web applications, and
one theme to improve security: introducing asynchrony, introducing laziness, reducing
superfluous computation, and introducing memory segmentation. We demonstrate the
application of a declarative re-writing approach to these themes in the following contri-
butions: (i) automatic migration from synchronous to asynchronous JavaScript APIs, (ii)
increasing the responsiveness of web applications by introducing lazy loading, (iii) reme-
diating superfluous re-rendering in React applications, and (iv) rewriting WebAssembly
binaries to mitigate security vulnerabilities.
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1
I N T R O D U C T I O N

Performance and security are among the most desirable properties of Web Applications.
The success of a Web Application depends on user satisfaction and is strongly correlated
with the perceived responsiveness of the application and performance. Additionally, se-
curity is of utmost importance to retain user trust in a world ridden with malicious actors.
However, drawing upon the full potential of a web application can involve the introduc-
tion of non-linear control flow, framework-specific changes and optimizations, or exten-
sive refactoring for adoption of newer constructs in an ever-evolving ecosystem. Similarly,
mitigating security vulnerabilities is also not trivial. These changes are often intrusive and
can span multiple files. Identifying the source locations and the corresponding changes
to be applied at those locations often requires complex semantic and syntactic analysis.
Thus, there is a strong need to capture the semantics of such transformations effectively so
that they may be applied reliably. A declarative approach can decompose these complex
transformations into a set of rewrite rules that can succinctly capture a set of semantic
predicates and map them to syntactic transformations. In this dissertation, we explore the
application of Declarative Rewrite Rules, a declarative approach to specify transformations
to source code.

1.1 anatomy of source code transformations

Real-world software often goes through extensive source code transformations during
its lifetime. These transformations may be triggered for a variety of reasons, such as refac-
toring to improve maintainability, migrating deprecated Application Programming Inter-
faces (APIs), upgrading dependencies, or addressing performance and security concerns.
Regardless of the reason for making code changes, transformations typically follow the
same pattern. Based on the reason for the transformation, there exists a primary syntactic
code change, or a set of primary syntactic code changes that serve as the focal point of
the transformation. These pieces of code may be semantically related to other locations in
the program through control or data flow. These secondary locations may or may not re-
quire a set of changes, thereby triggering changes to more semantically related locations.
Thus, a code change in the program can trigger a set of code changes on a set of tran-
sitive dependencies. Interestingly, although the code changes to transitive dependencies
are semantically related, they are syntactically independent of each other. This enables us
to express code changes as a set of declarative rewrite rules, a set of transformation rules

1
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1 function parseDecimalStrToInt(str) {

2

3 if(!isValidNumericString(str)) {

4 throw new Error(’NaN: ’, str);

5 }

6

7 return parseInt(str);

8

9 }

10

11 parseDecimalStrToInt(’10’)

12 // produces 10

13

14 const listOfStrings = [’1’, ’2’, ’3’];

15 const listOfNumbers = listOfStrings

16 .map(parseDecimalStrToInt);

17 // produces [1, 2, 3]

18

(a)

19 function parseStrToInt(str, radix=10) {

20

21 if(!isValidNumericString(str)) {

22 throw new Error(’NaN: ’, str);

23 }

24

25 return parseInt(str, radix);

26

27 }

28

29 parseStrToInt(’10’);

30 // produces 10

31

32 const listOfStrings = [’1’, ’2’, ’3’];

33 const listOfNumbers = listOfStrings

34 .map(parseStrToInt);

35 // produces [1, NaN, NaN]

36

37 function parseStrToInt(str, radix=10) {

38

39 if(!isValidNumericString(str)) {

40 throw new Error(’NaN: ’, str);

41 }

42

43 return parseInt(str, radix);

44

45 }

46

47 parseStrToInt(’10’);

48 // produces 10

49

50 const listOfStrings = [’1’, ’2’, ’3’];

51 const listOfNumbers = listOfStrings

52 .map((v) => parseStrToInt(v));

53 // produces [1, 2, 3]

54

(b) (c)

Figure 1: Example transformation of string to int parser: (a) original code, (b) naive transformation,
(c) correct transformation.
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that capture the semantic relations as the pre-conditions and match on the syntactic type
to perform source code transformations.

Figure 1(a) contains an example of a function parseDecimalStrToInt defined on Line 1 that
accepts a string, performs some validations and returns a number by invoking parseInt

on Line 7 on the string. If a radix is not provided, the parseInt function uses the default
radix 10. Line 11 invokes this function on the string ’10’ which produces the result 10, and
Line 16 maps over a list containing [’1’, ’2’, ’3’] which produces the result [1, 2, 3].

Let us assume that the function was modified so that it can convert to numbers with
a user-provided radix. To achieve this, the following changes are made to the definition
of the function parseDecimalStrToInt: (i) the function is renamed from parseDecimalStrToInt

to parseStrToInt, (ii) the function accepts a second argument called radix with the default
value 10, and (iii) the new argument is passed to parseInt as the radix. Figure 1(b) shows
the updated function. Since the name and signature of the function have changed, all
invocations of this function need to be updated to refer to the new function definition.
Naively, since the default radix for parseInt is 10, the second argument can be omitted.
Thus, in simple cases, as shown on Line 29, simply renaming the function parseStrToInt

would suffice. However, performing the same change on Line 34 produces an incorrect
result. This is caused by JavaScript implicitly passing the index of the element as the
second argument to parseStrToInt. When JavaScript maps over the second element in the
list [’1’, ’2’, ’3’], it attempts to parse the string "2" with the radix 1. Since the only valid
digit in base 1 is 0, the number is invalid and produces an NaN instead. Thus, to correctly
transform the code to preserve behavior, we need to introduce an arrow function as shown
on Line 52 in Figure 1(c).

Thus, in Figure 1, the change in the definition of function parseDecimalStrToInt is the focal
point of the transformation. There are two semantically related entities in the form of
function calls that resolve to parseDecimalStrToInt. The two semantically related entities are
present in two syntactic forms, namely, a call expression and an argument to an iterable.
Finally, for each syntactic form of the related entity, there is an associated transformation.
This set of transformations can be succinctly captured in the form of declarative rewrite
rules, as shown in the following section.

1.2 declarative rewrite rules

The general format for a rewrite rule is as follows:
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preconditions

old code → new code
(Rule-Name)

The consequent of the rule describes the transformation from old code into new code,
found below the bar. The premise of the rule, found above the bar, includes the preconditions

that must be met for the transformation to take place. The rewrite rules map a set of
semantic constraints in the premise to a syntactic transformation in the consequent. Typ-
ically, these preconditions represent some facts obtained using static data flow analysis
or analysis of the Abstract Syntax Tree (AST). In formulating the rules, we will rely on
auxiliary functions of the form aux_func(A, e, e ′), e = aux_func(P), or P ′ = aux_func(P).
The function aux_func(A, e, e ′) takes some AST node A and replaces the occurrences of e
with e ′, where e and e ′ represent expressions. The function exprs = aux_func(P) takes
some program body P and returns a set of expressions e. The function P ′ = aux_func(P)
takes some program body P and returns a modified program body P ′.

As a concrete example, consider the simple rules Rename-References and Transform-
Iterable for the transformations in Figure 1 shown below:

f is the function definition of parseDecimalStrToInt

g may point to f

parseDecimalStrToInt −→ parseStrToInt
(Rename-References)

f is the function definition of parseDecimalStrToInt

g may point to f

iterable ∈ {map, forEach}

arr.iterable(g) −→ arr.iterable((v) => g(v))
(Transform-Iterable)

The rules refer to f, which represents the definition of the function
parseDecimalStrToInt. The rule Rename-References states that for any AST node g that
resolves to f, if the identifier of g is parseDecimalStrToInt then update the identifier to
parseStrToInt. This will rename both references in Figure 1(a) on Line 11 and Line 16.
The rule Transform-Iterable defines map and forEach as iterables of interest. The rule
Transform-Iterable states that if an AST node g can be resolved to f, such that g is an
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argument to an iterable, then replace arr.iterable(g) with arr.iterable((v) => g(v)) where
v is a new variable. Thus, the rule Rename-References will match all references to the
old function and rename them, and the rule Transform-Iterable will handle the edge
case of iterables.

1.3 thesis overview

Web applications present many opportunities to improve performance and security. How-
ever, the techniques required for performing these optimizations are different based on
various factors such as whether the software is running on the server or in the client
browser, or based on the framework being used. Although techniques and code transfor-
mations may be different for each application, declarative rewrite rules provide a struc-
tured approach to describe these techniques. With this research, the aim is to explore
declarative software rewriting to optimize web applications.

We explore the following thesis statement:

Declarative software rewriting can be used to automatically improve the performance, responsive-
ness, and security of Web applications.

Declarative software rewriting is a way to describe the necessary code transformations for
some optimization technique as a set of rewrite rules. We develop tools and frameworks
that can automatically perform the necessary program analysis and transformations de-
scribed by the rewrite rules. We develop techniques to optimize performance of server-side
JavaScript applications, responsiveness of client-side JavaScript applications, and security
of WebAssembly binaries and investigate the application of automated tools based on
declarative software rewriting to these techniques.

The thesis is organized as follows:

• Chapter 2 presents the necessary background to understand this thesis. This chapter
provides an introduction to asynchronous programming in JavaScript and various
mechanisms for synchronization. Next, we introduce the various mechanisms for
importing external dependencies in JavaScript, followed by an overview of the React
framework. Finally, we present a primer on WebAssembly.

• Chapter 3 describes how concurrency can be introduced in server-side JavaScript ap-
plications. JavaScript relies on the event loop model, which uses a single thread for
the execution of code which may be blocked by synchronous I/O operations. How-
ever, asynchronous counterparts of such I/O operations are delegated to a pool of
background threads, thereby unblocking the main thread for execution. This work
describes a technique for automatically migrating synchronous APIs to their asyn-
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chronous counterparts, thereby improving the performance of JavaScript applica-
tions.

• Chapter 4 describes the introduction of lazy-loading in client-side JavaScript appli-
cations. Page load times are an important metric in web applications that is strongly
correlated with the size of the application. Interestingly, many applications contain
external dependencies that are not required on the initial load of the application.
Loading such dependencies on demand can significantly improve the initial load
of the application with negligible downsides. This work describes a technique for
introducing lazy-loading in client-side JavaScript applications.

• Chapter 5 describes a set of anti-patterns that lead to superfluous re-rendering in
React components, and an automated approach for their remediation. React is a
modular, component-based front-end framework that aims to update components
only when meaningful changes occur. However, certain coding patterns undermine
this goal and cause avoidable computation that can have a negative impact on the re-
sponsiveness of the application. This work presents a set of anti-patterns that occur
in React applications and describes a technique to remediate them automatically.

• Chapter 6 describes the introduction of memory segmentation and memory safety
enforcement to WebAssembly binaries. WebAssembly is a low-level bytecode format
that is intended to run in the web browser. However, due to its design and peculiar
memory model, WebAssembly binaries can present a set of buffer overflow vulner-
abilities. Introducing memory segmentation and enforcing per-instruction bounds
on store instructions serve as the first step towards mitigating such vulnerabilities.
This works presents a binary rewriting technique to mitigate buffer overflows in
WebAssembly binaries.

• Chapter 7 provides an overview of the literature broadly related to this thesis.

• Finally, Chapter 8 concludes this manuscript with a detailed retrospective and a
discussion on future directions.



2
B A C K G R O U N D

This chapter provides an introduction to concepts that are relevant to the problems dis-
cussed in this thesis. Section 2.1 contains an overview of asynchronous programming
constructs in JavaScript and Section 2.2 describes the mechanisms for importing external
dependencies. Sec 2.3 and Section 2.4 contain a primer for the React framework and We-
bAssembly, respectively. Readers familiar with these topics are encouraged to skip this
chapter.

2.1 asynchronous programming in javascript

Nearly all software relies on functions in I/O libraries to interact with file systems,
databases, and servers. In JavaScript, library I/O functions can be synchronous or asyn-
chronous. In synchronous I/O library functions, execution of the application’s source code
is suspended until the I/O operation has completed. At this time, the results of the I/O
operation are returned as the function’s return value. On the other hand, a call to an asyn-
chronous I/O library function returns immediately. At a later time, when the I/O operation
completes, the application receives notification that the results of the I/O operation have
become available. Two mechanisms for providing such notifications are in widespread
use:

• In event-based asynchronous APIs, a callback function that was passed to the I/O li-
brary function is invoked with the result of the I/O operation.

• In promise-based asynchronous APIs, the promise [54, Section 25.6] that was returned
by the I/O library function is resolved or rejected with the value that represents the
results of the I/O operation.

Below, we briefly discuss synchronous and asynchronous I/O libraries using examples,
and discuss the tradeoffs of the two mechanisms.

2.1.1 Synchronous I/O

Figure 2(a) shows a function compress that uses the gzipSync function provided by the built-
in zlib package of Node.js to compress its argument input.

7
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55 let zlib = require(’zlib’);

56

57 function compress(input) {

58 try {

59 let output = zlib.gzipSync(input);

60 console.log(output);

61 } catch (err) {

62 console.log("Error: " + err);

63 }

64 }

65

66 compress("example");

67

(a)

68 let zlib = require(’zlib’);

69

70 function compress(input) {

71 zlib.gzip(input, (err, output) => {

72 if (err) {

73 console.log("Error: " + err);

74 } else {

75 console.log(output);

76 }

77 })

78 }

79

80 compress("example");

81

82 let util = require(’util’);

83 let gzip = util.promisify(

84 require(’zlib’).gzip

85 );

86

87 async function compress(input) {

88 try {

89 let output = await gzip(input);

90 console.log(output);

91 } catch (err) {

92 console.log("Error: " + err);

93 }

94 }

95

96 compress("example");

97

(b) (c)

Figure 2: Example usage of gzip using synchronous and asynchronous APIs: (a) uses a synchronous
API, (b) uses an event-driven asynchronous API, (c) uses a promise-based asynchronous
API.
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On line 66, compress is invoked on the string value "example", causing gzipSync to be
invoked on line 59 to compress this value. Execution of the program will be suspended
until the compression operation has completed, at which time a buffer containing the
compressed string will be assigned to variable output, which is then printed. If an error
occurs, the handler on line 62 will execute.

As can be seen in the figure, the use of synchronous APIs such as gzipSync leads to code
with straightforward control flow that is easy to understand. However, use of such blocking
I/O prevents any event handler from executing, which, e.g., leads to applications becoming
unresponsive while I/O is taking place, which can be problematic.

2.1.2 Event-Driven Asynchronous I/O

Figure 2(b) shows a variation on the example of (a) in which an equivalent event-based
asynchronous API is used. Here, the function gzip is invoked on line 71, to start the
compression operation. The second argument is a callback function that is invoked asyn-
chronously when the I/O operation has completed. This callback takes two arguments, err and
output. If the operation was successful, err has the value null and output contains the
result of compressing the input value, which is then printed on line 75. If the operation
fails, an error message is printed on line 73.

The use of an asynchronous API such as gzip has the advantage that it is non-blocking,
thus preventing the responsiveness issues triggered by the use of synchronous APIs. How-
ever, the use of event-based asynchronous APIs leads to convoluted and error-prone con-
trol flow [104] sometimes referred to as “callback hell”.

An alternative asynchronous method of performing I/O uses promises and async/await

, and is depicted in Figure 2(c)—before describing that code, however, we will review
JavaScript’s promises and async/await features.

2.1.3 Brief Review of Promises and Async/Await

In recent years, the JavaScript community has rapidly adopted promises as a mechanism
for asynchronous programming that is more convenient and less error-prone than event-
based programming. Here, we present a very brief summary of promises. For complete
details, the reader is referred to the ECMAScript specification [54, Section 25.6], and a
formal account of the semantics of promises can be found in [102].

A promise represents the value computed by an asynchronous computation, and is one
of three states: pending, fulfilled, or rejected. Upon creation, a promise is in the pending
state until it is settled (i.e., fulfilled or rejected).

creating promises A promise is created by invoking the Promise constructor, e.g.:
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let p = new Promise((resolve, reject) => {...})

Here, resolve and reject are functions that must be invoked to resolve or reject the
newly created promise, respectively. For example, the following code

let p1 = new Promise((resolve, reject) => resolve(17))

creates a promise that is fulfilled immediately with the value 17.

registering reactions on promises Programmers can register reactions on promises,
i.e., functions that are invoked asynchronously when a promise is fulfilled or re-
jected. This is accomplished using the then method, e.g., extending the previous
example with

p1.then( (v) => v + 1 )

registers a reaction on p1 that is invoked with its argument v bound to the value that
p1 was resolved with (i.e., 17). This reaction will be executed asynchronously and
return v+1, i.e., 18.

creating promise chains. The then method returns a promise that is resolved with its
reaction’s return value, enabling the construction of promise chains. In the following
example:

let p = new Promise((resolve, reject) => resolve(17));

p.then( (v) => v + 1 )

.then( (v) => console.log(v) );

a promise is created that is fulfilled with the value 17. The reaction registered on
this promise returns 18, causing the first invocation of then to return a promise that
is resolved with that value. On the last line, a reaction is registered on the latter
promise, causing 18 to be printed.

Promises also support a method catch to facilitate error handling, which is typically
used at the end of a promise chain. For example, in the following example

let p = new Promise( ... );

p.then( ... )

.then( ... )

.catch( (err) => console.log("An error occurred") );

the reaction passed to catch will be executed if any of the previous promises in the
chain are rejected (e.g., if an uncaught exception occurs).
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promise linking A special case arises when a reaction returns a value that is a promise
p. In such cases, the promise p ′ returned by then or catch becomes linked with p.
Concretely, if p is resolved with a value v, then p ′ is resolved with v as well, if p is
rejected with value e, then p ′ is rejected with e as well, and if p remains pending,
so does p ′. For example, the following code fragment:

let p = Promise.resolve(17);

let q = new Promise((resolve, reject) =>

setTimeout( () => resolve(18) , 1000)

);

p.then( () => q ) // the promise returned by p.then becomes linked with q

.then( console.log ); // prints 18 after 1 second

creates promises p and q. When p is fulfilled, its reaction is executed and returns q,
so q and the promise returned by p.then() become linked. After 1 second, q resolves
to 18, so the promise returned by p.then() resolves to 18 as well, causing the second
reaction to execute, which prints this value.

synchronization using promise .all The Promise.all function provides a mecha-
nism for waiting for a set of promises to be fulfilled in no particular order. It takes
as an argument an array of promises p1, · · · ,pn and returns a promise p ′. If each
pi is fulfilled with a value vi, then p ′ is resolved with an array [v1, · · · , vn]. If any
pi is rejected, then p ′ is immediately rejected with that value, regardless of the
disposition of the promises pj (j ̸= i).

interoperability with async/await The async/await feature provides syntactic
sugar on top of promises. A function declared as async returns a promise that is
fulfilled with the function’s return value. Inside an async function, await-expressions
may be used to wait for a promise to be settled. If an awaited promise p is fulfilled
with value v, then an expression await p evaluates to v; if it is rejected with a value
err, err is thrown as an exception that can be caught using standard try/catch error
handling.

2.1.4 Promise-Based Asynchronous I/O

Figure 2(c) shows another version of the example, in which a promise-based version of
the asynchronous gzip API is used. Here, the promisify function from the standard package
util is used to convert the callback-based gzip API into an equivalent promise-based API.
Promisification is a technique for converting an event-based API into an equivalent promise-
based API, and involves the creation of a promise that is fulfilled or rejected when the
callback is invoked, depending on whether an error occurred.
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The use of a promise-based API enables us to turn compress into an async function, in
which the await-expression on line 89 will suspend execution of compress until the promise
returned by gzip is resolved or rejected. Standard try/catch syntax can be used for error
handling, leading to code that is very similar to that in Figure 2(a). Crucially, the use of
the asynchronous gzip function does not block program execution, allowing other event
handlers to execute until the promise returned by gzip has been settled.

In summary, promise-based asynchronous APIs share the convenient syntax and sup-
port for error handling using try/catch with synchronous APIs, while providing the re-
sponsiveness benefits of event-based asynchronous APIs.

2.2 importing packages in javascript

Since Chapter 4 is concerned with lazily loading packages, we overview JavaScript’s mech-
anisms for importing packages.

2.2.1 Require

The traditional method of including external code in JavaScript is to use require, a function
that dynamically and synchronously loads and executes the package matching the supplied
name. Consider:

const xlsx = require("xlsx");

function importXLSXData(data) {

const contents = xlsx.read(data, {...});

// do stuff with the contents.

}

First, the "xlsx" package is imported at runtime and saved in the xlsx global variable.
"xlsx" exports a read function to convert raw spreadsheet data, and so inside importXLSXData

the exported function is referenced as a property on the xlsx object (xlsx.read). Notably,
xlsx contains the entire package code.

2.2.2 Static Imports

ECMAScript 6 introduced the static import declaration as an alternative to the dynamic
require. These import statements must be at the top level, all bindings must be identifiers,
and the package name must be a string literal (this makes them easier to analyze stati-
cally); e.g., the statement import * as xlsx from "xlsx" imports the entire "xlsx" package. A
major advantage of static import statements is that a developer can specify which parts of
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a package they want to import; e.g., in the following snippet, the read function exported
by "xlsx" is imported directly:

import { read } from "xlsx";

function importXLSXData(data) {

const contents = read(data, {...});

// do stuff with the contents.

}

The strict nature of these static import statements allows static analyzers to more effec-
tively determine the extent to which an application exercises the code it imports, which
can sometimes lead to smaller distributions—this is called tree-shaking [132, 201]. Unfortu-
nately, JavaScript’s high degree of dynamism limits the power of these static analyses [84,
95, 128], preventing tree-shaking from removing much code.

2.2.3 Dynamic Imports

Static imports are syntactically rigid by design, and so ECMAScript 2020 introduced a
dynamic, asynchronous import function. In a sense, the code transformation proposed in
Chapter 4 assists programmers in migrating applications that use static imports to use
dynamic imports instead.

The import function accepts a string containing the name or path of a package as an ar-
gument and returns a promise. That promise can either resolve with an object containing
all the exported functions and objects, or be rejected if the package cannot be found. This
syntax is especially useful for importing large or rarely used external packages, since they
will not be bundled with the rest of the application. This can often result in smaller initial
application sizes and potentially faster load times. The following code snippet illustrates
how to dynamically import "xlsx" only in the context of importXLSXData:

async function importXLSXData() {

const xlsx = await import("xlsx");

const data = xlsx.read(...);

}

Note that if a dynamic import for a particular package is encountered more than once, the
package is loaded only once, and all subsequent invocations resolve to the same cached
instance. Thus, even if import("xlsx") or importXLSXData is invoked multiple times, the "xlsx"

package will be loaded only once and served to all subsequent invocations.

2.3 react basics

React [108] is a powerful JavaScript library for building interactive User Interfaces (UIs)
that has been embraced enthusiastically by the web development community. As of Jan-
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134 function CounterButton({ message, onClick }

) {

135 return (

136 <div>

137 <h1>{message}</h1>

138 <button onClick={onClick}>Click me!</

button>

139 </div>

140 );}

141 function Counter() {

142 const [count, setCount] = useState(0);

143 const [name, setName] = useState(’Guest’)

;

144 const handleClick = () => {

145 setCount(count + 1);

146 };

147 const handleNameChange = (e) => {

148 setName(e.target.value); };

149 return (

150 <div>

151 <input

152 type="text"

153 value={name}

154 onChange={handleNameChange}

155 placeholder="Enter your name" />

156 <CounterButton

157 message={‘Hi ${name}, you clicked

${count} times.‘}

158 onClick={handleClick} />

159 </div>

160 );}

161

162 const CounterButton=React.memo(({message,

onClick})=>{

163 return (

164 <div>

165 <h1>{message}</h1>

166 <button onClick={onClick}>Click me!</

button>

167 </div>

168 );}

169 function Counter() {

170 const [count, setCount] = useState(0);

171 const nameRef = useRef(’Guest’);

172 const handleClick = useCallback(() => {

173 setCount((prevCount) => prevCount + 1);

174 }, []);

175

176

177 return (

178 <div>

179 <input

180 type="text"

181 ref={nameRef}

182

183 placeholder="Enter your name" />

184 <CounterButton

185 message={‘Hi ${nameRef.current.

value}, you clicked ${count} times.‘}

186 onClick={handleClick} />

187 </div>

188 );}

189

(a) (b)

Figure 3: (a) Example React application. (b) Optimized version where components are re-rendered
less often.

uary 2025, React is the most popular front-end UI framework, with a usage rate of 64.8%
among developers globally [67] and w3techs.com reports that 4.7% of all websites use Re-
act [162]. Since Chapter 5 is concerned with identifying and remediaitng anti-patterns in
React applications, we overview the React framework.
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2.3.1 Components

A React application comprises a collection of components corresponding to elements of
an application’s UI. By structuring UIs as a collection of components, developers can
build complex UIs from simple, modular pieces, facilitating reuse. React components can
be functions or classes. We only consider functional components, which is currently the
preferred mechanism.

2.3.2 React syntax

React applications are typically written in JSX1, a syntactic extension of JavaScript in which
XML values may occur as literals2. JSX literals can be turned into template literals that
contain placeholders consisting of a JavaScript expression surrounded by curly braces. At
runtime, such embedded expressions are executed to obtain concrete values with which
the template is instantiated, resulting in concrete Hypertext Markup Language (HTML)
values that a browser can render. An embedded expression that evaluates to an array is
turned into a sequence of HTML elements. Syntactically, functional React components are
simply JavaScript functions that return a JavaScript XML (JSX) literal. Figure 3(a) shows an
example React application consisting of two components, CounterButton and Counter. The
CounterButton component consists of a header containing a text message followed by a
simple button, which is expressed by the JSX literal on Lines 136-139. A React component
may include another React component by simply referring to the latter’s name between
angular brackets, a mechanism that is referred to as JSX tags. In the example, the Counter

component defines a UI element that contains a text form in which users can enter their
name, followed by a CounterButton’s JSX tag, as can be seen in the JSX literal on Lines 150-
159.

2.3.3 State and Props

React components may have state, i.e., values that persist until explicitly changed or
the component is destroyed. State elements are declared by invoking React’s useState
function, which takes the initial value as an input and returns the state and a state-setter
function that must be used to change the state. E.g., the Counter component maintains
counter and name as its state. On Lines 142-143, these are initialized to the values 0 and ’Guest

’, respectively. The state-setter functions, setCount and setName, are invoked on lines 145,
and 148, respectively.

1 JSX is an acronym for “JavaScript Extensible Markup Language (XML)”.
2 React applications can also use TSX, an equivalent extension of TypeScript.
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Components may pass values—commonly referred to as properties or props in React
parlance—to their sub-components (also known as their child components) by including
them as key-value pairs when referencing the sub-component. For example, CounterButton

is a child of Counter, and on lines 184–186, the Counter component passes values to
CounterButton, binding them to the props message and onClick.

2.3.4 Rendering

Rendering a React component involves executing its code to produce HTML. A component
re-renders if its state, or one of its ancestor’s state, changes. One of the key strengths
of React is its support for incremental re-rendering of an application’s UI. The Virtual
Document Object Model (VDOM) is central to this efficiency. The VDOM is a simplified,
in-memory representation of the actual Document Object Model (DOM). Unlike the DOM,
a complex, live structure rendered by the browser, the VDOM is a lightweight abstraction
that allows React to perform updates efficiently. When a state change occurs, React creates
a new version of the VDOM. This new version is then compared to the last snapshot of the
VDOM, a process known as diffing. During diffing, React identifies the exact differences
between the old and new VDOMs and computes the minimal set of changes needed to
update the actual DOM in a process referred to as reconciliation. This selective update
process ensures the browser re-renders only the changed parts of the DOM rather than the
entire DOM. This targeted updating enhances performance significantly by reducing the
amount of DOM manipulation required, as browser re-rendering is time-consuming.

2.3.5 State Management

React applications adopt a centralized state management approach where the nearest
common ancestor component maintains the state needed by several sub-components. This
ancestor makes the state accessible to its children, passing it as props in their JSX tags. This
may include event handlers, allowing child components to update the state also accessed
by its parent and/or sibling sub-components. Consequently, any change in the ancestor’s
state prompts re-rendering of the ancestor and its descendants, ensuring UI consistency
across the component hierarchy.

This is demonstrated in Figure 3, where the Counter component passes handleClick as
the onClick prop to its child (Figure 3(a), line 158). The handleClick function uses setCount

to update the state of the Counter component. When the button is clicked, onClick han-
dler of the <button> element invokes the handleClick function from the Counter component.
Inside handleClick, the setCount state-setter is called, causing the Counter component to be
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re-rendered. As a descendant, the CounterButton component also re-renders, ensuring the
UI reflects the updated state.

2.3.6 Hooks

React’s diffing and reconciliation mechanisms aim to ensure efficient updates to the DOM.
However, as we shall see in Chapter 5, React may occasionally re-render components un-
necessarily, i.e., without causing changes in the DOM. Fortunately, React provides a num-
ber of mechanisms for functional components that provide more fine-grained control over
the rendering process. These mechanisms are collectively known as hooks because they
enable one to “hook into” React’s state and life-cycle management. The useState function
we saw previously is an example of React hooks and provides access to a component’s
state. We now discuss a number of other hooks.

• useRef enables value persistence across rendering operations without triggering a
re-render when the stored mutable value is updated. This hook is commonly used
to keep a reference to a DOM element or to keep track of mutable data whose change
does not require a re-render of the component. It returns a reference object with a
.current property where the stored value can be accessed or modified.

• Memoization is a performance optimization technique for preventing unnecessary
re-rendering by performing a shallow comparison between the current and new
props, and only re-rendering the component if there is a difference. A functional
component can be memoized by wrapping it in the React.memo function3. Since Re-
act maintains a copy of the VDOM for comparison, memoization does not incur a
significant overhead.

• useCallback memoizes functions within components: it returns a version of a call-
back function that only updates when its dependencies (specific states or props
that, if altered, necessitate an update) change. This is useful when passing call-
backs to child components, specifically those wrapped in React.memo, which compares
props by reference. By keeping the function reference unchanged across re-renders,
useCallback helps prevent child components from redundant re-rendering.

Figure 3(b) shows a variation of the example of 3(a) that uses these useRef, useCallback,
and React.memo functions. On line 171, useRef is used to initialize a variable nameRef to
“Guest”. This reference tracks the user’s name from the input element (line 181), updating

3 React.memo is a higher-order component that enhances a functional component by wrapping it. Wrapping
in this context means that React.memo takes the original component as an argument and returns a new
component with added functionality.
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as the input value changes. These updates do not trigger a component re-render on every
key press. Instead, the updated value becomes visible only after the Counter component
re-renders, which occurs upon a button click. Figure 3(b) also illustrates memoization:
the child CounterButton is wrapped in React.memo (line 162), signaling React to bypass re-
rendering it if the current and new props are the same. Also, the handleClick function is
wrapped in useCallback (line 172) to ensure that the reference to the onClick prop remains
the same when its parent component Counter re-renders.

Having these memoization steps applied, the CounterButton component will not re-render
if Counter updates without altering message or handleClick. This example highlights the two
different ways of handling form data in React. Figure 3(a) presents an example of a con-
trolled component, where the React component’s state handles form data. On the other
hand, Figure 3(b) presents an instance of an uncontrolled component where the DOM

handles form data. Section 5.3.2 describes this anti-pattern and the steps involved in re-
mediating it.

2.4 webassembly primer

Since Chapter 6 involves introducing memory segmentation to WebAssembly, this section
provides an introduction to the WebAssembly language and its associated ecosystem.
Unless otherwise specified, we only refer to WebAssembly 1.0, which is the core language
specification for which most WebAssembly compilers produce, and is supported by all
major browsers.

WebAsembly (WASM) is a low-level bytecode format designed for computationally-
intensive tasks in the web browser. It was developed by a consortium of engineers rep-
resenting all major browser vendors and first introduced in 2017. WASM aims to provide
a secure, fast, portable, and compact alternative to JavaScript as an implementation lan-
guage for the web. Due to the low-level nature of the language, WASM is typically used as
a compilation target as opposed to being written by hand. WASM compilers exist for a vari-
ety of source languages such as C/C++, Rust, and Go [171]. The compiled WASM binaries
can be used on the client or server by simply linking the binary to JavaScript code [73],
or in standalone runtimes such as Wasmtime [169], Wasmer [167], or WasmEdge [166].
Unlike other binaries such as x86, static disassembly for WASM binaries is simple and re-
liable. WASM binaries can be translated to a human-readable format called WebAsembly
Text Format (WAT) and compiled back without any loss. All WebAssembly code examples
shown in this dissertation use the WAT syntax.



2.4 webassembly primer 19

2.4.1 Modules

A WebAssembly binary is organized into modules, and are defined using the module
instruction as shown below:

(module

(...) ;; types/imports/exports/funcs/table/memory

)

WebAssembly modules contain types, functions, and global variables and have an as-
sociated linear memory and table section. Additionally, every WebAssembly module can
declare a set of imports and exports that facilitate inter-operation with the host environ-
ment.

2.4.2 Types

WebAssembly is a statically-typed language that supports only four low-level types: 32-
bit integers (i32), 64-bit integers (i64), 32-bit floating point values (f32), and 64-bit floating
point values (f64). All other types present in the source language are expressed using
these four types. Types in WebAssembly are defined using the type instruction and are
identified using numbers. As an example, a type declaration with the identifier 4, for a
function that accepts two arguments of type i32 and produces a result of type i32 is shown
below:

(type (;4;) (func (param i32) (param i32) (result i32)))

The arguments param and result are optional and may be omitted if the function has no
arguments or does not produce a result, respectively.

WebAssembly bytecode is executed on a stack-based virtual machine (VM) where in-
structions pop inputs from the stack and push the result to the top of the stack, similar to
other stack-based systems. Thus, a function of the above-mentioned type 4 will consume
the first two elements on the execution stack, and upon completion, push one element
on the execution stack. The execution stack, global variables, and local variables are all
managed by the VM.

2.4.3 Globals

WebAssembly modules can declare global variables that can be accessed by all functions.
Global variables can be mutable or immutable and can store 32-bit or 64-bit integers and
floating point values. They are defined using the global instruction and have a numeric
identifier similar to types as shown below:
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(global (;0;) (mut i32) (i32.const 1234))

The instruction global.get can be used to read the variable and global.set can be used to
write to the global variable.

2.4.4 Imports/Exports

Import statements allow WebAssembly binaries to access and invoke functions imple-
mented in the host environment such as JavaScript. Conversely, export statements allow
the host environment to invoke functions implemented in WebAssembly binaries. The
import statement maps a named function in the host environment to a function with a
numeric identifier and type in WebAssembly that can be invoked by other functions in
the binary. The export statements map the numeric identifier from WebAssembly to a
string that can be used to access the function in the host environment. The code below
contains an import and export statement:

(import "env" "print" (func (;0;) (type 1)))

(export "foo" (func 1))

A function called print in the host environment is being imported into WebAssembly
with the identifier 0 and type 1. The print function can be invoked from WebAssembly
using the call instruction as call 0. Similarly, the function with the identifier 1 is being
exported as “foo” to the host environment.

2.4.5 Functions

Every WebAssembly module contains a vector of functions, defined using the func instruc-
tion. Each function has a statically defined type and contains a sequence of instructions
that upon completion must produce an execution stack that complies with result defined
in the function type. Similarly to types, functions are also labeled with numeric identifiers
that can be used to invoke them. The code below shows an example of a function:

(func (;8;) (type 3) (param i32) (result i32)

(...) ;; sequence of instructions

)

Additionally, a function can declare a set of mutable local variables. The function pa-
rameters and local variables can be accessed using the local.get and local.set instructions.
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2.4.6 Linear Memory

WebAssembly instructions may refer to local or global variables, and they may load values
from and store values into linear memory, which is a contiguous, mutable array of raw
bytes, that is zero-initialized by default, consisting of up to 64K pages. The memory is
addressed by 32-bit pointers, and i32 serves as the pointer type. A WebAssembly program
can also request that the VM increase the linear memory via the memory.grow instruction.
The memory instruction is used to define the initial size of the linear memory (as a multiple
of 64K) along with the maximum size to which it can grow. The linear memory is zero
initialized and can be initialized to non-zero values using the data instruction. An example
of linear memory with size 256 and the string “hello” at location 1024 is shown below:

(memory (;0;) 256 256)

(data (;0;) (i32.const 1024) "hello")

The load instruction can be used to read data from linear memory whereas the store

instruction can be used to write to it.

2.4.7 Indirect Function Calls

As there are no true function pointers in WebAssembly, we instead have indirect calls.
The call_indirect instruction pops a value from the stack, which is used as an index to
look up in the table section. The entries in the table map indices to functions, which are
subsequently called. Due to management by the VM, we are unable to directly access
function memory addresses, instead we must call via table index value. Functions can
be referenced multiple times in the table, and not every entry is required to have a cor-
responding value. Before executing the call, the VM first checks that the target function
signature matches the declared function signature in the indirect call instruction, other-
wise it raises a function signature error, and halts execution. A function table of size 4

containing references to 3 functions is shown below:

(table (;0;) 4 4 funcref)

(elem (;0;) (i32.const 1) func 2 3 1)

The function table references begin at index 1, and thus in the above example, index 1

points to function 2, index 2 points to function 3, and index 3 points to function 1.
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I N T R O D U C I N G A S Y N C H R O N Y I N J AVA S C R I P T A P P L I C AT I O N S

3.1 introduction

The JavaScript ecosystem provides equivalent synchronous and asynchronous Applica-
tion Programming Interfaces (APIs) for many commonly used I/O operations. When
faced with a choice, programmers often favor the synchronous APIs because they enable
solutions with simple sequential control flow and avoid the complexities of asynchronous
programming. However, this greater ease of use comes at a price, as synchronous solu-
tions prevent applications from making progress while the I/O operation is pending,
given that JavaScript does not support concurrency at the language level. As a result, the
use of synchronous I/O in client-side JavaScript applications may cause user-interfaces
to become non-responsive, while on the server-side the use of such APIs may negatively
affect both responsiveness and throughput. This chapter explores the development of au-
tomated tool support for assisting programmers with the migration from synchronous
APIs to equivalent asynchronous APIs.

As an example, consider the function fs.readFileSync in the fs (file system) package that
is part of the Node.js distribution [125]. This function, when given the name of a file,
will return a string value representing the file’s contents. The operation is synchronous
in the sense that, when this function is invoked, program execution will block until the
read operation has completed. At that time, the function returns a string containing the
file contents or throws an exception if an I/O error occurred. The use of blocking syn-
chronous APIs such as fs.readFileSync prevents any other event handler from executing,
and is considered undesirable because it reduces the application’s responsiveness.

To avoid blocking, programmers can use asynchronous APIs to perform I/O operations.
Two types of asynchronous APIs are commonly used:

• In event-based asynchronous APIs, a callback function must be provided that will be
invoked upon completion of the I/O operation. For example, the function fs.readFile

takes a callback as an argument that is invoked when the read operation completes.
The callback is invoked asynchronously with two arguments: an error object (or null
if no error occurred), and a string containing the file contents if no error occurred.

• In promise-based asynchronous APIs, a promise [54, Section 25.6] is returned that is
settled upon completion of the I/O operation. For example, the function fs.promises.

22
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readFile returns a promise that is eventually fulfilled with a string value representing
the file contents, or rejected with an error message if an I/O error occurred.

These two approaches are functionally equivalent, but promise-based APIs are rapidly
gaining in popularity due to the lower syntactic burden and improved facilities for er-
ror handling, especially when used in combination with JavaScript’s recent async/await

feature [54, Section 25.7].
Despite the advantages of asynchronous APIs in terms of improved responsiveness and

scalability, many JavaScript applications continue to rely on synchronous APIs, presum-
ably because of their greater ease of use. This work presents a semi-automatic refactoring
to help users migrate from synchronous APIs to promise-based asynchronous APIs, in
combination with the async/await feature. The refactoring replaces synchronous calls with
asynchronous calls, and automatically determines when functions need to become async

so that asynchronous calls within their body can be awaited using await. When functions
become async, functions that invoke them may have to become async as well, which is de-
termined by inspecting the program’s call graph. The suggested refactorings may fail to
preserve behavior for several reasons. Most significantly, the call graph may be unsound—
nodes and edges may be missing because the analysis is unable to reason precisely about
JavaScript’s dynamic features. Unsoundness may also arise because, after the refactoring,
interleavings will be possible where event handlers are scheduled at times when an in-
troduced asynchronous call is being awaited, and we do not attempt to determine how
this may impact program behavior. For these reasons, the proposed transformations are
presented as suggestions that the programmer needs to inspect carefully and confirm, by
running tests and inspecting the code.

We implemented the refactoring in a tool named Desynchronizer, which supports 51

different synchronous APIs. In an empirical evaluation, we applied Desynchronizer to 12

subject applications containing 316 synchronous API calls. Desynchronizer identified 256 of
these calls as candidates for refactoring. Of these candidates, 244 were transformed suc-
cessfully, and only 12 resulted in behavioral changes. Further inspection of these problems
revealed that the majority of them can be attributed to unsoundness in the call graph.

In summary, our work makes the following contributions.

1. We present a technique to generate refactoring suggestions to help users migrate
their use of synchronous APIs to asynchronous equivalents.

2. We implemented this approach in Desynchronizer.

3. We present an empirical study where we apply Desynchronizer to 12 applications.
In these applications, Desynchronizer successfully transformed 244 of the 256 syn-
chronous API calls that were identified as candidates for refactoring. The majority
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204 const gzipSync = require(’zlib’).

gzipSync;

205

206 function compressFiles(files) {

207 const compressedFiles = [];

208 files.forEach(file => {

209 compressedFiles.push(gzipSync(file)

);

210 });

211 return compressedFiles;

212 }

213 let util = require(’util’);

214 let gzip =

215 util.promisify(require(’zlib’).gzip);

216

217 async function compressFiles(files) {

218 const cFileProms =

219 files.map(f => gzipPromise(f));

220

221 return await Promise.all(cFileProms);

222 }

(a) (b)

Figure 4: Excerpt of a server application for compressing a list of files: (a) synchronous version
using gzipSync (b) promise-based asynchronous version using gzip

of the 12 cases in which Desynchronizer did not preserve behavior can be attributed
to unsoundness in the static call graphs upon which Desynchronizer relies.

A code artifact including Desynchronizer is available [68].
This chapter is organized as follows. Section 3.2 presents a motivating example that

demonstrates the performance benefits of asynchrony. Section 3.3 describes our static anal-
ysis and code transformation techniques and Section 3.4 describes the implementation of
Desynchronizer. Section 3.5 presents our evaluation. We discuss potential limitations in
Section 3.6 before concluding with a summary of our findings in Section 3.7.

3.2 motivation

3.2.1 Performance Benefits of Asynchronous APIs

Asynchronous APIs (both event-based and promise-based) may enable multiple I/O re-
quests to be processed concurrently. To illustrate this point, consider Figure 4, which
shows the relevant code fragments of two versions of a server application that performs
a compression operation on elements of an array of files. Compression is widely used by
server-side web applications, in order to reduce the size (and hence the time needed to
transfer) of the responses it sends.

Figure 4(a) shows a version that uses the synchronous API discussed in Chapter 2,
Section 2.1.1. Here, the forEach-loop on line 208 is used to invoke gzipSync on each file in an
input array named files, storing the result in a newly created array named compressedFiles.
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Figure 5: Gzip performance comparison (sync vs async).

Figure 4(b) shows an alternative solution that uses the promise-based asynchronous
API discussed in Section 2.1.4. In this version, lines 218–219 create an array of promises
that will eventually resolve to the gzipped files. After creating all of these promises, the
synchronization operation Promise.all is used to wait for all of these promises to be ful-
filled.

These two versions of the applications have very different performance characteristics.
In version (a), the gzip operations occur in strictly sequential order, with each gzip op-
eration starting after the previous one has finished. In version (b), all gzip operations
are started at once, without waiting for the previous operation to terminate. Although
JavaScript does not have concurrency at the language level, it relies on I/O libraries that
take advantage of the fact that modern operating systems are capable of handling multi-
ple I/O requests concurrently.

While this suggests that asynchronous solutions might scale better than sequential ones,
we are not aware of published research in which this difference in performance is con-
firmed experimentally. Therefore, we constructed a set of synthetic benchmarks in which
the performance of synchronous APIs such as the one in Figure 4(a) is compared against
that of a corresponding asynchronous API such as the one in Figure 4(b). Figure 5 visu-
alizes the results of such an experiment for the gzipSync and promisified gzip APIs1. The
figure shows that, if there is only one call to the gzipSync/gzip API, the synchronous solu-
tion requires 5 msec and the asynchronous solution 8 msec. However, as the number of

1 The results for similar experiments involving 10 APIs can be found in the supplemental materials.
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223 const express = require(’express’);

224 const fs = require(’fs’);

225 const zlib = require(’zlib’);

226

227 const processRequest = (basePath) => {

228 const variants = fs.readdirSync(basePath);

229 return variants.map(variant =>

230 JSON.parse(fs.readFileSync(basePath + variant, ’utf8’))

231 );

232 }

233

234 const app = express();

235 app.get(’/product/details’, (request, response) => {

236 const data = processRequest(__dirname + ’/variants/’);

237 response.send(zlib.gzipSync(JSON.stringify(data)));

238 });

239

240 var port = process.env.PORT || 5000;

241 app.listen(port);

Figure 6: Example server application that uses synchronous APIs.

API calls increases, the asynchronous solution quickly outperforms the synchronous one
(e.g., 40 msec for the synchronous solution and only 15 msec for the asynchronous solu-
tion if there are 10 API calls). This experiment was performed on a Windows 10 machine
with an i7 processor and 16GB of RAM.

To obtain such performance benefits, programmers should refactor their code to mi-
grate from synchronous to asynchronous APIs. The next section presents such a refactor-
ing.

3.2.2 Migrating from Synchronous to Asynchronous APIs

This section explores the challenges associated with refactoring applications so that uses
of synchronous APIs are replaced with their promise-based asynchronous counterparts.
Here, we will illustrate the issues and review the code transformations involved in the
refactoring using a motivating example that represents a small server application2. Sec-
tion 3.3 will present our approach for automating this refactoring.

Figure 6 shows a simple server application that was built using the express framework
[56] on the Node.js platform [125]. The application responds to requests for product de-
tails by invoking the processRequest function on line 236. This function obtains a list of all

2 This application is available as part of supplemental materials.
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244 const express = require(’express’);

245 const fs = require(’fs’);

246 const zlib = require(’zlib’);

247 const util = require(’util’);

248 const readdir = util.promisify(fs.readdir);

249 const readFile = util.promisify(fs.readFile);

250 const gzip = util.promisify(zlib.gzip);

251

252 const processRequest = async (basePath) => {

253 const variants = await readdir(basePath);

254 return Promise.all(variants.map(async (variant) =>

255 JSON.parse(await readFile(basePath + variant, ’utf8’))

256 ));

257 };

258

259 const app = express();

260 app.get(’/product/details’, async (request, response) => {

261 const data = await processRequest(__dirname + ’/variants/’);

262 response.send(await gzip(JSON.stringify(data)));

263 });

264

265 var port = process.env.PORT || 5000;

266 app.listen(port);

Figure 7: Refactored version of the server application that uses asynchronous APIs.

files containing descriptions of different variants of the product by calling readdirSync on
line 228. Then, it relies on the Array.map function to read each file by invoking readFileSync

and calls JSON.parse to parse it and create its JavaScript Object Notation (JSON) represen-
tation on line 230. The resulting array is converted to a string and then compressed by
invoking gzipSync on line 237 before being returned to the user.

Note that the use of three synchronous APIs (readdirSync on line 228, readFileSync on
line 230, and gzipSync on line 237) will render the server unresponsive while it waits, e.g.,
for a file to be read.

To improve scalability, the application can be refactored using our Desynchronizer tool
to use the asynchronous counterparts for these APIs resulting in the code that is shown
in Figure 7

3. The key steps in this refactoring include: replacing calls to synchronous
API functions with await-expressions that refer to the corresponding asynchronous API

function, and changing functions containing migrated API functions into async functions,

3 The code shown here has been modified slightly for readability, by changing variable names and eliminating
common subexpressions. The original version produced by our tool is included as part of supplemental
materials.
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as await-expressions can only be used inside async functions [54, Section 25.7]. In addition,
the callers of functions that have become async may have to become async functions as well,
depending on if and how they use the return value of the invoked function; for example,
if a function needs to await a call to an asynchronous function, it will need to become
async as well. In cases where API functions are invoked inside loops or in invocations of
callbacks passed to Array.forEach, we perform a simple analysis to determine whether the
loop iterations or callback invocations are independent (i.e., if they operate on different
state in each iteration or invocation). If so, we rely on Promise.all to enable each iteration
or invocation to proceed concurrently. If not, the loop order is preserved and the promises
computed in each iteration are awaited in succession.

Concretely, in the case of our motivating example, the source code changes can be
summarized as follows:

• The calls to readdirSync, readFileSync, and gzipSync are replaced with awaited calls to
promisified versions of the library functions readdir (line 253), readFile (line 255),
and gzip (line 262), respectively,

• processRequest has become an async function (lines 252–257), to enable the use of
await-expressions inside its body.

• Similarly, the callback functions passed to variants.map (lines 254–256) and app.get

(lines 260–263) are made async as well, to enable the use of await in their bodies.

• Finally, the synchronization function Promise.all is used on line 254 to wait until
each element of the array of promises returned by the call to variants.map has settled.

We constructed a set of synthetic benchmarks to measure the performance of the syn-
chronous implementation shown in Figure 6 and compared the results against the asyn-
chronous implementation shown in Figure 7. The code in Figure 6 loops over user re-
quests one-by-one, and blocks on a file access needed to process the request, whereas the
code in Figure 7 can processes requests concurrently using promises and async/await. We
measured the performance on a Windows 10 machine with an i7 processor and 16GB of
RAM.

We observed that the synchronous implementation of the server performs better for a
low number of clients, whereas the asynchronous implementation performs much better
when dealing with a high number of concurrent clients. The performance breakdown can
be seen in Figure 8.

The next section will present our approach for inferring these transformations.
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Figure 8: Performance of server example, comparing response time for synchronous and asyn-
chronous implementations.

3.3 approach

We present a three-step approach for automatically determining how to migrate from
synchronous APIs to their asynchronous counterparts, consisting of the following steps:

identify transformation candidates The first step of our approach is to iden-
tify synchronous API calls that we aim to transform, and determine the extent of
the required transformations. Once a synchronous call is identified and made asyn-
chronous, it must be enclosed in an await expression to preserve the original seman-
tics of the program: If the original, synchronous call returned a value of type T, the
now asynchronous call will return a value of Promise<T>, and awaiting this call will
ensure that the expected value becomes available. In JavaScript, await expressions
can only appear in async functions, so this transformation propagates up from callee
to caller until the top-level of the program or an already asynchronous function is
reached. The result of this step is a transformation set of functions that will need to
become async, and will be discussed in more detail in Section 3.3.1.

discard unsupported transformations Each transformation set is then
checked to ensure that all functions can be transformed, since the transformation
to support asynchrony is an all-or-nothing proposition. There are several reasons
why such a set may need to be discarded: for example, transformations that would
require making a constructor into an async function must be abandoned, as construc-
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tors cannot be async in JavaScript. Section 3.3.2 reviews the preconditions that must
hold in order to allow migration to asynchronous APIs.

transform source code The last step is to analyze the transformation sets and apply
the necessary transformations to the code. These range from simple transformations,
such as turning calls to synchronous APIs into await-expressions, to more complex
transformations, such as changing a map of a (now asynchronous) function into an
array of promises that is awaited simultaneously using Promise.all. Further details
are presented in Section 3.3.3.

3.3.1 Identify Transformation Candidates

The first step in the approach is to identify transformation candidates and build a trans-
formation set for each synchronous API call. Algorithm 1 shows how transformation sets
are constructed.

Algorithm 1 : BuildTransformationSet
Data : nsync: a synchronous API call
Data : CG: the call graph of the program

1 let T := [];
2 let P := [nsync];
3 while P not empty do
4 let p := pop (P);
5 if p not visited then
6 if p is a reaction or p is argument to promise constructor then
7 continue;

8 let callers := callers of p in CG;
9 for c in callers do
10 if c test runner then
11 remove c from callers;

12 T := T ∪ callers;
13 P := P ∪ callers;
14 mark p as visited;

15 return T ;

On line 1, the algorithm initializes a list T , which will contain all functions requiring
transformation, and line 2 initializes P, the list of functions that still need processing.
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267 function inner(listOfFiles) {

268 listOfFiles.map(readFileSync);

269 }

270 function outer(listOfFiles) {

271 inner(listOfFiles);

272 }

273 outer(["a.txt", "b.txt"]);

Figure 9: Example snippet to demonstrate the construction of a transformation set.

While there are still functions to process (line 3), a function p is popped from P (line 4).
If it has not been visited (line 5), the algorithm identifies all callers of p in the call graph
(line 8), and adds them to the list T of functions that would need to be transformed
(line 12), and also to the list of functions P that still need to be processed (line 13), as we
need to recursively visit their callers. When no additional functions can be found, T is
returned.

There are a few situations where the traversal of the call graph can be ended early. The
first case we will discuss is depicted on lines 9-11 of the algorithm. If a function c is part of
a test harness (like Jest [76] or Mocha [113]), there is no need to transform it or propagate
the transformation through it, as they are already equipped to handle asynchrony.

The next case, depicted on lines 6-7, is more subtle. If a function that is flagged for
transformation is either an argument to the promise constructor, or is a reaction registered
through then or catch, then the transformation need not be propagated further. Recall that
when a function is made async, its semantics are altered such that it will now return a
promise. In the first case, the promise constructor does not do anything with the return
value of the function passed to it, and so no further transformations are necessary. In the
second case, reactions registered with then and catch already return promises, and so the
promise returned by the newly asynchronous reaction will be linked with the promise that
is already returned( 2.1.3), which will preserve the original semantics.

To illustrate what a transformation set would look like, consider snippet in Figure 9.
We draw the reader’s attention to the synchronous API call inside of the call to Array.map

in the body of function inner. Since map invokes the callback function that is passed to it
as an argument4, our algorithm would add map to the transformation set for the call to
readFileSync. Since map is called by inner, which is called by outer, which is called at the top
level of the program, the following transformation set will be computed:

{fs.readFileSync, Array.map, inner, outer, program root}.

4 To determine this, we rely on a call graph builder that is equipped with models for external functions such
as map and forEach.
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3.3.2 Discard Unsupported Transformations

Once transformation sets have been constructed for each synchronous API call, it is neces-
sary to check if the associated transformations are feasible. In general, the transformation
of a synchronous API call must be abandoned if any function in its transformation set is
called in a context which is flagged as not transformable by Algorithm 2. The cases where
transformation sets are abandoned can be found on lines 2-5 and are described below.

Algorithm 2 : IsSetViable
Data : T: a transformation set

1 for function f in T do
2 if f is a constructor or
3 f returns a promise or
4 f unhandled extern
5 f does not support Immediately Invoked Function Expression (IIFE) then
6 return false;

7 return true;

constructors Constructors cannot receive the async modifier. This precludes the trans-
formation of synchronous API calls in constructors or in functions called by con-
structors because await-expressions can only be used in the body of async functions.
While it may be possible to replace constructors with constructs that support asyn-
chrony [25], these would be complex transformations and are beyond the scope for
this project.

functions already returning promises Transformations involving functions that
already return promises are also rejected. If these functions were to be made async,
they would return a promise linked to another promise, and while this is not an
issue in and of itself given the behavior of linked promises, the insertion of await

expressions at call sites to such functions is fraught. To illustrate, consider the code
in Figure 10, where the transformation would alter the value stored in r (it would
no longer be a promise). Determining the return type of a function is difficult in
JavaScript due to the dynamism of the language. In the case of this example, our
approach infers that the function returns a promise from the fact that reactions are
registered on it using then, and therefore abandons the transformation.

unsupported external functions The technique supports the external functions
Array.map and Array.forEach, as will be discussed in further detail in Section 3.3.3. If
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274 let n = "foo.txt";

275 let q;

276 function foo() {

277 q = fs.readFileSync(n);

278 // ...

279 return some_promise;

280 }

281

282 let r = foo(); // is a promise

283 // ...

284 r.then(() => { ... });

285

286 let n = "foo.txt";

287 let q;

288 async function foo() {

289 q = await fs.promises.readFile(n);

290 // ...

291 return some_promise;

292 }

293

294 let r = await foo(); // not a promise

295 // ...

296 r.then(() => { ... });

297

(a) Untransformed code. (b) Transformed code.

Figure 10: A rejected transformation involving a function that already returned a promise.

calls to synchronous APIs occur in (functions invoked by) callbacks passed to other
external functions, the transformation is abandoned.

asynchronous calls at the top level JavaScript only allows the use of await in-
side the body of async functions. That said, if a transformation would require an
await-expression at the top-level of the program, our approach will attempt to in-
troduce an (asynchronous) IIFE. Unfortunately, this is not always possible: ES6 in-
troduced static import and export statements to JavaScript. import statements can be
safely hoisted outside of the IIFE (as one can only import string literals), but export

statements cannot be, as they can refer to values computed at run time that will be
out-of-scope if removed from the IIFE.

3.3.3 Transform Source Code

After eliminating the transformation candidates that do not satisfy the conditions pre-
sented in Section 3.3.2, the final step is transformation of the source code. Figure 11

presents these transformations as a set of rewrite rules. Throughout these rules, we make
reference to Tf, the set of functions that are to be made asynchronous, obtained by tak-
ing the union of all transformation sets that have not been discarded. Note that these
rules asbtract away from minor details in JavaScript syntax, e.g., in rule Async-Function,
fun f(A) {B} refers to any JavaScript function, including arrow functions.

The first two rules, Async-Function and Async-Call, are concerned with making
functions asynchronous. These transformations simply add the async modifier to func-
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f ∈ Tf where f is not async

fun f(A) {B} → async fun f(A) {B}
(Async-Function)

f ∈ Tf where f is not awaited

f(args) → await f(args)
(Async-Call)

f ∈ Tf B body of f

no returns in B e = the single argument of f

arr.forEach(f) → for([i, e] of arr.entries()) {B}
(forEach-forOf)

f ∈ Tf f equivalent to (v) => e

fA = transform(f)

arr.forEach(f) → await Promise.all(arr.map(fA))
(forEach-map)

∃ f ∈ B | f ∈ Tf B ′ = transform(B)

fA = async fun fA() {B
′} where p does not return async iife

get p() {B} → get p() {return fA()}
(getter)

f ∈ Tf fA = transform(f)

where map not in Promise.all

arr.map(f) → await Promise.all(arr.map(fA))
(Promise-All)

P ∈ Tf imports = hoistImports(P)

P ′ = removeImports(P)

P → imports; (async () => {P ′})()
(Top-Level-IIFE)

Figure 11: Rewrite rules describing the sync-to-async transformation.
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tions, and turn function calls into await-expressions if the function is in Tf. All call sites
identified by our call graph as calling a newly asynchronous function are await-ed in this
way.

Next, ForEach-ForOf defines translation of Array.forEach into an async-ready for ... of

loop. If the callback f is being made asynchronous, the body B of f is found, and the
name e of the single argument of f is extracted (note: the callback passed to Array.forEach

must be a single-argument function). Then, a for ... of loop is constructed as follows: the
loop iterator variables are [i, e] (i for the array index, which is unused, and e, the callback
argument name extracted previously), and the loop iterates over the entries of the array.
Note that if the callback passed to Array.forEach contains a return, we do not perform this
transformation; typically, these callbacks do not contain returns as Array.forEach does not
return anything. The body of the loop is simply the body of the callback, and requires no
additional transformation.

Another rule, ForEach-map, depicts a special case of a forEach transformation, when
the callback passed to forEach is an arrow function expression with a single expression
as its body. This situation is more elegantly handled by a transformation to Array.map.
There is nothing in principle preventing a transformation to a for ... of loop like above,
this is simply more in line with observed language paradigms (programmers often use
Array.forEach and Array.map with arrow functions of this style).

Rule Promise-All depicts a case where Array.map is translated into an equivalent con-
struct that properly handles asynchronous function calls. If the callback f is being made
asynchronous, the required transformation (depicted here with
fA = transform(f)) is applied, and the new call to arr.map(fA) is wrapped in an awaited
Promise.all. This has the effect of waiting until the (now asynchronous) applications of
fA for each of arr’s elements completes, semantics similar to that of the original map. The
reasoning behind this transformation is that mapping an asynchronous function on an
array would result in an array of promises, and awaiting a call to Promise.all will wait
for all of the promises to settle.

Getter defines the translation of a special case of function definitions. Here, if the body
B of some getter p contains a function to transform, the body is transformed into B ′ and
wrapped in a new asynchronous function fA, and the body of the getter is changed to
immediately return a call to that function. Getters in JavaScript are forbidden from being
made asynchronous, and so the body of the getter is translated into an anonymous async
function which is immediately called and returned. This causes the getter to return a
promise, and so calls to the getter can be awaited.

Finally, Top-Level-IIFE depicts the transformation for introducing immediately invoked
asynchronous function expressions to the top level of the program. The transformation
relies on an external function, hoistImports, that simply identifies and collects all of the
import statements from the program body, P. P ′ is the transformed program body with
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the import statements removed. The transformed body is surrounded by an asynchronous
IIFE, which in JavaScript looks like (async () => {...})(), which can accommodate await

expressions in P ′.
The motivating example in Figures 6 and 7 shows code examples of transformation

rules Async-Function, Async-Call, and ForEach-ForOf.

3.3.4 Call Graph Construction

Our technique relies on call graphs to determine functions that transitively invoke meth-
ods containing synchronous calls and that may need to be changed into async functions.
In principle, any call graph construction algorithm can be used for this purpose, allow-
ing for a range of tradeoffs in terms of cost and precision. In practice, the high level of
dynamicity in the JavaScript language makes it extremely challenging to compute call
graphs soundly while at the same time computing results that are sufficiently precise and
scalable to be useful. Very few practical implementations of call graph construction algo-
rithms for JavaScript exist, and we are not aware of any that can easily be applied to the
Node.js applications that we consider.

In this project, we aim to use call graphs in an interactive tool that generates refactor-
ing suggestions that need to be reviewed and confirmed by the programmer. In this set-
ting, some unsoundness can be tolerated, but the analysis must complete in a reasonable
amount of time. We opted to design and implement a simple underapproximate algo-
rithm, which is based on the approximate call graph construction algorithm by Feldthaus
et al. [57]. The algorithm is a constraint-based analysis that simultaneously constructs a
data flow graph and a call graph. The data flow graph shows how functions and classes
flow from their declaration to expressions that may hold a reference to them. The call
graph shows, for each call-expression, what functions may be invoked from that call site.
Similar to Feldthaus et al., only the flow of functions and classes is tracked (i.e., the
flow of primitive values and objects is ignored). However, our algorithm extends the al-
gorithm by Feldthaus et al. in several signficant ways: it accommodates all features in
ECMAScript 2020 [54], such as classes, the ECMAScript Module System (ESM) and many
other features that did not exist in JavaScript at the time of the work by Feldthaus et al.

The algorithm is specified as a set of constraint generation rules and implemented using
GitHub’s CodeQL language [18].

3.4 implementation

The technique described in this section was implemented in a tool named Desynchronizer.
The tool is implemented in JavaScript (running on NodeJS v14.15.4), and uses the Ba-
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bel [20] parser to build the program AST. The static call graph builder is implemented in
version of CodeQL v2.2.4 wherein we modified a library, as by default CodeQL ignores
externally defined functions such as the synchronous APIs targeted by our approach, and
has little support for externs such as Array.map and Array.forEach. We modified CodeQL’s
definitions for external library functions to reflect how they invoke callback functions.
The transformations themselves are carried out by replacing subtrees in the AST and us-
ing Babel to regenerate the code afterwards. Our code and experiments are available as
an artifact 5.

3.5 evaluation

In the previous two sections, we have described the approach behind Desynchronizer, as
well as the implementation of the tool itself. This section reports on an evaluation of
Desynchronizer, in which we aim to answer the following research questions:

• RQ1 (Applicability) How many transformations are proposed by Desynchronizer?

• RQ2 (Soundness) How often can the unsoundness of proposed transformations be
detected by running application test suites?

• RQ3 (Performance) What is the impact of refactoring on the performance of appli-
cations?

• RQ4 (Processing Time) What is the performance of Desynchronizer?

We answer these through a series of experiments conducted on 12 subject applications
from Node Package Manager (NPM).

3.5.1 Subject Applications

Table 1 lists some general information about the projects selected for our evaluation. The
first row of the table reads: the deepforge project has 34,541 lines of code across 314 files,
contains 7,169 functions, and 44 synchronous API calls.

To find these projects, we ran a QL query over some 50k projects that highlighted
projects which had calls to synchronous API functions6 supported by our tool. We de-
signed our query to look for calls to these functions in the main project sources (excluding

5 Link to artifact: https://doi.org/10.5281/zenodo.5502210

6 readFileSync, writeFileSync, readdirSync, accessSync, appendFileSync, chmodSync, fchmodSync,
lchmodSync, chownSync, fchownSync, lchownSync, mkdirSync, mkdtempSync, statSync, lstatSync, fstatSync,
linkSync, symlinkSync, readlinkSync, realpathSync, unlinkSync, rmdirSync, renameSync, openSync,
closeSync, existsSync, copyFileSync, truncateSync, ftruncateSync, utimesSync, futimesSync, fsyncSync,
writeSync, readSync, fdatasyncSync, gzipSync, gunzipSync, brotliCompressSync, brotliDecompressSync,

https://doi.org/10.5281/zenodo.5502210
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Table 1: Subject Applications for evaluation. The first row reads: the first application used in the
evaluation is called deepforge; deepforge contains 34,541 lines of code across 314 files and has
7,169 functions. This project contains 44 synchronous API calls.

Project LOC Files Functions Sync API Calls

deepforge 34,541 314 7,169 44

meteor-desktop 13,017 120 1,172 228

apps 2,349 26 179 46

switchBoard 14,476 268 426 70

flatsheet 28,701 32 3,129 20

bonescript 12,832 56 410 139

FiltersCompiler 3,115 25 174 49

a11y-metrics 1,589 28 56 14

ember-watson 2,445 142 227 97

adapt_authoring 45,354 665 16,573 31

TurboScript 34,264 23 2,307 51

useragent 8,295 12 95 6

test code, examples, config files, etc.). To determine which of these projects to use in our
evaluation, we cloned and built the projects from GitHub and kept those which had tests
that ran and passed (note: very few JavaScript projects have test suites, fewer still have
test suites where all tests pass). Concretely, the QL query identified 14k of the original
50k projects containing > 5 synchronous API calls, of which several hundred built and
had running tests—from these, we selected projects at random.

3.5.2 Experimental Design

We ran the call graph builder on each of the projects, choosing the application tests as
the entry point for our analysis. In a few cases (switchBoard and flatsheet), the test code
invoked the application code dynamically, which prevented the call graph builder from
recognizing application code as being reachable. In these cases, we selected all .js files
as entry points.

We then ran Desynchronizer on each project, applied every transformation that Desyn-
chronizer suggested, and reran the application test suite on the transformed application.
Desynchronizer was configured to log when it abandoned transformations; this, together
with the number of synchronous API calls from Table 1, enables us to answer RQ1. To

deflateSync, inflateSync, deflateRawSync, inflateRawSync, unzipSync, execSync, spawnSync,
execFileSync, pbkdf2Sync, generateKeyPairSync, randomFillSync, scryptSync
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answer RQ2, instances where Desynchronizer introduced failing tests were recorded. We
timed the test execution time pre- and post-transformation to help answer RQ3. Finally,
the entire process was timed, from the beginning of call graph construction to the end of
the transformation, to answer RQ4.

Experiment Infrastructure

All of our experiments were performed on a server running CentOS Linux release 7.8.2003

(Core), with 2x 32-core processors, running at 2.35GHz. The server is equipped with
128GB of RAM. Timing tests were run on a quiet machine, with no other processes run-
ning.

3.5.3 Experimental Results

Table 2 summarizes the experimental results and Table 3 summarizes the coverage metrics
for synchronous APIs.

Table 2: Evaluation Results. The first row reads: For deepforge, it took 222 seconds to build a call-
graph of size 1,020kB, and it took 0.9 seconds to transform the project. The analysis detected 14
synchronous APIs and transformed 13, i.e, 93% of them; these transformations required 5 other
changes. The run time of the test suite was 7.6 seconds before and after applying the transforma-
tions.

Transformation Stats Sync Calls Related Fns Test Run Time

Project Build (s) CG Size (kB) Trans (s) Detected Trans Trans(%) Trans. before after

deepforge 222 1,020 0.9 14 13 93 5 7.6 7.6

meteor-desktop 380 1,400 25.1 22 18 82 38 11.6 11.6

apps 75 52 0.4 13 8 62 13 10.8 10.5

switchBoard 3208 5,400 371.3 65 56 86 28 2.2 2.2

flatsheet 236 257 0.5 16 16 100 8 0.5 0.5

bonescript 83 160 0.3 11 11 100 6 1.3 1.3

FiltersCompiler 114 1,004 15.9 49 22 45 1 19.5 19.4

a11y-metrics 73 99 0.2 5 3 60 2 1.1 1.1

ember-watson 89 397 0.8 96 96 100 52 1.6 1.6

adapt_authoring 1120 1,900 61.4 19 8 42 5 5.8 5.7

TurboScript 141 296 0.1 4 3 75 0 50.6 50.8

useragent 486 551 0.2 2 2 100 0 0.4 0.4

Total/Average 518.9 1044.6 39.7 316 256 81 158 9.4 9.3
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RQ1: How many transformations are proposed by Desynchronizer?

Consider Table 2, particularly the columns under Sync Calls, which represent the total
number of synchronous API calls identified, and the total number that were successfully
transformed by Desynchronizer. In all, Desynchronizer suggested transformations for 256 of
316 synchronous API calls. To make sense of the landscape of abandoned transformations,
we broke down the reasons for abandonment by type. In total, 60 transformations were
abandoned: 4 were due to a constructor definition being in the transformation set, 5 were
due to functions already returning promises, and the remaining 51 were due to calls to
unsupported external functions in the transformation set (calls to readFile, writeFile, http.
server.timeout , Array.reduce and Array.filter, and test related functions such as describe.each

and describe.skip).

Answer to RQ1: Desynchronizer identifies the majority of synchronous API calls (256 of
316) as candidates for refactoring.

Table 3: Coverage Results. The first row reads: The test suite for the deepforge application has 49.53%
statement coverage, 73.41% branch coverage, 24.60% function coverage, and 49.52% line coverage.
The test suite covered all 13 (100%) of the transformed synchronous APIs, and covers all 14
(100%) synchronous APIs detected in deepforge.

Test Coverage Sync Function coverage

Project Statement Branch Function Line Trans covered Trans Total Trans % Total covered Total Total %

deepforge 49.52 73.41 24.60 49.52 13 13 100.0 14 14 100.0

meteor-desktop 58.21 50.56 62.41 58.30 05 08 27.77 6 22 27.27

apps 50.02 42.86 20.83 50.02 06 08 75.00 10 13 76.92

switchBoard 65.15 75.74 52.48 65.15 48 56 85.71 51 65 78.46

flatsheet 00.60 00.40 00.90 00.64 00 16 00.00 00 16 00.00

bonescript 88.85 71.24 66.67 88.85 11 11 100.0 11 11 100.0

FiltersCompiler 90.99 78.44 94.63 90.83 22 22 100.0 47 49 95.91

a11y-metrics 56.06 51.47 28.21 55.90 00 03 00.00 00 05 00.00

ember-watson 93.76 96.08 90.23 93.76 95 96 98.95 95 96 98.95

adapt_authoring 51.82 66.55 55.67 51.82 08 08 100.0 18 19 94.73

TurboScript 49.86 34.93 50.81 50.40 00 03 00.00 01 04 25.00

useragent 92.32 68.87 66.67 92.32 01 02 50.00 01 02 50.00

Total/Average 62.26 59.21 51.17 62.29 209 256 81.64 254 316 80.37
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RQ2: How often can the unsoundness of proposed transformations be detected by running applica-
tion test suites?

Desynchronizer relies on an unsound static call graph analysis, and the refactorings pro-
duced by the tool may not preserve program behavior. To determine how often incorrect
refactoring suggestions are offered to the user, we applied every suggested transforma-
tion to the code, and ran the application’s test suite after transformation to observe if test
failures occurred.

We found that in 12 cases, Desynchronizer suggested transformations that resulted in be-
havioral changes. In 9 of these cases, we determined that the problem could be attributed
directly to unsoundness in the call graph. In 3 cases, the problem related to the test in-
frastructure (in particular, two cases because async/await cannot be used in conjunction
with the done function in the test framework, and one case where a mock function needed
updating). While this is promising, we must emphasize that, in general, running an appli-
cation’s tests may not reveal all such incorrect transformations. To provide a fuller picture,
we have included the coverage of the application test suites in Table 3, which quantify
how much of an application’s code is exercised by the test suite—e.g., 80% statement
coverage means that 80% of an application’s statements are exercised by the tests. On
average, we found 62.26% statement coverage, 59.21% branch coverage, 51.17% function
coverage, and 62.29% line coverage. Further, we found that 254 (80.37%) of the identified
316 synchronous API calls were covered. Overall, we think this is reasonable coverage.

Answer to RQ2: Only 12 out of 256 transformations resulted in behavioral changes de-
tectable by running an application’s tests.

RQ3: What is the impact of refactoring on the performance of applications?

Translation to asynchronous APIs may result in improved application performance by en-
abling the application to take advantage of the underlying operating system to process
multiple I/O requests concurrently. As is suggested in Figure 5, asynchronous APIs out-
perform their synchronous counterparts if many simultaneous requests are processed,
though a slowdown may occur if there is no concurrency. To measure the effect of our
transformation on the performance of applications, we collected the run times of the test
suites before and after transformation. Table 2 summarizes these results in the Test Run
Time columns labeled ‘before’ and ‘after’. In each case, the original and transformed code
had similar execution times. While the code transformations do not improve test suite run
times in a meaningful way, we note that none of these tests exercised the application at
scale by processing many concurrent requests.
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Answer to RQ3: The transformations suggested by Desynchronizer do not negatively im-
pact the run time of an application’s tests.

RQ4: What is the performance of Desynchronizer?

To assess the usability of Desynchronizer, we measured how long it took to run it on the
applications we selected for our evaluation. The results can again be found in Table 2,
under the Transformation Stats columns (see the ‘Build’ and ‘Refactoring’ subcolumns).
The build time includes the time it takes to build the QL database, which is required by
QL to execute its queries.

We see that Desynchronizer generates the call graph in < 2 minutes for over half of the
projects, while in one case the call graph is generated in over 50 minutes. The perfor-
mance varies highly from one application to another, due to the nature of our call graph
building algorithm. adapt_authoring is a reasonably large project with 665 files and over
16,000 functions to be analyzed. switchBoard on the other hand had poor performance due
to the choice of entry point resulting in an exceedingly large number of relevant files.

The time to actually build transformation chains and refactor a project is low on all
projects save for switchBoard. Longer refactoring times correlate with the larger number of
related functions that need to be transformed.

Answer to RQ4: The performance of Desynchronizer is mostly determined by the cost of
call graph construction, which is reasonable in most cases.

3.6 threats to validity

The main threat to validity is the fact that the transformations proposed by our technique
may not preserve behavior. Loss of soundness may occur for various reasons, chiefly
(i) the call graphs that our technique relies on may be unsound, and (ii) replacing syn-
chronous calls with asynchronous calls may enable arbitrary event handlers to be inter-
leaved when the de-synchronized call is awaited. We view such unsoundness as inevitable,
given the highly dynamic nature of JavaScript. We have therefore expressly opted to fo-
cus on the development of a technique that is practical, and our evaluation reports that
refactorings that are not behavior-preserving are detected only in a small fraction of all
cases.

Beyond concerns about soundness, it is possible that the set of subject applications is
not representative of JavaScript projects at large. However, the projects were chosen at
random from a pool of thousands of JavaScript projects that had synchronous API calls.
This pool was pruned to include only projects with a test suite in which every test passed.
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We believe that we have mitigated the risk of bias in our selection process through our
random project selection.

To start call graph generation, we manually determined entry points for each ap-
plication, and in nearly all cases this consisted of the application’s tests. We assume
that the tests are well written and cover the majority of the application functionality.
A sub-optimal test suite could result in the failure of Desynchronizer to identify some
synchronous API or potential semantics changes caused by the refactoring. This has the
potential of negatively impacting our evaluation results, though as seen in Table 2, Desyn-
chronizer transforms the majority of synchronous functions, and in Table 3 we see that
most of our subject applications have good test coverage.

3.7 conclusion

The JavaScript libraries provide synchronous and asynchronous APIs for many commonly
used I/O operations. While the asynchronous mechanisms are preferable because they
enable better responsiveness and performance in applications, programmers often opt for
the synchronous APIs because of their greater ease of use. We have presented a technique
that analyzes an application that uses synchronous APIs and automatically infers how it
can be refactored to use asynchronous APIs instead. The technique relies on a static call
graph analysis that is unsound, so the inferred refactorings are presented as suggestions
that should be reviewed by the programmer.

We implemented the refactoring in a tool called Desynchronizer, which we evaluated
on 12 subject applications containing 316 synchronous API calls. Desynchronizer identified
256 of these as candidates for refactoring. Of these candidates, 244 were transformed
successfully, and only 12 resulted in behavioral changes. Further inspection of these cases
revealed that the majority of these issues can be attributed to unsoundness in the call
graph.

3.8 publication status

This work was published in Proceedings of the ACM on Programming Languages, volume 5,
issue OOPSLA [69]. It was presented at OOPSLA 2021. The artifact for this work was eval-
uated and awarded the “Available”, “Functional”, and “Reusable” badges and is available
at https://doi.org/10.5281/zenodo.5502210.

https://doi.org/10.5281/zenodo.5502210


4
I N T R O D U C I N G L A Z Y L O A D I N G I N J AVA S C R I P T A P P L I C AT I O N S

4.1 introduction

In web application development, one of the key objectives is reducing the time it takes
for an application to load and become responsive [34, 65, 98, 100]. To achieve this, de-
velopers typically strive to minimize the size of their application bundles, using tools
such as bundlers, minifiers, and tree-shakers [49, 132, 196, 201]. Unfortunately, these tools
have limited effectiveness when the application includes functionality that may be needed
later but not at application startup. In such cases, performance can be enhanced by asyn-
chronously loading the relevant code only when it is first required.

In this work, we present a method for automatically refactoring applications to intro-
duce lazy loading. Our approach focuses on a specific scenario in which the functionality
to be lazily loaded is the part of a third-party library imported by the application. Using
static analysis, we first identify packages that are exclusively used within event-handling
code, as these are likely not needed at startup and can be loaded conditionally. For each
identified package, a second static analysis determines the scope of code changes neces-
sary to support asynchronous lazy loading. The final transformation is guided by a set of
declarative rewrite rules that define the required code changes.

We implemented this approach in a tool called Lazifier that targets the JavaScript pro-
gramming language (ECMAScript 2021). Similar to recent other refactoring tools [16, 69,
152], Lazifier employs unsound static analysis, so the proposed code transformations are
presented as suggestions that programmers should review and test carefully before apply-
ing. In an experimental evaluation on 10 open-source client-side JavaScript applications,
the code transformations proposed by Lazifier resulted in an average initial application
size reduction of 36.2%, which caused applications to speed up initial load time by 29.7%
on average. Furthermore, we find that loading the packages that have been removed from
the bundle lazily when required incurs little overhead. Finally, despite the potential for
unsoundness in the static analysis, we found that no unwanted behavioral differences
were caused by the transformations proposed by Lazifier for the 10 subject applications in
out evaluation.

In summary, our work makes the following contributions:

44
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• We present an automated technique for identifying packages that are potential lazy
loading candidates, and a set of rewrite rules specifying the changes required to
load those packages lazily;

• We implemented this approach in a tool called Lazifier, that targets the JavaScript
programming language;

• We present an empirical evaluation where we apply Lazifier on 10 applications. In
these applications, Lazifier reduces the initial application size (36.2%, on average)
and load-time significantly (29.7%, on average) with little overhead associated with
dynamic loading.

A code artifact including Lazifier is available [155].
This chapter is organized as follows. The problem is motivated in Section 4.2, the ap-

proach is described in-depth in Section 4.3 followed by an overview of the implementa-
tion of our tool, Lazifier, in Section 4.4. Section 4.5 presents the evaluation of Lazifier, and
threats to validity are discussed in Section 4.6, before concluding in Section 4.7.

4.2 motivation

To illustrate our approach, consider an open-source JavaScript application that displays
a list of recent movies to users, complete with information about them (Movies-web-
ui [7]). The application lets users filter the list of movies and, optionally, export their
filtered selection along with information about the movies they are interested as a spread-
sheet. The code snippet in Fig 12(a) is taken directly from Movies-web-ui, and shows
the implementation of an “export” button and its functionality. Note that this applica-
tion relies on a few external packages: React, an extremely popular UI framework for
JavaScript, file-saver [184] a package used for saving files, and xlsx [139] a library for
handling spreadsheet-like data. The file exports a function exportCSV that creates a JSX 1

button component (lines 315-319). The "click" event handler associated with this button
(lines 316-317) eventually calls the exportToCSV function (lines 305-313), which leverages the
xlsx package to convert a JSON object containing the user’s selection to a sheet (line 308),
and saves the selection to a file using file-saver (line 312).

Crucially, in this example, the xlsx and file-saver packages are not required if a user
only wishes to browse the list of movies. These packages are only needed to implement
the export functionality. It should also be noted that the references to these packages on
lines 308, 310, and 312 are the only references to these packages in the entire application.

1 JSX is a type provided by React that closely matches HTML, allowing programmers to easily construct HTML-
like objects in their JavaScript code.
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298 import React from ’react’;

299 import * as fileSaver from ’file-saver’;

300 import * as xlsx from ’xlsx’;

301

302 export const exportCSV = ({csvData,

fileName}) => {

303 const fileType = ’...’;

304 const fileExtension = ’.xlsx’;

305 const exportToCSV = (csvData, fileName

) => {

306

307

308 const ws = xlsx.utils.json_to_sheet(

csvData);

309 const wb = {Sheets: {...},

SheetNames: [...]};

310 const buffer = xlsx.write(wb, {...})

;

311 const data = new Blob([buffer], {

type: fileType});

312 fileSaver.saveAs(data, fileName +

fileExtension);

313 }

314 return (

315 <button className="export"

316 onClick={(e) =>

317 exportToCSV(csvData,fileName)}>

318 Export

319 </button>

320 )

321 }

322 import React from ’react’;

323 // this import was removed

324 // this import was removed

325

326 export const exportCSV = ({csvData,

fileName}) => {

327 const fileType = ’...’;

328 const fileExtension = ’.xlsx’;

329 const exportToCSV = async (csvData,

fileName) => {

330 const fileSaver = await

import(’file-saver’);

331 const xlsx = await import(’xlsx’);

332 const ws = xlsx.utils.json_to_sheet(

csvData);

333 const wb = {Sheets: {...},

SheetNames: [...]};

334 const buffer = xlsx.write(wb, {...})

;

335 const data = new Blob([buffer], {

type: fileType});

336 fileSaver.saveAs(data, fileName +

fileExtension);

337 }

338 return (

339 <button className="export"

340 onClick={async (e) =>

341 await exportToCSV(csvData,

fileName)}>

342 Export

343 </button>

344 )

345 }

(a) (b)

Figure 12: Excerpt of a client-side application which uses xlsx: (a) version with static import (b)
version with dynamic import
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In such cases, loading the packages lazily ensures that we do not incur the overhead of
loading unnecessary packages whose functionality will not be used by the users. The code
snippet in Fig 12(b) depicts how this can be achieved, and code changes are highlighted.
First, note the lack of static imports to xlsx and file-saver, and the inclusion of dynamic
imports to the packages instead (lines 330-331).

The call import(’file-saver’) on line 330 creates a promise. This promise gets resolved
with an object representing the file-saver package. Once the package has been loaded,
the await on the same line ensures that this object can be assigned to the local variable
fileSaver. Recall that await expressions are only allowed in the context of async functions,
so the exportToCSV function must gain the async keyword (line 329). This changes the return
type of exportToCSV to Promise⟨JSX⟩, so all call sites to this function should be await-ed to
ensure that application behavior remains unchanged. In particular, an await is added at
the call to exportToCSV on line 341. This new await requires the surrounding function to be
made async as well (line 340), at which point we have reached a context that implicitly
handles asynchrony: callbacks that serve as event handlers are not expected to return
anything, so no further transformations are required once they are made async.

Since xlsx and file-saver are fairly large packages, this simple refactoring results in
the reduction of code that is loaded by 30% (from 1.4mb to 0.96mb), and improves the
initial load time of the application by nearly 50% (from 517ms to 286ms, averaged over 10

runs). If the user chooses to export their selection, these packages need to be loaded on
demand. Packages requested on demand load rather quickly (0.11s), and the total amount
of code loaded by the application is 1.4mb, i.e., the same as the original size.

The above example skips over the details of a few additional complexities associated
with loading packages lazily. For instance, when making a function async, all call sites
to the function must be await-ed no matter where they are, as making a function async

causes it to return a Promise. This can cause a cascade of transformations that may not be
localized to a single file. Further, certain code patterns need to be modified to accommo-
date async functions (e.g., the expression someArray.forEach(f) is blocking if the callback f is
synchronous, but non-blocking if f is async).

In this work, we present a technique to automatically detect third-party dependencies
that are only used in the context of event-handlers, and automatically transform the appli-
cation to load those dependencies lazily. In the next section, we describe this technique in
detail, and describe how the aforementioned complexities are handled by our approach.

4.3 approach

Our approach for automatically refactoring applications to introduce lazy loading consists
of the following three steps:
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1. Determine packages that are only used in the context of event handlers;

2. Confirm which of these can be loaded lazily, and identify the code transformations required;

3. Enact the transformation.

For (1), we propose a fully automated static analysis to detect which packages are only
used in the context of event handling code and that therefore are not initially needed
by the application. For (2), another static analysis determines the transitive dependencies
of the lazy loading candidate, i.e., all of the functions containing references to a given
lazy loading candidate. Since web browsers only support asynchronous loading of code
and assets, each lazy loading candidate will require a dynamic, asynchronous import of
the package. This asynchronous import requires several other code transformations to
support the newly introduced asynchrony. If any of these transformations are not possible,
the lazy loading candidate is discarded. Finally, for (3) we propose a set of declarative
rewrite rules describing the code changes required to refactor the application to lazily
load the package. Each of these phases is described in turn.

Soundness. We assume that the static analyses used in steps 1) and 2) are potentially
unsound. Sound, precise, and scalable static analysis of JavaScript is well beyond the state-
of-the-art due to the dynamism inherent to the language [84, 95, 128]. This means that
the transformations proposed by the approach may not preserve behavior, and should be
carefully reviewed by a programmer, similar to the approach taken by other refactoring
tools for JavaScript [16, 69, 152]. Section 4.5 investigates the presence of any unwanted
behavioral differences caused by this unsoundness.

4.3.1 Identify Candidate Packages for Lazy Loading

We provide a fully-automated analysis to identify packages that should be loaded lazily
and are only used in the context of event-handling code. The analysis identifies functions
that are supplied to event-handling mechanisms (e.g., registered as “on-click” attributes of
HTML elements, or registered as event listeners) based on a call graph for the application
and determines all of the functions that are (transitively) called from those handlers. If all
references to a package are in this list of functions, then it is flagged as being a candidate
for lazy loading. This list of event handlers is as follows:

• functions passed to onClick or other on or click events on JSX and HTML compo-
nents, including functions identified using string representations of their name;

• any code snippets included in an event handler attribute (e.g., code in the onClick

event of an HTML element);
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• functions passed as callback arguments to event handlers (e.g., reader.on(’load’,

callback));

• functions assigned to properties of the window object that represents the DOM.

4.3.2 Validate and Determine Transformations Required

To successfully load a package p lazily, all static imports to p must be removed, and
functions containing references to p must be refactored to load the package dynamically.
This involves removing static import ... from ’p’ statements and inserting dynamic import

(’p’) expressions where appropriate. The expression import(’p’) yields a promise that
eventually resolves with the content of the package ’p’. While that promise is pending,
the current context that depends on the package should not proceed. This is achieved by
await-ing that call, which suspends execution until the promise is resolved. Then, we may
assign the await-ed import to a variable (e.g., let x = await import(’p’)), which results in
the the package itself being stored in x and execution can resume.

Now, await expressions are only allowed inside of functions marked as async, but making
a function async changes its return type to Promise⟨T⟩, where T is the function’s original
return type. To preserve existing application behavior, all call sites to this function will
need to be await-ed, which itself requires more functions to be made async and more call
sites to be await-ed, and so on. It is imperative that all call sites to newly async functions
be await-ed. Failing to do so will result in unexpected program behavior. As a result, the
transformations proposed are an all or nothing proposition, and if any call sites cannot be
await-ed, the entire transformation needs to be abandoned, and p must be discarded from
the set of lazy loading candidates.

Algorithm 3 describes the process of creating the set Sasync of functions needing to be
made async while validating the transformation. As inputs to the algorithm, the package
p is supplied along with the call graph CG of the program. First, Sasync is initialized as
the empty set (line 1), and the list F of functions yet to be processed is initialized with
all functions containing references to the package p (line 2). The main loop (lines 3-15)
iterates through functions f ∈ F that have not yet been visited. First, lines 6-8 describes a
special case where a function to be made asynchronous is already in a context that handles
asynchrony, in which case no further transformations are required. Then, all callers of the
function f are obtained from the call graph (line 9). Lines 10-12 validates the transformation
by identifying situations that cannot support asynchrony. First, constructors cannot be
async. Second, if f is called at the top level of the application, there is no sense in lazily
loading p as the dynamic import would be executed on application startup anyway. (Also,
top-level await expressions are only supported as of ECMAScript 2022, which may not be
supported by older browsers.) Third, if f already returns a promise, the programmer is
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Algorithm 3 : Validating p and building Sasync

Data : p: a package being imported dynamically
Data : CG: the call graph of the program

1 let Sasync := {};
2 let F := [functions referencing p];
3 while F not empty do
4 let f := select and remove a function from F;
5 if f not visited then
6 if f is a reaction or f is argument to promise constructor or f registered as event

handler then
7 Sasync := Sasync ∪ {f};
8 continue;

9 let Cf := callers of f in CG;
10 if f is constructor or c ∈ Cf is top level or f returns promise then
11 Sasync := {};
12 break;

13 Sasync := Sasync ∪ {f};
14 F := F ∪ Cf;
15 mark f as visited;

16 return Sasync;
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likely using it accordingly and may not want calls to it to be await-ed, and so it should not
be transformed. In such cases, the transformation is rejected and p is not loaded lazily.
If f passes this check, then f is added to Sasync, all of f’s callers are added to the list
F of functions left to process, and f is marked as visited; analysis continues until F is
exhausted.

4.3.3 Code Transformations

The application can be refactored to lazily load package p once the set Sasync of functions
that need to be made async is known. Several transformations are required to handle the
transition to asynchronous imports, specified as declarative rewrite rules in Figure 13.
The figure depicts simplified, idealized JavaScript to illustrate the salient details of the
transformation. We will describe them one by one next.

Async-Function: This transformation is simple: if a function f is in the set Sasync of
functions that need to be made async, the function definition gains the async keyword.

Async-Call: All potential calls to a function f ∈ Sasync need to have await expressions
inserted before the call.

ForEach-ForOf: The expression arr.forEach(f) calls the callback f on each element
of arr, and importantly returns nothing, i.e., forEach is type void. If f were made asyn-
chronous, the call to forEach would not wait for all of the asynchronous calls to resolve,
and execution would simply continue past the call. In the event that f contains no return

statements, the body B of f is made into the body of a for ... of loop that iterates over the
elements of the array (the loop iterator a is chosen to match the argument name of f).

ForEach-Map: In the event that f does contain a return statement, conversion to a for

... of loop is not possible. Instead, the forEach is transformed into a map, and the call
to map is surrounded in an await-ed Promise.all to ensure that all of the asynchronous
callbacks fully execute before continuing.

Await-Map: Similar to the previous rule, if a callback passed to map is to be made
asynchronous, the map is surrounded in an await-ed Promise.all.

Insert-Dynamic-Import: If a function f contains references (v0, ..., vn) to a package
p that is to be made dynamic (p ∈ PD), a dynamic import to the package p is created
(const pname = await import(p)), where pname will serve as a reference to the pack-
age in this scope. Then, declarations are created for each vk ∈ v0, ..., vn extracting the
relevant component vname

k from the import pname. The dynamic import and associated
declarations are then inserted at the beginning of the function body.
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f ∈ Sasync where f is not async

fun f(A) {B} −→ async fun f(A) {B}
(Async-Function)

f ∈ Sasync g can resolve to f

where g is not awaited

g(args) −→ await g(args)
(Async-Call)

f ∈ Sasync B body of f

no returns in B a = the single argument of f

arr.forEach(f) −→ for([i,a] of arr.entries()) {B}
(ForEach-ForOf)

f ∈ Sasync B body of f

returns in B

arr.forEach(f) −→ await Promise.all(arr.map(f))
(ForEach-Map)

f ∈ Sasync

where map is not in Promise.all

arr.map(f) −→ await Promise.all(arr.map(f))
(Await-Map)

p ∈ PD v0, ..., vn ref p ∈ B

dynImp := const pname = await import(p)

declk := const vk = p.vname
k ∀k ∈ 0, ...,n

fun f(A) {B} −→ fun f(A) {dynImp; decl0; ... decln; B}
(Insert-Dynamic-Import)

x ∈ Sasync fB := async () ⇒ {B}

where x does not return async iife

get x() {B} −→ get x() {return fB();}
(Getter)

Figure 13: Transformation rules for introducing lazy loading and necessary code changes to sup-
port newly introduced asynchrony.
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Getter: Getters present a special case as they cannot be made asynchronous. A new
asynchronous function fB is created with the body B of the getter x. The body of x is
then replaced with a return to the call to fB—callers of x will await calls to it, and so the
promise returned by fB can be await-ed then.

The code transformation in the motivating example was determined automatically us-
ing this approach, and involved applications of rules Async-Function, Async-Call, and
Insert-Dynamic-Import. Fig. 14 shows small code examples depicting the transforma-
tions associated with the other rules: Fig. 14(a) and (b) shows rule ForEach-ForOf,
Fig. 14(c) and (d) shows rule ForEach-Map, Fig. 14(e) and (f) shows rule Await-Map,
and finally Fig. 14(g) and (h) shows rule Getter.

4.4 implementation

This approach is realized in a tool named Lazifier. All static analyses, including the data
flow analyses used to detect imported package usage and construct call graphs, are im-
plemented using CodeQL [111]. The call graphs are generated with CodeQL’s built-in
static call graph construction algorithm for JavaScript [110], though it is known to be
unsound. Code transformations are implemented in JavaScript, utilizing Babel [19] for
parsing source code, manipulating ASTs, and generating the transformed output. Our
code and experiments are available as an artifact 2.

4.5 evaluation

We pose the following research questions in order to evaluate the approach proposed in
this chapter:

RQ1. How does lazy loading affect the size and initial load time of applications?

RQ2. How often does the transformation introduce unwanted behavioral changes?

RQ3. How much code is loaded lazily, and how quickly is it loaded?

RQ4. How many code changes are required to support lazy loading?

RQ5. What is the running time of Lazifier?

2 Link to artifact: https://doi.org/10.5281/zenodo.8264271

https://doi.org/10.5281/zenodo.8264271
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346 arr.forEach((e) => {

347 if (e)

348 foo();

349 else

350 bar();

351 });

352 for([i, e] of arr.entries()) {

353 if (e)

354 await foo();

355 else

356 await bar();

357 }

(a) (b)

358 arr.forEach((e) => {

359 if (e)

360 return foo();

361 else

362 return bar();

363 });

364 await Promise.all(arr.map(async (e) => {

365 if (e)

366 return await foo();

367 else

368 return await bar();

369 }));

(c) (d)

370 arr.map((e) => {

371 if (e)

372 foo();

373 else

374 bar();

375 });

376 await Promise.all(arr.map(async (e) => {

377 if (e)

378 await foo();

379 else

380 await bar();

381 }));

(e) (f)

382 const o = {

383 x : 1,

384 get y() {

385 return foo(x);

386 }

387 }

388

389 o.y;

390 const o = {

391 x : 1,

392 get y() {

393 return (async () => {

394 return await foo(x);

395 })();

396 }

397 }

398

399 await o.y;

(g) (h)

Figure 14: Code showing the before and after of applying select rewrite rules: (a)-(b) shows
ForEach-ForOf, (c)-(d) shows ForEach-Map, (e)-(f) shows Await-Map, and (g)-(h)
shows Getter.
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Table 4: Information about subject applications. The first row reads: the first application is called
upoint-query-builder from Harinathlee, and commit hash f9aa0f1 was used for the evaluation;
upoint-query-builder has 10,341 lines of code. The initial size of the application is 0.84mb, re-
duced to 0.61mb after loading modules lazily, corresponding to a 27.4% size reduction. The size
of the application once modules are loaded dynamically is 0.84mb. It took 201s to run Lazifier on
this project, which required an additional 28s to build the CodeQL database.

Commit Initial Size (mb) Size Expanded Tool Run QLDB

Project Name Hash LOC Before After Reduction Size (mb) Time (s) Time (s)

Harinathlee/upoint-query-builder [74] f9aa0f1 10,341 0.84 0.61 27.4% 0.84 201 28

sadupawan1990/excelreader [197] 4a5f9cb 9,733 4.8 3.4 29.2% 4.8 187 44

fahimahammed/task [186] b641bc0 9,747 0.94 0.48 48.9% 0.94 180 36

hongtaodai/react-excel [192] 2d59e85 9,685 1.9 1.5 21.1% 1.9 178 33

Abhishek312s/Movies-web-ui [7] 58904a3 9,789 1.4 0.96 31.4% 1.4 180 35

vishumane/ExcelSheet_Validation_Reactjs [200] f38cb9e 9,942 0.90 0.40 55.6% 0.90 181 35

thewca/scrambles-matcher [198] 1de93f7 11,304 1.1 0.83 24.5% 1.1 188 37

hoverGecko/timetable [194] 0fa8527 9,932 0.60 0.38 36.7% 0.60 314 80

Akalay27/workday-schedule-exporter [10] 97ca596 9,718 0.90 0.44 51.1% 0.90 186 35

ultimateakash/react-excel-csv [199] 18c6d97 9,779 0.85 0.62 27.1% 0.85 206 34

Average Size Reduction: 36.2% Average Run Time: 240

Experimental Methodology

To address these research questions, we began by compiling a list of 10,000 open-source
client-side JavaScript applications. This was done by scraping GitHub for repositories that
listed JavaScript UI frameworks as dependencies. We then used the
npm-filter [17] tool to identify projects where Lazifier flagged at least one package as
a candidate for lazy loading, resulting in a subset of 998 projects. From this list, we
manually examined projects until we identified 10 that could be successfully installed,
launched, and interacted with. Most JavaScript projects on GitHub suffer from issues
such as installation failures (e.g., outdated or broken dependencies), build errors (e.g.,
platform-specific build configurations), or runtime environment problems (e.g., reliance
on unavailable external services). To ensure a thorough understanding of our subject
applications, we invested significant effort in selecting projects free from these issues.

To answer RQ1, we begin by measuring the original application’s initial size using the
“bytes transferred” metric from the “Network” tab in Chrome DevTools’ [70], recorded
during a hard refresh of the application page. We then apply our transformation and
measure the initial size of the modified application using the same method. To evaluate
load time, we again use Chrome DevTools’ “Network” tab, recording the “Load” time
after performing a hard refresh. This measurement is taken both before and after the
transformation, with 10 load times collected and averaged for each version.
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To answer RQ2, we manually interacted with each application to trigger the execu-
tion of the code targeted for transformation, capturing screenshots after performing the
relevant interactions. We then applied the transformations and repeated the same inter-
actions, visually comparing the application’s appearance and behavior before and after
the changes. The application’s behavior prior to transformation served as the baseline for
comparison.

To answer RQ3, we first determine how to trigger each of the dynamic imports using
the same interaction method as in RQ2. We then use Chrome DevTools’ “Network” tab to
record the size of the code chunk transferred, referencing the “bytes transferred” metric.
Additionally, we note the time taken to load each chunk by consulting the “Load” time
field.

To answer RQ4, we configured Lazifier to display the packages identified for lazy load-
ing, show the dynamic import statements it inserted into the code, and log the code
transformations it performed.

Finally, to answer RQ5, we used the Unix time utility to measure how long Lazifier
took to run on each application. Since Lazifier ’s analyses require a CodeQL database for
each project, we also used the time utility to record the time needed to build the CodeQL
database for each application.

All measurements were taken on a 2016 MacBook Pro running Catalina 10.15.7, with
a 2.6GHz Quad-Code Intel Code i7 processor and 16GB RAM. We used Google Chrome
version 112.0.5615.137 (Official Build) (x86_64) in incognito mode. Next, we respond to
each of the RQs in turn.

RQ1: How does lazy loading affect the size and initial load time of applications?

Lazifier’s transformation takes advantage of ECMAScript 2020’s support for on-demand
package loading. By replacing all static imports of a package with dynamic imports, the
JavaScript runtime defers fetching the package until the dynamic import is executed,
meaning that the package is excluded from the initial application bundle. The initial sizes
of the applications before and after refactoring are shown in the Initial Size (mb) Before
and After columns in Table 4. Across all applications, we observed a significant reduction
in size (an average of 36.2%), with reductions reaching up to 51.6%.

While reducing application size is beneficial on its own, we also examine how this
reduction impacts the initial load time of the refactored applications. Fig. 15 presents
the average load times (based on 10 trials) for each application, with three columns per
subject. The first two columns are relevant here: the first shows the load time before
refactoring, and the second shows the load time after refactoring. In all cases, we observe
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Figure 15: Load times for each subject application are depicted in this plot, with a set of three
columns for each application. In each set, three times are presented: first, the time
taken pre-refactoring (before), then after refactoring (after), and finally the time taken
to dynamically load all packages (dynamic). These are averages over 10 runs, and error
bars indicate +/- one standard deviation.
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statistically significant reductions in initial load time (T-test, two-tailed, 95% confidence),
with an average improvement of 29.7% and a maximum speedup of 47.5%.

Answer to RQ1: The size of refactored applications is smaller in all cases, which translates
to a statistically significant reduction in application start times.

RQ2: How often does the transformation introduce unwanted behavioral changes?

Since the approach described in this chapter is based on unsound static analysis, Lazifier’s
suggested transformations do not come with guarantees that application behavior will be
preserved. In our evaluated applications, Lazifier refactored 15 packages for lazy loading,
resulting in 21 dynamic import statements and 47 additional code transformations (i.e.,
applications of rewrite rules). We manually interacted with each application to ensure
that all transformed code paths were executed and observed no differences in behavior
after the transformations were applied.

Answer to RQ2: For the 10 subject applications under consideration in this evaluation,
there was no evidence of behavioral differences due to unsoundness in the static analysis.

RQ3: How much code is loaded lazily, and how quickly is it loaded?

When a package is loaded dynamically, the application fetches and executes the package
code asynchronously, making it available at runtime. This dynamic loading can lead to a
larger overall application size because dynamic imports load the entire package, prevent-
ing tree-shaking optimizations that are possible with static imports. The total expanded
size of each application after dynamic loading is shown in the Expanded Size (mb) col-
umn in Table 4. Interestingly, the total size after dynamic loading consistently matches
the initial size before refactoring, indicating that tree-shaking has limited effectiveness in
reducing the size of imported packages.

We also recorded the time required to complete this transfer, shown in the third column
(“dynamic”) of each set in Fig. 15. In all cases, the transfer size was small compared to
the initial load times, averaging 85.8 milliseconds. However, it is important to note that
this test did not simulate network latency, which would inevitably add overhead when
transferring data over an actual network.
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Answer to RQ3: The total size of the code loaded by the refactored applications (including
lazily loaded packages) is comparable to the total size of the original applications, and
dynamically loading packages is generally not noticeable.

RQ4: How many code changes are required to support lazy loading?

Since Lazifier proposes code changes that developers need to carefully review, it is im-
portant that the scope of these transformations remains small and manageable. Table 5

summarizes the code modifications suggested by Lazifier for each application, includ-
ing the number of packages eligible for lazy loading (column # Imps. Removed), the
number of dynamic import statements added (column # Dyn. Imps.), and the number
of additional rewrite rule applications needed to support lazy loading (column # Trans.
Changes). In all cases, the required code changes were limited, up to 15 in the largest
case upoint-query-builder, with a median of just 6 changes per application, making the
review process feasible for developers. Despite these relatively small modifications, sub-
stantial reductions in initial application size were achieved, which is promising since
modest changes yielded significant improvements in load time.

Answer to RQ4: The number of code changes suggested by Lazifier is small, so the effort
needed by programmers to review these changes is manageable.

RQ5: What is the running time of Lazifier?

The time required to run Lazifier is shown in the Tool Run Time (s) column of Table 4. This
duration includes both the static analyses and the application transformation, although
the transformation step itself is very fast. The time needed to build the CodeQL database
is listed in the QLDB Time (s) column of Table 4 and represents a one-time, fixed cost
per project that can be reused for other CodeQL queries.

Answer to RQ5: The run time of Lazifier is 240s on average, demonstrating its suitability
for practical use.

4.6 threats to validity

The technique presented in this chapter draws inspiration from the work presented in
Chapter 3 and shares similar threats to validity. Specifically, the code transformations
suggested by our approach are unsound and do not guarantee preservation of program
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Table 5: Information about code transformations. The first row reads: in upoint-query-builder, 2
packages were loaded dynamically instead of statically; 3 dynamic import statements were added,
and 12 applications of other rewrite rules were required to support the transition.

# Imps. # Dyn. # Trans.

Project Name Removed Imps. Changes

upoint-query-builder 2 3 12

excelreader 1 1 2

task 1 1 2

react-excel 1 1 2

Movies-web-ui 2 2 5

ExcelSheet_Validation_Reactjs 2 3 7

scrambles-matcher 1 2 4

timetable 1 2 4

workday-schedule-exporter 3 4 6

react-excel-csv 1 2 3

In total: 15 21 47

behavior. This loss of soundness can stem from various factors, such as the unsound static
analyses used to construct call graphs and the introduction of asynchrony, which may lead
to data races. Given JavaScript’s highly dynamic nature, achieving sound static analysis
is inherently challenging. However, despite these limitations, our evaluation found that
Lazifier did not introduce any behavior-altering transformations.

Additionally, our selection of subject applications may not be fully representative. To
address this, we chose our applications from a nearly random sample of client-side
JavaScript projects on GitHub. While we did filter this list to include only those appli-
cations that could be successfully built and run for evaluation purposes, we believe that
starting with a random sample helps reduce the risk of bias.

4.7 conclusion

Client-side developers aim to minimize the time users wait for a web application to load
and become responsive. While existing tools like bundlers, minifiers, and tree-shakers
help reduce code size by removing unused functionality, they do not address cases where
certain features are potentially needed but not immediately at startup. In these situations,
responsiveness can be improved by loading such functionality lazily. We have presented
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an approach to identify when an entire library can be loaded on demand. This method
uses static analysis to detect packages used exclusively within event-handling code and
determines the necessary code changes to support lazy loading. The required transforma-
tions are specified through a set of declarative rewrite rules that guide the application’s
refactoring.

This approach was implemented in a tool named Lazifier and tested on 10 open-source
client-side JavaScript applications. In every case, Lazifier successfully refactored the ap-
plications, achieving an average reduction of 36.2% in the initial application size and
improving the start-up speed by an average of 29.7%.

4.8 publication status

This work was published in Proceedings of the 38th IEEE/ACM International Conference on
Automated Software Engineering (ASE 2023) [154]. It was presented at ASE 2023. The artifact
for this work is available at https://doi.org/10.5281/zenodo.8264271.

https://doi.org/10.5281/zenodo.8264271


5
P R E V E N T I N G S U P E R F L U O U S R E - R E N D E R I N G I N R E A C T
A P P L I C AT I O N S

5.1 introduction

Modern-day web applications are complex pieces of software that aim to provide a rich
user experience. One of the most common forms of web applications is a Single Page
Application (SPA), where the content of the current page is updated dynamically instead
of navigating to a new page. This approach enhances efficiency by eliminating the need
to reload the foundational assets of the application—such as HTML, CSS, and JavaScript
files—during navigation, thereby streamlining user interactions. This helps applications
be responsive, one of the most desirable properties for user experience.

Building dynamic SPAs is nontrivial, and many UI libraries exist to help users develop
them [1, 55, 71, 108, 131]. Typically, these libraries drastically change how developers
use the language, e.g., through intricate APIs and syntactic extensions of the language.
In this chapter, we focus on React [108], which is the most widely used framework for
creating SPAs in JavaScript. React is currently the most popular front-end UI framework for
JavaScript applications and is used by popular websites such as Instagram, Netflix, and
GitHub, among others. w3techs.com reports that, as of January 2025, 4.7% of all websites
use React [162], including 22 million GitHub repositories [66]. It has also garnered the
attention of the research community [14, 45, 58, 103, 141, 144]; e.g., Madsen et al. specified
the formal semantics of React [103], and Anastasia and Stamatia study how vulnerabilities
in third-party dependencies affect clients of applications [14].

In React applications, developers define their UI in a declarative style. This enables the
React engine to compute how much of the UI needs to be updated, or re-rendered, in
response to user interaction. Unfortunately, the React engine is limited in its ability to
detect situations where re-rendering can be avoided, and, if developers are not careful,
their application may suffer from superfluous re-rendering, which may reduce respon-
siveness [141].

Our research aims to reduce the problem of unnecessary re-rendering in React appli-
cations. To this end, we carefully studied rendering behavior in a corpus of React appli-
cations and identified 5 anti-patterns that often give rise to needless re-rendering. We
designed code transformations for each anti-pattern to reduce the number of rendering
operations. We then developed a static analysis to detect instances of these anti-patterns
and rewriting rules to automate code transformations necessary to eliminate them. Given

62
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the extreme dynamism of JavaScript, the static analysis is unsound and may potentially
suggest transformations that change program behavior. Therefore, similar to recent work
on refactoring for JavaScript [69, 152, 154], the code transformations should be viewed as
suggestions that should be reviewed by a developer. The technique was implemented in
a tool named Reactor that we plan to make available as open-source software in the near
future.

An empirical evaluation of Reactor on 23 subject React applications revealed that the
refactorings proposed by Reactor reduced the total number of rendering operations by
33.3% on average and we did not observe any behavioral differences in all but one trans-
formed application. This reduction in renders results in 20.54% less time spent rendering
on average, and an additional set of experiments on three applications with a scalable
number of components shows appreciable improvements in application responsiveness
as the number of components increases. The refactorings also only contribute to a mod-
est increase in code complexity. In another experiment, the anti-pattern detection queries
were run on a corpus of 7,760 React repositories. This experiment identified instances
of the anti-patterns in 92.1% repositories, providing evidence that these anti-patterns are
prevalent beyond the subject applications studied in the empirical evaluation.

In summary, the contributions of this work are:

1. The identification of a set of anti-patterns that often give rise to unnecessary re-
rendering in React applications,

2. A static analysis for detecting anti-pattern instances and rewriting rules describing
remedial code transformations,

3. An implementation of the static analysis and rewriting rules in an automated tool
called Reactor, which we plan to release as open-source software, and

4. An empirical evaluation of Reactor on 23 subject applications, demonstrating that it
reduces the total number of rendering operations in most cases.

This chapter is organized as follows. Section 5.2 presents a motivating example that
exhibits superfluous re-rendering and its remediation. Section 5.3 describes the identified
anti-patterns. Section 5.4 describes our static analysis and code transformation techniques
and Section 5.5 overviews the implementation of our tool, Reactor. Section 5.6 presents
our evaluation. We discuss potential limitations in Section 5.7 before concluding with a
summary of our findings in Section 5.9.
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(a) Before transformation (b) After transformation

Figure 16: Re-render comparison before vs. after memoization when the “2” button is clicked with
“2*” previously inputted, red indicating components that were re-rendered.

5.2 motivating example

To identify situations where excessive re-rendering occurs in React applications, we de-
veloped a profiling tool that highlights re-rendered components by drawing a red box
around them. If a component is re-rendered after a user interaction but its visual appear-
ance remains unchanged, it may have been re-rendered unnecessarily. Through manual
inspection of a number of such situations, we identified several anti-patterns in React code
that are likely to give rise to needless re-rendering, which we will present in Section 5.3.

Figure 16(a) shows a screenshot of Calculadora [42], a basic open-source calculator built
using React in which needless re-rendering occurs. We developed a profiling tool that
highlights re-rendered components by drawing a red box around them. The screenshot
shows the UI while running it with our re-rendering profiler after the user has entered a
formula 2*2. In Figure 16(a), each button is surrounded by a red box, indicating it was re-
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400 import { useState } from ’react’;

401 // ...

402 function App() {

403 const [input, setInput] = useState(’’)

;

404 const addInput = val => {

405 setInput(input + val);

406 };

407 // ...

408 return (

409 // ...

410 <Screen input={input}/>

411 <div className=’row’>

412 <Button handleClick={addInput}>1</

Button>

413 // ...

414 );

415 }

416 function Button(props) {

417 // ...

418 }

419

420 import { useState, useCallback } from ’

react’;

421 // ...

422 function App() {

423 const [input, setInput] = useState(’’)

;

424 const addInput = useCallback((val) =>

{

425 setInput((currentInput) =>

currentInput + val);

426 }, []);

427 // ...

428 return (

429 // ...

430 <Screen input={input}/>

431 <div className=’row’>

432 <Button handleClick={addInput}>1</

Button>

433 // ...

434 );

435 }

436 const Button = React.memo(function

Button(props) {

437 // ...

438 }

439

(a) Non-memoized (b) Memoized
Figure 17: Example: unnecessary re-rendering in Calculadora.

rendered. Intuitively, one would expect only the display to be re-rendered when a button
is pressed and the buttons’ UI could remain unchanged.

To understand why the buttons re-render, we review the relevant code in Figure 17(a).
Each button is represented by a Button component, and the calculator’s display is modeled
by a Screen component, all of which are children of a top-level App component. App main-
tains an input state, representing Screen’s content, also used for performing calculations.
On lines 424-426, a function addInput is declared that concatenates a value to the input.
This function is passed as the handleClick prop to each Button instance. Hence, clicking a
button will invoke addInput, causing App’s state-setter setInput to be invoked. As discussed
in Chapter 2, Section 2.3 any update to the App component’s state triggers re-rendering of
all its child components.

Inspecting the code reveals that Button does not have mutable state of its own and that
the same function, addInput, is always passed as a property. In such cases, React’s memo-



5.3 anti-patterns 66

ization mechanism can be employed to prevent unnecessary re-rendering. This requires
the two transformations shown in Figure 17(b):

• The Button component is memoized using React.memo (line 436). This instructs React
not to re-render it when its parent App does, provided that the same props are passed.

• The addInput function passed as a prop from App to Button is memoized using useCallback

(line 424). Without memoization, App recreates the addInput function on each re-
render, thereby creating a new reference for the same function. Wrapping the func-
tion in useCallback and passing in an empty dependency list circumvents this, thus
avoiding unnecessary re-renders.

We tested the optimized code and confirmed that extra re-renders were eliminated while
preserving application behavior, evidenced by the absence of red borders around buttons
in Figure 16(b). Eliminating these re-renders results in 31.3% less time spent on average
rendering the application when a button is pressed.

5.3 anti-patterns

The example laid out in the last section is an example of a broader anti-pattern that leads
to re-rendering, and this section describes our methodology for identifying other such
common anti-patterns that give rise to needless rerendering in React applications.

5.3.1 Anti-pattern detection Methodology

To identify anti-patterns, we randomly sampled 10,000 GitHub repositories that listed
React as a dependency. We attempted to build the CodeQL [111] databases for these
repositories, which succeeded for 7,760 repositories. Repositories for which we could not
build a CodeQL database were excluded from further analysis, as a database is required
to run our analysis queries. We wrote a static analysis using CodeQL to identify React
components where at least one child component did not depend on all of its parent’s
state, representing likely scenarios with needless re-rendering. We ran this static analysis
on the 7,760 repositories which identified 2,047 repositories for further analysis.

To construct a set of repositories for manual investigation, we iteratively sampled from
the 2,047 candidates and applied a series of filtering criteria. A repository was retained
only if it (i) was still available on GitHub, (ii) could be built and installed locally, (iii)
could be executed and interacted with, (iv) exhibited visual indications of unnecessary
re-rendering (as indicated by the profiler tool) despite no visible change in its appearance,
and (v) did not require significant structural changes due to excessive code complexity
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or deep reliance on external libraries. This process continued until we observed the same
anti-patterns emerging repeatedly, at which point we considered the search saturated.

We sampled repositories uniformly at random from this corpus of 2,047 and discarded
a repository if it was deleted from GitHub or if we could not install it, execute it, or
interact with it. For each sampled repository, we used profiler tools to look for visual
indications of needless re-rendering. We skipped repositories that showed no visual signs
of needless re-rendering or had code complexity or reliance on external libraries making
it impossible to eliminate re-rendering without significant structural changes. In cases
where remediating re-rendering did not require such significant changes, we studied and
attempted to remediate the observed re-rendering manually. We stopped investigating
when the same anti-patterns began repeating themselves. This filtering process yielded
40 repositories suitable for detailed analysis, of which we found and fixed unnecessary
re-rendering issues in 14.

To summarize, we began with a corpus of 10,000 GitHub repositories, out of which
7,760 repositories had CodeQL databases available. This set of repositories was further
filtered down to 2,047 repositories that contained likely re-rendering scenarios. Finally,
40 repositories from this subset were randomly sampled and manually investigated, 14

of which contained re-rendering issues that could be fixed. This process resulted in the
identification of 5 commonly observed anti-patterns that recurred across multiple appli-
cations. Our study of these projects, combined with our aforementioned prior knowledge
and experience with React, informed the definition of anti-patterns in the subsections
below.

5.3.2 Anti-Pattern 1: Controlled Component

Figure 3(a) shows an example of a controlled component, where a React component
Counter declares a state variable name and an associated setter setName on line 143. In the
JSX template literal returned by this component, name is referenced on line 153 and setName

is invoked through handleNameChange referenced on line 154. React components whose state
manages form data are referred to as controlled components [109]. In the example given
here, the controlled data appears in input element, but controlled data may also appear in
other types of form elements such as select and textarea.

A disadvantage of this approach is that each update to the input element will cause the
component to re-render because one of its state-setters is called. Concretely, in Figure 3(a),
each keystroke triggers a re-render, which is unnecessary.

To avoid unnecessary re-rendering in this type of scenario, one can rewrite the applica-
tion so that the DOM handles the form data. This approach, commonly referred to as an
uncontrolled component, is illustrated in Figure 3(b), and involves using React’s useRef hook
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to create a reference object with a “.current” property, allowing values to persist across re-
renders without triggering new re-renders when modified. Now, changing the controlled
component of Figure 3(a) into an uncontrolled component of Figure 3(b) involves the
following changes: (i) importing the useRef hook, (ii) creating a reference nameRef for the
input element (line 171), (iii) extending the form with a reference ref attribute bound to
the reference nameRef (line 181), and (iv) getting/setting the value of the input element by
accessing it via the reference object (line 185).

As discussed in Chapter 2 Section 2.3, when using a reference variable, the compo-
nent will not re-render on every update to input and will only be re-rendered when the
CounterButton is clicked.

5.3.3 Anti-Pattern 2: State Variables not Affecting the UI

440 import { useState, useEffect } from "

react"

441 const CompFuncCicloVida = () => {

442 const [miVariable, setMiVariable] =

useState<boolean|undefined>();

443 // ...

444 const updateVar = () => {

445 setMiVariable((val) => {

446 if (typeof val === "undefined")

447 return true

448 return !val

449 })}

450 return (

451 <div>

452 <button

453 onClick={updateVar}>

454 Actualiza

455 </button>

456 </div>

457 )

458 }

459

460 import {useState, useEffect, useRef}

from "react"

461 const CompFuncCicloVida = () => {

462 const miVariableRef =

useRef<boolean|undefined>();

463 // ...

464 const updateVar = () => {

465 miVariableRef.current =

466 typeof miVariableRef.current ===

"undefined"? true:

!miVariableRef.current

467 }

468 return (

469 <div>

470 <button

471 onClick={updateVar}>

472 Actualiza

473 </button>

474 </div>

475 )

476 }

477
(a) (b)

Figure 18: pattern State Variables not Affecting the UI example: (a) Uses state. (b) Uses reference.

Sometimes, developers use state variables for internal logic rather than updates to the
UI, which may cause components to re-render unnecessarily. Figure 18(a) shows a com-
ponent CompFuncCicloVida, taken from one of the 14 repositories under study (16-feb-react-
grupo-1). Here, the miVariable state variable does not impact the UI. However, since it is
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updated by a state-setter in the updateVar function (line 445), which is bound to the but-
ton’s onClick handler (line 453), the CompFuncCicloVida component is re-rendered after each
button click.

In such cases, the problem can be remediated by using React’s useRef hook to introduce
a reference object so that changes to the variable’s value no longer cause re-rendering. Fig-
ure 18(b) shows how the code of Figure 18(a) can be transformed to prevent the unneces-
sary re-rendering by: (i) importing the useRef hook (line 460), (ii) replacing the declaration
of the target state variable with a reference object (line 462), and (iii) replacing any access
to (or modification of) that state variable with access to (or modification of) the “.current”
property of the reference variable (lines 465, 466, 466).

5.3.4 Anti-Pattern 3: Propless Child Component

478 const Header = () => {

479 return (

480 // ...

481 <h1>My Context App</h1>

482 );

483 });

484 //...

485 export const App = () => {

486 // ...

487 return (

488 // ...

489 <Header />

490 )

491 }

492

493 const Header = React.memo(() => {

494 return (

495 // ...

496 <h1>My Context App</h1>

497 );

498 });

499 //...

500 export const App = () => {

501 // ...

502 return (

503 // ...

504 <Header />

505 )

506 }

507

(a) (b)

Figure 19: pattern Propless Child Component example: (a) Non-memoized. (b) Memoized.

As outlined in Section 2.3, re-rendering a React component causes all its descendent
components to re-render to guarantee UI consistency. In cases where components do not
receive props, they inherently exhibit no change in their rendered output upon parent
component re-rendering. Memoizing a prop-less component means that the shallow com-
parison of props trivially succeeds (given that there are none), enabling React to bypass
the re-rendering process. Figure 19 shows an example of a prop-less component.
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5.3.5 Anti-Pattern 4: Child Component with Object or Array Element Prop

508 function Square({handleClick, value}) {

509 // ...

510 }

511 function App() {

512 const [squares, setSquares] =

513 useState(Array(9).fill(null));

514 // ...

515 return (

516 // ...

517 <Square

518 value={squares[0]}

519 handleClick={() => handleClick(0)}

520 />

521 // ...

522 );

523 }

524

525 const Square=React.memo(({handleClick,

value})=>{

526 // ...

527 }

528 function App() {

529 const [squares, setSquares] =

530 useState(Array(9).fill(null));

531 // ...

532 return (

533 // ...

534 <Square

535 value={squares[0]}

536 handleClick={() => handleClick(

0)}

537 />

538 // ...

539 );

540 }

541
(a) (b)

Figure 20: pattern Child Component with Object or Array Element Prop example: (a) Non-memoized.
(b) Memoized.

If a component’s props and state variables do not change, neither will its UI, so it
does not require re-rendering. However, a component may still re-render if its parent
re-renders, as React propagates re-rendering operations down the component tree.

Figure 20(a) shows a Tic-Tac-Toe game implementation exhibiting this anti-pattern.
Here, the App component defines the game’s grid structure, with a Square component for
each grid square which receives a value prop that is either “X”, “O”, or empty. Each Square

’s value comes from the squares array (a state variable in App) and changes only once, even
though squares is updated with each action.

Each time a player clicks a Square in the game grid, the onClick handler, bound to the
handleClick prop received from the App component, is called, which calls the setSquares state-
setter in turn and triggers App to re-render. Hence, in accordance with React’s strategy of
re-rendering all child components when a parent component re-renders, all Squares re-
render when their parent App re-renders.

Figure 20(b) shows how re-rendering can be prevented. Here, Square is wrapped in
React.memo (line 525), signaling React to bypass re-rendering of Square components with
unchanged props. Since each Square’s value prop only changes when it is first clicked, this
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prevents re-rendering of the non-clicked squares as long as the value passed to handleClick

also remains unchanged.

5.3.6 Anti-Pattern 5: Child Component receiving Function Prop

Figure 17 shows an example where a parent component App passes the addInput function
as handleClick prop to its child component Button (line 412). When a button is clicked,
the handleClick handler invokes addInput, which in turn calls App’s setInput, triggering a re-
render of App. However, functions defined in a component are re-defined each time it is
rendered. Consequently, all buttons re-render, even if Button is memoized, because addInput

is recreated on each re-render of App, passing new references to the Button instances.
In such cases, wrapping a function in useCallback ensures that its identity remains un-

changed across re-renders unless its dependencies, specified in the dependency array,
change. As a result, utilizing the useCallback React hook can prevent these redundant re-
renders by preserving the reference of the handler function across re-renders. Figure 17(b)
shows how the code can be rewritten using a memoized handler(line 424) to avoid the un-
necessary re-rendering. In particular, by memoizing both the Button component (line 436)
and its handleClick prop ensures that only the clicked button re-renders, preventing unnec-
essary re-renders of the other buttons.

5.4 detecting and remediating anti-patterns

The previous section used code examples to illustrate a number of anti-patterns that
give rise to needless re-rendering along with the code changes required to remediate
them. This section defines the anti-patterns and changes more formally through a set
of declarative rewrite rules. Our tool (Reactor) implements the static analyses and code
transformations required to realize these rewrite rules.

5.4.1 Controlled Component

Rule Controlled-Component is concerned with transforming controlled components
into uncontrolled components and applies to a set of import statements I and a React
component F with a body B, denoted by I ... function F (...) B. Reading the rule from
top to bottom, the rule states that the body B of the component contains a declaration
D of a state variable v, with associated state setter setv, that is initialized to e. Moreover,
F’s return expression contains a JSX fragment Rj corresponding to either a Form or Input
component, where a function f is passed as a change handler. Notably, f calls the state
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B contains declaration D = const [v, setv] = useState(e)

returnExpr(B) contains Rj = <N ..., onChange = f, ...>

N is a Form or Input f calls setv

D ′ = const vref = useRef(e)

R ′
j = replaceAttr(Rj, onChange = f, ref = vref)

B ′ = replaceExpr(B,Rj,R ′
j) B ′′ = replaceDecl(B ′,D,D ′)

B ′′′ = replaceVarRefs(B ′′, v, vref.current.value)

B ′′′′ = replaceCalls(B ′′′, setv(e), vref = e)

I ′ = I∪ {import {useRef} from ′react ′}

I ... function F (...) B → I ′ ... function F (...) B ′′′′
(Controlled-Component)

B contains declaration D = const [v, setv] = useState(e)

no data flow from v to returnExpr(B)

D ′ = const vref = useRef(e)

B ′ = replaceDecl(B,D,D ′)

B ′′ = replaceVarRefs(B ′, v, vref.current)

B ′′′ = replaceCalls(B ′′, setv(e), vref = e)

I ′ = I∪ {import {useRef} from ′react ′}

I ... function F (...) B → I ′ ... function F (...) B ′′′′
(State-Not-Affecting-UI)

F is a React component

I ′ = I∪ {import {memo} from ′react ′}

where F is not memoized

I ... function F () B → I ′ ... const F = memo(function() B)
(Propless-Component)

F is a React component

∃ <F...,p = e, ...> | e = v.f or e = v[i] for some state variable v

I ′ = I∪ {import {memo} from ′react ′}

where F is not memoized

I ... function F (...) B → I ′ ... const F = memo(function(...) B)
(Memoize-Component-Indexes-State)

B contains function declaration D = function f (...) Bf
B contains component definition C = function N (...) BN

returnExpr(B) contains <N ..., attr = f, ...>

L = all state variables referenced in Bf

D ′ = const f = useCallback(function (...) Bf, L)

C ′ = const N = memo(function (...) BN)

B ′ = replaceDecl(B,D,D ′) B ′′ = replaceDecl(B ′,C,C ′)

I ′ = I∪ {import {useCallback, memo} from ′react ′}

I ... function F (...) B → I ′ ... function F (...) B ′′
(Function-Passed-As-Prop)

B contains declaration D = const [v, setv] = useState(e)

B contains component definition C = function N (...) BN
returnExpr(B) contains <N ..., attr = setv, ...>

C ′ = const N = memo(function (...) BN)

B ′ = replaceDecl(B,C,C ′)

I ′ = I∪ {import memo from ′react ′}

where C is not memoized

I ... function F (...) B → I ′ ... function F (...) B ′
(Setter-Passed-As-Prop)

Figure 21: Rewrite rules describing the remedial code transformations.
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setter setv. As is the case with all subsequent rules, these facts are all computed using
static analysis.

Then, a new declaration D ′ is defined for a reference variable vref (also initialized to
e); a new JSX fragment R ′

j is obtained from Rj by replacing the onChange attribute with a
ref attribute that refers to vref. The body is then modified several times, in order: B ′ from
B where the new fragment R ′

j replaces Rj, B ′′ from B ′ where the new reference variable
declaration D ′ replaces the old state variable declaration D, B ′′′ from B ′′ where references
to the state variable v are replaced with accesses to the “current.value” property of the
new reference variable vref, and finally B ′′′′ from B ′′′ where calls to the state setter setv
are replaced with assignments to the new reference variable vref. The set of imports is
expanded to include an import to ′useRef ′, and thus the transformed code is given by
I ′ ... function F (...) B ′′′′.

5.4.2 State Variables not Affecting the UI

Many of the code transformation steps for this rule are shared with the previously dis-
cussed rewrite rule, and we will not discuss them in detail here. The primary difference
lies in the second clause: the code should be transformed if there is no data flow between
a state variable v and the return expression of component F (i.e., the state variable is not
passed as a prop to any returned component).

5.4.3 Propless Child Component

Rule Propless-Component describes the memoization of propless React components.
Here, F is a React component, and the (function) component declaration is transformed
into an assignment wrapping the function in a call to memo (as memo cannot be directly
called on function declarations), and as before the imports must be extended to import
memo from ′react ′.

5.4.4 Child Component with Object or Array Element Prop

Rule Memoize-Component-Indexes-State applies to situations where one of a compo-
nent’s props receives data from a state variable through property access or array ac-
cess to that variable. Note that F is a React component. If there exists an instantiation
<F...,p = e, ...> of this component anywhere in the project where some prop p is passed
either a property access v.f or index into an array v[i] of some state variable v, then the
component should be memoized. As in the previous rewrite rule, the component is mem-
oized by transforming the function declaration into an assignment of a function literal,
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where the function creation is wrapped in memo. As before, the imports I are updated to
import memo.

5.4.5 Child Component receiving Function Prop

For the last anti-pattern, we distinguish two cases: (a) a locally declared function is passed
as a prop to a child component, and (b) a setter function is passed as a prop to a child
component.

Rule Function-Passed-As-Prop applies when a function is passed as a prop to a com-
ponent. Here, function body B contains both a function declaration D for a function f and
a React component declaration C for a component N. The return expression of B contains
a JSX expression that instantiates the component N, and notably, that instantiation receives
f as a prop. To remediate this anti-pattern, first, the list L of “dependencies” of f is ob-
tained, consisting of all state variables that are referenced in the body of f. Then, D ′ is a
new declaration that wraps the creation of f in useCallback, and this call to useCallback

also takes L as an argument. Moreover, C ′ is a declaration of N that also memoizes N. Two
transformations are then applied: B ′ is obtained from B where the function declaration
D is replaced with D ′, and B ′′ from B ′ where the component declaration C is replaced
with C ′. The imports I are extended with imports to useCallback and memo, giving I ′,
and the final code is given by I ′ ... function F (...) B ′′. (Note that the transformation can
span multiple scopes or even files, and this simplified version is shown for illustrative
purposes.)

Finally, rule Setter-Passed-As-Prop applies when a function passed to a component
is a state setter. The procedure to remediate this anti-pattern is similar to the previ-
ous case, except that the setter does not need to be wrapped in useCallback. In body
B, a state variable is declared (denoted D, with state setter setv) and a component N

is declared (C). Here, the component is instantiated with setv passed as a prop (see
<N ..., attr = setv, ...>). To remediate the pattern, the declaration of component N is
wrapped in a call to memo (C ′), and a new body B ′ is obtained from the old B by replacing
the declaration C with C ′. I ′ is obtained from I by adding an import to memo, and the
transformed code is given by I ′ ... function F (...) B ′.

5.5 implementation

These rewrite rules were implemented in a tool called Reactor. The implementation lever-
ages the CodeQL [111] static analysis framework to detect the anti-patterns and to col-
lect the data flow information required for the remedial program transformations, which
are implemented using JavaScript’s Babel parsing and AST infrastructure. More precisely,
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CodeQL queries compute all the preconditions of a rule, and the JavaScript rewrite tool
takes this information to transform the code. Our code and experiments are available as
an artifact 1.

5.6 evaluation

This evaluation aims to answer the following research questions:

• RQ1 How prevalent are the anti-patterns?

• RQ2 How often do the automated transformations introduce behavioral differences?

• RQ3 How do the transformations impact the number of re-rendering operations?

• RQ4 What is the impact of the transformations on performance?

• RQ5 What is the impact of the transformations on code complexity?

• RQ6 What is the cost of the analysis?

In this Section, we start by depicting the experimental methodology, clarifying the sub-
ject selection process for our analysis in Section 5.6.1. We then attempt to answer each of
the research questions with the dedicated corpus for analysis in the following subsections.

5.6.1 Experimental Methodology

As mentioned in Section 5.3, we initially started by aggregating a corpus of React applica-
tions by randomly sampling 10,000 GitHub repositories that listed React as a dependency,
for 7,760 of which, we could successfully build a CodeQL database. CodeQL could build
a database for 7,760 of these repositories, and so we ran the anti-pattern identification
queries on these to answer RQ1. In Section 5.3, we focused our manual efforts on 2,047

repositories where a CodeQL query identified components where at least one child com-
ponent did not depend on all of its parent’s state; not wanting to restrict ourselves to this
subset, we ran the anti-pattern identification queries we developed instead on all 7,760

repositories to answer RQ1.
To answer RQ1, we ran the anti-pattern identification queries we developed on all 7,760

repositories. RQs 2 and 3, however, cannot be answered “at scale” like RQ1. Although
applying the analysis and transformations requires no manual effort, confirming that no
behavioral differences were introduced and checking if the number of needless re-renders

1 Link to artifact: https://doi.org/10.5281/zenodo.16129074

https://doi.org/10.5281/zenodo.16129074
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decreased is a manual effort. Therefore, we attempted to select a subset of that corpus
whose results could be representative of the overall results.

Our evaluation set began with the 14 repositories described in Section 5.3, which we
had previously analyzed and manually fixed. These projects provided a basis for evaluat-
ing the effect of Reactor on repositories that we had already verified to be fixable manually.
To assess generalizability, we then augmented this set with repositories that had not been
seen during manual exploration.

We returned to the full list of 10,000 repositories and identified 75 that had published
at least one release containing a downloadable asset, indicating some level of real-world
usage. 2.

Reactor detects at least one anti-pattern in 57 of these projects. From these, we randomly
sampled repositories until we found 9 that we could build and install successfully and set
up and run locally, and did not use Class components. We relied on the Chrome Dev Tools
React toolkit (the Components and Profiler tabs) and our own React Dynamic Profiler to
observe and understand an application’s rendering behavior.

In total, we evaluated 23 repositories: the original 14 manually analyzed projects, and
an additional 9 previously unseen repositories selected through the process above.

To identify a set of subject React applications on which to evaluate the transformations
suggested by Reactor, we started with the randomly sampled 10,000 GitHub repositories
that listed React as a dependency (the same set used in Section 5.3). To find projects to
test the remedial transformations, we randomly selected projects from that set that had at
least one instance of an anti-pattern until we found 15 that we could install and build in
order to interact with. In addition, we filtered the list to contain only projects with at least
one downloaded asset (representing larger, more realistic applications); there were only
75 such projects. 57 of these projects had at least one anti-pattern detected by our tool, and
from these, we randomly sampled repositories until we found 10 that installed and built
and that we could set up and run so as to investigate the effect of the suggested transfor-
mations. We relied on the Chrome Dev Tools React toolkit (the Components and Profiler
tabs) and our own React Dynamic Profiler to observe and understand an application’s
rendering behavior.

To summarize, we took the following steps to answer each of the research questions.

• For RQ1, we developed CodeQL [111] queries to identify each of the anti-patterns
specified in Section 5.4. This large-scale analysis was done on the corpus of 7,760

repositories. (These CodeQL queries are available in the appendix.)

2 A project needs at least one release (made up of one or more assets, e.g., a zip file of source code) with at
least one downloaded asset. This is quite restrictive, as it indicates the project has at least one official release
that has garnered some attention; in our experience, the vast majority of React projects on GitHub do not
meet this standard.
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• RQ2 and RQ3 require non-trivial manual effort; RQ2 requires manual inspection of
projects pre- and post-refactoring. For RQ3, we instrumented the code to count how
often a component renders before and after refactoring. Since many React projects
lack tests, we created one “workflow” per studied application interacting with at
least one component exhibiting an anti-pattern. We then carefully compared the
application’s behavior and the number of renders before and after refactoring for 23

subject repositories.

• For RQ4, we used the Chrome Dev Tools React Profiler tab to compute the amount
of time taken to render when following the aforementioned scenarios for the 23

subject applications. In addition, we collected three additional applications with a
scalable number of components to investigate the impact of re-rendering on perfor-
mance as applications scale.

• For RQ5, we used escomplex [185] to measure different code complexity metrics
such as SLOC, Cyclomatic complexity, and Halstead Complexity, both before and
after transformation for the 23 subject repositories.

• Finally, for RQ6, we measured the time to run Reactor on the smaller set of 23

applications using the Unix time utility. We also timed the most time-consuming
step of the analysis in a larger-scale study over the full set of 7,760 databases.

All the CodeQL queries were run, using NPM version v9.6.6, Node.js version v18.16.0, and
CodeQL version v2.17.2.

5.6.2 RQ1: How prevalent are the anti-patterns?

We ran the anti-pattern detection queries on the corpus of 7,760 projects, and we found
at least one instance of an anti-pattern in 92.1% of projects. The anti-patterns appeared as
follows: Controlled Component in 30.4% of applications, State Variables not Affecting the UI
in 42.7%, Propless Child Component in 91.2%, Child Component with Object or Array Element
Prop in 6.3%, and Child Component receiving Function Prop in 36.7%. These results indicate
that the anti-patterns occur frequently in real-world React applications.

This chapter presents five anti-patterns that were identified by manually inspecting
40 repositories. This dissertation is the first work to characterize anti-patterns leading to
needless re-rendering. In the absence of ground truth, it is difficult to gauge the exhaus-
tiveness of the anti-patterns presented in this chapter. However, we observed that these
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Table 6: Overview of results. The first row of the table reads: in 16-feb-react-grupo-1, 0 instances
of anti-pattern P1, 1 of P2, 11 of P3, 0 of P4, and 1 of P5 were detected. The number
of component renders in the scenario we studied was reduced by 16% after refactoring.
Rendering operations took on average 4.83ms before, and 4.45ms after refactoring; an im-
provement of 7.9%. It took 6s to build the CodeQL database, and 688s to run all queries
for this application. The cyclomatic complexity changed from 325 to 338 after refactor-
ing. Bold numbers in % Time Saved indicate a statistically significant difference between
performance before and after refactoring. We omit render reductions and time spend ren-
dering for TwitchKillMe as behavioral differences were observed in this application.

Anti-pattern Detected Render Avg. Render (ms) % Time Cyclomatic Analysis time (s)

Subject Repository Name P1 P2 P3 P4 P5 Red. % Before After Saved Before After DB Build Query

16-feb-react-grupo-1 [2] 0 1 11 0 1 16% 4.83 4.45 7.9% 325 338 6 688

26-react-star-wars-hooks [3] 0 0 8 0 1 20% 7.72 7.43 3.8% 205 271 5 852

30days-30projects [4] 9 12 38 1 1 50% 51.61 27.87 46% 1107 1131 7 852

age-react [179] 0 0 3 0 2 50% 30.68 22.38 27.1% 164 164 5 672

AI-chat-powered-by-open-ai-api-react-node [5] 1 0 1 0 0 71% 9.06 1.54 83% 82 82 5 688

API-Search [6] 1 0 2 0 2 12% 13.04 13.14 -0.8% 196 207 6 852

Calculadora [43] 0 0 1 0 2 66% 20.37 13.99 31.3% 52 50 5 800

CashTrackr [44] 0 0 1 0 3 00% 14.15 14.94 -5.6% 153 164 5 852

CRUD-Context-React [35] 0 0 4 0 2 22% 48.67 46.78 3.9% 235 235 6 792

hackaton-euraz-2023 [188] 0 3 4 0 0 12% 83.22 38.38 53.9% 765 740 8 831

hacker-news-app-2023 [189] 1 1 2 0 0 15% 12.98 9.45 27.2% 79 79 5 852

healthCare [190] 13 14 39 0 0 23% 155.7 122.4 21.4% 919 964 5 672

honey-rae-repairs [191] 10 4 22 0 3 93% 24.85 5.58 77.5% 416 284 6 835

hooksMixed-1 [193] 0 0 2 0 0 67% 5.81 4.21 27.5% 78 78 5 826

TypeWriter [160] 0 1 37 0 4 22% 24.82 24.63 0.8% 616 730 13 703

farm-ng-core [187] 0 0 3 0 0 68% 95.42 97.14 -1.8% 6 28 7 604

css-fx-layout [183] 0 1 5 0 0 47% 24.65 24.93 -1.1% 50 65 6 1164

chicken-coop [181] 2 3 7 0 0 54% 6.74 5.53 18% 172 164 7 605

Fokasu [62] 0 0 1 0 1 57% 17.9 18.02 -0.7% 85 85 8 687

laser-shooting [195] 0 0 3 0 0 00% 207.14 219.13 -5.8% 444 444 10 1098

csi-conference-frontend [182] 0 2 13 0 0 01% 57.89 57.13 1.3% 230 351 7 623

baklava [180] 0 0 1 0 0 00% 0.52 0.46 11.5% 3 3 11 700

TwitchKillMe [158] 0 1 2 0 0 – – – – 85 67 7 688

Average 1.6 1.8 9.1 0.0 0.9 33.3% 40.25 34.08 20.54% 281.17 292.35 6.7 779.8
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five anti-patterns are extremely prevalent, as 92.1% of the 7,760 repositories we studied
exhibited at least one.

Answer to RQ1: 92.1% of the 7,760 studied React applications under consideration exhibit
at least one anti-pattern.

5.6.3 RQ2: How often do the transformations cause behavioral differences?

We manually examined each application’s behavior before and after refactoring to ensure
the transformations did not introduce differences. We opted for a manual approach since
UI-based applications are generally not well-tested, given the complexity of simulating
human interaction in tests. The goal of our manual interaction is to simulate a simple
interaction to exercise code affected by our transformations and not to emulate the full
use of an application. To do so, we explored every page of the application, interacting
with every interactive element, exercising all transformed code. A step-by-step account of
these interactions appears in the appendix.

After careful analysis of all applications, we only observed one behavioral difference in
this evaluation, in the TwitchKillMe project. Upon deeper inspection of the code, we ob-
served the implementation was not aligned with React’s development philosophy, having
a nested component definition [150] and did not use props for parent-child communica-
tion. This is not self-contained and violates the locality of behavior. It would be possible
to develop a static analysis to identify instances of this anti-pattern but that is beyond the
scope of this work.

Answer to RQ2: We observed only one situation where Reactor caused behavioral differ-
ences in our 23 carefully studied subject applications.

5.6.4 RQ3: How do the transformations impact the number of re-rendering operations

We automatically instrumented each React component to log the rendering operations as
they were being performed, using the same scenarios that we used to answer RQ2 and
noted the total number of rendering operations before and after transformation.

Table 6 summarizes the results of this experiment, in particular, the Red. % column
indicates the % reduction in total rendering operations during our manual analysis. We
see significant reductions in the number of rendering operations observed in the majority
of cases. In honey-rae-repairs, for example, there is a large reduction as most of the applica-
tion’s functionality is related to forms that are transformed into uncontrolled components.
age-react and Fokasu contain a timer causing some of the components and prop-less child



5.6 evaluation 80

components to re-render every second. Memoizing these prop-less child components en-
sures they are rendered only once.

Notably, for CashTrackr, we see no change in the number of rendering operations per-
formed. There are two major reasons for this. First, the prop-less components are only
rendered once. Second, one component in the application takes functions as props (which
can be wrapped in useCallback) but also takes an array of “expenses”. Due to JavaScript’s
highly dynamic nature, Reactor only performs intra-procedural analysis and cannot fully
refactor this anti-pattern.

In applications with at least one downloaded asset: For baklava and laser-shooting, we do
not see any differences in the number of rendering operations, as the propless component
is either a top-level component or relies on an external routing library, which prevents
local optimization.

Answer to RQ3: In the 23 applications under consideration, the number of rendering
operations is reduced by 33.3% on average after applying the transformations suggested
by Reactor.

5.6.5 RQ4: What is the impact of the transformations on performance?

We used the Chrome Developer React Profiling Tools to collect the time spent rendering
all components during each of the scenarios discussed in RQ3, reported in Avg. Time
Rendering columns in Table 6. We also computed the % difference in time before and after
refactoring, shown in column % Time Saved in the same table; bold entries in this column
indicate statistically significant differences in render times before and after refactoring at
95% confidence using Welch’s t-test (this test does not assume equal variance). Overall, we
see improvements in render times in most cases, and no statistically significant negative
impact to performance.

The performance impact of superfluous re-rendering becomes evident as an applica-
tion scales. To illustrate, we collected an additional three applications that had a number
of components that could vary dynamically: a spreadsheet, a drawing application, and
a JSON editor. We configured these applications at small, medium, and large scales, and
conducted experiments where we investigated the performance before and after refactor-
ing at each scale using the Chrome Dev Tools React Profiler tab. These experiments were
conducted on a 2023 MacBook Pro with an M2 Max chip and 64GB RAM. We manually
confirmed that application behavior was preserved after refactoring, and these are all
available in the artifact.
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5.6.5.1 Spreadsheet

In this application [72], every cell of the spreadsheet was re-rendering any time a user
either clicked on or entered data in any cell; one would expect rendering performance
to become progressively worse as the sheet’s size increases. Reactor refactors this appli-
cation to avoid re-rendering unmodified cell. We prepared three configurations for this
application: a small 20x20 spreadsheet, a medium 60x60 spreadsheet, and a large 100x100

spreadsheet.
In the small spreadsheet, typing one character into one cell incurred, on average, a

6.89ms re-render before refactoring, and a 2.07ms re-render after refactoring (3.3x im-
provement). In the medium spreadsheet, these re-renders took 43.4ms and 7.74ms on av-
erage, resp. (5.6x improvement). In the large spreadsheet, these re-renders took 125.35ms
and 19.37ms on average, resp. (6.5x improvement). Before refactoring, we observed a
noticeable lag in the medium scale experiment, and a significant lag in the large scale
experiment. After refactoring, we noticed no lag in any case.

In terms of code complexity, the main code transformation was memoization of the
component responsible for cells in the spreadsheet, and wrapping two functions passed
to the cells with useCallback; together, these simple code changes result in up to a 100ms
improvement in render time while typing in a cell in this spreadsheet, which we found
to be noticeable.

5.6.5.2 Drawing App

In this application [53], users draw on a grid, and interacting with any pixel causes all
other pixels to re-render; Reactor suggests refactoring this application to avoid re-rendering
pixels that were not interacted with. We prepared three configurations for this application:
a small drawing area of 32x32 pixels, a medium area of 64x64 pixels, and a large area of
128x128 pixels.

In the small configuration, drawing a single pixel caused a re-rendering operation last-
ing 14.51ms on average before refactoring, and 2.76ms on average after, an improvement
of 5.3x. In the medium configuration, these re-renders took 51.83ms and 7.67ms on av-
erage, resp., an improvement of 6.8x. Finally, in the large configuration, these re-renders
took 197.43ms and 26.49ms on average, resp., an improvement of 7.5x. We observed no-
ticeable lag before refactoring in the large configuration, and no lag in any case after
refactoring.

In terms of code complexity, the main code transformation was the memoization of the
component responsible for pixels, and wrapping the function passed into the pixel com-
ponents with useCallback. These are again very simple code transformations that result
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in significant improvements in application performance, in particular as the drawing grid
becomes larger.

5.6.5.3 JSON Editor

In this application [8], users load a JSON and edit in in-browser, and save it to disk. A
Form component from the react-bootstrap library is created for each element in the
JSON. Before refactoring, the underlying JSON object was represented with a React state
variable and a new JSON object was created each time any form was modified, causing all
forms to re-render. Reactor refactored the application to manage the JSON with a ref instead,
and the only component that changes when editing a form after refactoring is the form
itself. We created small, medium, and large JSONs with 100, 1000, and 10000 elements resp.
for this experiment.

Application performance is greatly improved by Reactor. Before refactoring, writing a
single character into one field incurred a 17.05ms render on average with the small JSON,
a 106.74ms render on average with the medium JSON, and a 1,035.88ms render on average
with the large JSON; lag was noticeable with the medium JSON, and prohibitive with the
large JSON. After refactoring, editing a form is seamless in all cases as no other compo-
nents on the page re-render. In fact, HTML forms (which underlie the react-bootstrap

form component) are managed a bit differently than other components as they maintain
limited internal state 3, and modifying the contents of a form does not cause a change
in the VDOM unless other components depend on the contents. In a sense, these forms
render their own content without going through React. After refactoring, the only com-
ponent on the page that changes when a form is edited is the form itself, and the React
profiling tools register no other component renders; this results in React spending 0ms
re-rendering components after refactoring.

The main change in this application was managing the JSON object with a ref, which
required Reactor to change how this object was referenced in 8 code locations (refactoring
references to currentJson into currentJson.current). These changes were all localized to a
single file, and had a dramatic effect on performance.

The impact of needless re-renders manifests itself particularly as applications scale, and
small, simple code changes reduces rendering time and can make applications more re-
sponsive.

3 See https://legacy.reactjs.org/docs/forms.html, and https://react-bootstrap.netlify.app/docs/

forms/overview/ for more information.

https://legacy.reactjs.org/docs/forms.html
https://react-bootstrap.netlify.app/docs/forms/overview/
https://react-bootstrap.netlify.app/docs/forms/overview/
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5.6.6 RQ5: What is the impact of the transformations on code complexity?

We measured code complexity metrics such as sloc, cyclomatic complexity, and Halstead
complexity. For brevity, we only present cyclomatic complexity in Table 6 but all met-
rics show a similar trend and are available in the Appendix. On average, we observe a
slight increase in the Cyclomatic complexity of the programs from 281.17 to 292.35. Some
projects such as 16-feb-react-grupo-1 and css-fx-layout show a small increase in cyclomatic
complexity, whereas projects such as honey-rae-repairs and chicken-coop show a slight re-
duction in code complexity. Cyclomatic complexity can decrease, e.g., if the refactoring
eliminates state setters (which eliminates function calls and callbacks being passed), or
if components are made into uncontrolled components (which eliminates at least one
change handler). Overall, the code transformations do not result in a significant increase
in code complexity.

In the 23 applications, we observe only a slight increase in code complexity after applying
the transformations suggested by Reactor.

5.6.7 RQ6: What is the cost of the analysis?

There are three aspects to the cost of Reactor: (i) the time to build the CodeQL database, (ii)
the time taken to run all queries, and (iii) the time required to apply the transformations.
Table 6 reports the first two in columns DB Build Time and Total Query Time, resp. The
transformation runs in milliseconds, and the database is built in less than 15 seconds in
all cases. The most expensive aspect of the analysis is the execution of CodeQL queries.
On average, it takes 13 minutes to execute all queries on an application. The total time in
all cases does not exceed 20 minutes.

Answer to RQ4: On average, it takes almost 13 minutes to transform one project.

5.7 threats to validity

It is possible that our set of repositories do not represent all React applications, and the
anti-patterns we identified may not cover all forms of re-rendering inefficiencies. To miti-
gate this, we randomly sampled 10,000 GitHub projects declaring React as a dependency,
and selected subject applications from this pool. We further enriched our sample with
repositories containing downloadable release assets to better capture real-world usage.
Regarding the latter, our anti-patterns were derived from repeated manual investigations
of components exhibiting superfluous re-rendering without visible UI changes. While



5.8 generalizability 84

this process may have missed rarer or more subtle inefficiencies, the patterns we iden-
tified were prevalent across the broader 7,758-project corpus, suggesting they capture
important and recurring problems. Future work could uncover additional inefficiencies;
Reactor’s design supports extending it with new detection and transformation rules as
needed.

To assess the impact of the transformations on the number of rendering operations, we
needed to observe the dynamic execution behavior of the subject applications. Testing
React applications is difficult, and many React applications lack test suites, which was
also the case for all of our subject applications. Therefore, we manually interacted with
the applications by entering text in form fields, clicking buttons, etc. These interaction
scenarios may not represent how actual users interact with the applications, which may
introduce bias in our results. To mitigate this threat, we carefully documented the interac-
tions and included them in supplemental material to enable reproducibility. Furthermore,
we ensured that the interactions exercised as much of the application as possible, visiting
every reachable page of each application.

The code transformation technique presented in this chapter suffers from similar threats
to validity as Chapters 3 and 4. Concretely, the proposed code transformations are not
guaranteed to preserve program behavior and are unsound. This unsoundness can pri-
marily be attributed to unsoundness in the static analysis, which is inevitable due to the
dynamic nature of JavaScript. Therefore, the proposed code transformations should be
treated as suggestions and carefully reviewed by developers before application. In spite
of this unsoundness, we found that Reactor proposed behavior-altering transformations
in only one situation in our evaluation.

5.8 generalizability

While our research contributions center on formalizing and remediating re-rendering anti-
patterns using CodeQL and declarative rewrite rules, we note that simpler syntactic rules
could potentially be adapted into ESLint plugins. Such extensions could help developers
adopt our findings directly into existing everyday workflows.

Reactor is currently tailored to React, but the problem of superfluous re-rendering is
not unique to it. Other popular front-end frameworks such as Vue and Angular also fol-
low unidirectional data flow models and exhibit similar rendering behaviors. However,
there are several fundamental differences between these frameworks. For example, React
and Vue both use a Virtual DOM for change detection but have different implementations
of it, whereas Angular uses Zone.js [178]. Both Angular and Vue use HTML templates
and prefer to extend HTML with directives and pipes, whereas React extends JavaScript
with HTML instead. As a result of these differences, the solutions to the same problem
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are different in each framework. As a concrete example, consider the case where a com-
ponent should re-render only if some of its arguments change. To achieve this, React
wraps the component in a call to memo, Angular uses the component configuration to set
the ChangeDetectionStrategy to OnPush, and Vue would use the v-memo directive with
the arguments as invalidation conditions. As such, it would be extremely difficult to de-
velop a single solution that extends beyond a single framework, but the underlying ideas
carry over. As future work, we plan to explore how our anti-pattern abstractions might
be adapted to other popular frameworks, and whether automated transformations analo-
gous to those in Reactor can be systematically derived.

5.9 conclusion

We have identified 5 anti-patterns that commonly give rise to unnecessary re-rendering
in React applications. For each anti-pattern, a set of code transformations was proposed
to reduce how often React components are re-rendered. To detect cases where needless
re-rendering may occur, we have defined static analyses for detecting instances of the
anti-patterns, which are used in a set of rewrite rules that produce suggestions on how
affected code fragments can be transformed. The static analyses are potentially unsound,
so these suggestions must be reviewed carefully by a developer to ensure that behavior is
preserved. These analysis and rewrite rules were implemented in a tool named Reactor.

In a large-scale evaluation of 7,760 projects, we detected at least one instance of our
defined anti-pattern in 92.1% of projects, indicating their prevalence in real-world appli-
cations. In an empirical evaluation of Reactor on 23 subject React applications, a total of
313 instances of the anti-patterns were transformed, and the number of rendering oper-
ations was reduced by 33.3% on average. We also observed that transformations result
in a small increase in cyclomatic complexity from 281.17 to 292.35 on average. This rela-
tively small increase in complexity leads to an average decrease of 20.54% in time spent
rendering, and additional case studies show that application responsiveness improves
significantly as the number of components scales up. Moreover, we observed only one
instance of unsoundness in our experiments. Moreover, we observed only one instance
where unsoundness in analysis led to unwanted behavioral changes.
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R E W R I T I N G W E B A S S E M B LY B I N A R I E S T O M I T I G AT E S E C U R I T Y
V U L N E R A B I L I T I E S

6.1 introduction

WebAssembly [73, 172] is a low-level bytecode format, originally designed for computa-
tionally intensive tasks in the browser, e.g., games, cryptography, and codecs. WebAssem-
bly is typically used as a compilation target; that is, it is generally not written by hand,
but compiled from different source languages like C/C++ [46, 151], and Rust [134]. Be-
yond browser-based applications, WebAssembly is increasingly popular on the server-
side, both in Node.js [121], and in standalone runtimes like Wasmtime [168]. To facilitate
practical applications, the WebAssembly System Interface (WASI) [164] allows WebAssem-
bly programs to utilize a standardized system-call interface, including both file system
and network access.

When dealing with code that runs on the web, security is of utmost importance due
to considerations like parsing inputs from untrusted sources [73]. To this end, the We-
bAsembly designers have taken several steps to ensure some degree of safety: (i) each
WebAssembly module is executed in a sandboxed environment that is separate from the
host runtime, (ii) memory safety is guaranteed by providing each module with a linear
memory that is disjoint from the execution stack, and (iii) providing validation of modules
prior to execution to ensure type safety.

Despite these safeguards, prior work [77, 91, 92, 115] has shown that WebAssembly
binaries remain vulnerable to classical memory corruption attacks. Lehmann et al. [91]
identify exploitable patterns such as arbitrary memory writes and control-flow hijacking
in compiled WebAssembly modules. Unlike native binaries, however, WebAssembly lacks
common defenses such as stack canaries [48] or shadow memory schemes, leaving it
exposed to exploit primitives that are otherwise well-defended in native settings.

Moreover, many applications that use WebAssembly modules only have access to the
compiled binary, and not the source code. This makes it difficult to analyze the mod-
ule for security vulnerabilities and even harder to mitigate them. In many cases, host
applications only use a subset of the functionality provided by external dependencies,
as discussed in Section 7.7. We posit this to be the case with WebAssembly modules as
well and propose partial hardening of WebAssembly binaries to mitigate security vul-
nerabilities in part of the binary invoked by the host code. To this effect, we present a
binary hardening approach that relies on client-provided executions or tests and aims to

86
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mitigate memory corruption vulnerabilities in functions executed by these tests. This ap-
proach can potentially lead to unsoundness and unexpected program behavior or crashes
if they test coverage is insufficient. However, a conservative approach would fail to apply
any mitigation for most practical purposes due to unsoundness in analysis. Thus, we aim
to thread the fine line between practical mitigation and soundness guarantees. We aim to
mitigate memory corruption vulnerabilities and preserve program behavior for the exe-
cution flows present in client test cases while opening the door to potentially unsound
behavior caused by unseen execution flows.

In this work, we present Wassy, a system for hardening WebAssembly binaries against
memory corruption vulnerabilities through binary-level transformations. Our approach
focuses on:

• Memory Segmentation: We introduce a read-only segment in linear memory this is
enforced by write protection at runtime. We identify memory regions initialized at
load-time and remap them to this immutable segment.

• Per-instruction bounds enforcement: We statically analyze memory access patterns,
and insert upper-bound checks on stores within loops to prevent corruption of fu-
ture addresses within the mutable segment.

We evaluate Wassy using a newly curated test suite of vulnerable WebAssembly pro-
grams compiled from the Juliet Test Suite [29], focusing on real-world Common Weak-
ness Enumeration (CWE) patterns. These include memory corruption vulnerabilities such
as buffer overflows, write-what-where conditions, and integer overflows. Because no pub-
licly available dataset currently captures ground-truth WebAssembly vulnerabilities, we
also release Wasm-V—a benchmark suite designed to support reproducible evaluation
and future security research on WebAssembly binaries.

Our results show that Wassy is effective at preventing buffer overflows and memory
corruption, while preserving benign functionality and introducing minimal overhead.

This chapter is organized as follows. Section 6.2 presents a motivating example that
exhibits a buffer overflow vulnerability and its remediation. Section 6.3 describes our
analysis and binary rewriting techniques and Section 6.4 overviews the implementation
of our tool, Wassy. Section 6.5 presents our evaluation. We discuss potential limitations in
Section 6.6 before concluding with a summary of our findings in Section 6.7.

6.2 motivation

The core WebAssembly specification has several features that are intended to contribute
to a safe, sandboxed environment. This includes: (i) pointers are compiled to offsets into
linear memory, so virtual addresses are hidden from applications, (ii) all control transfers
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542 typedef void (*fptr)();

543

544 void print(int i); // implemented in JavaScript

545

546 void foo() { print(17); }

547 void bar() { print(18); }

548

549 char x[10] = "hello"; // can overflow into ptr below

550 fptr ptr[5] = {&foo,0,0,0,&bar};

551

552 void setX(char* val) {

553 strcpy(x, val); // vulnerable to a buffer overflow

554 }

555

556 void baz() { ptr[0](); } // calls foo()

557

buffer.c

Figure 22: Illustration of a buffer overflow vulnerability in C. The setX function invokes the mem-
ory unsafe strcpy function that can overflow the character array x in Line 549. Overflow-
ing x can overwrite the pointers on Line 550, or the instruction pointer in traditional
binaries.

are first type-checked, (iii) there is no raw access to system calls, instead all interaction
outside the VM is done through imports and exports, and (iv) the callstack is inaccessible,
that is, return addresses from calls are not stored in memory accessible to applications.
Despite these features, we have seen that WebAssembly still suffers from several types
of vulnerabilities such as buffer overflows and cross-site scripting [91]. Next, we discuss
buffer overflow vulnerabilities and why current WebAssembly language features are in-
effective at mitigating them.

6.2.1 Traditional Buffer Overflow Vulnerabilities

A buffer overflow vulnerability arises when more data is written to a buffer than its
allocated size. Depending on the location of the buffer overflow, it can result in signifi-
cant consequences. For instance, a traditional stack-based buffer overflow can overwrite
crucial data, such as return addresses of functions, stack frame pointers, local variables,
function pointers, and other data on the stack. On the other hand, a traditional heap-
based buffer overflow can overwrite data allocated on the heap. In some extreme cases, a
buffer overflow may even redirect the execution flow of a program.
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Figure 22 contains a program that is vulnerable to a stack-based buffer overflow. It
defines the function print on Line 544 that is defined in the host environment (JavaScript).
Two more functions, foo that prints 17 and bar that prints 18, are defined on Line 546 and
Line 547 respectively. Line 549 creates a buffer of size 10 containing the string “hello”
and Line 550 creates an array with function pointers to foo and bar. Line 556 invokes the
function referenced by the first element of the pointer array, which points to foo. The setX

function on Line 555 updates the buffer x using the strcpy function that can result in a
buffer-overflow if the length of the input string is greater than the size of the buffer. In a
traditional binary, this can be used to overwrite the function pointer referenced by baz, or
the instruction pointer. However, this vulnerability is mitigated by security mechanisms
such as Address Space Layout Randomization (ASLR) and stack canaries.

The buffer overflow vulnerability in Figure 22 persists when compiled to a WebAssem-
bly binary, which does not have traditional mitigations such as ASLR and Stack Canaries.
Although the stack is isolated from the program’s memory in WebAssembly, an attacker
can still redirect code execution by overwriting sensitive data stored on the heap, such as
function table indices. The next section describes how the above vulnerability can result
in control-flow hijacking in WebAssembly.

6.2.2 Persistence of Traditional Buffer Overflows in WebAssembly

Figure 23(a) shows the compiled WebAssembly module for the program shown in Fig-
ure 22. Only the relevant parts of the binary are shown for brevity. The function print is
imported from JavaScript with the identifier 0. The functions foo, setX, and baz are com-
piled to WebAssembly with the identifiers 2, 4, and 5 respectively. There are four impor-
tant aspects of the compiled binary that contribute to the persistence of a buffer overflow
vulnerability in WebAssembly:

1. The function pointers in Figure 22 are converted to function table indices. Line 576

maps indices to functions such that index 1 points to foo and index 2 points to bar.

2. In the absence of a stack, the character array x and function pointer array ptr are
stored in linear memory. The string "hello" is stored in linear memory as an array
of bytes on Line 577. Similarly, the function pointers to foo and bar are converted to
function table indices and stored in linear memory on Line 578 and Line 579. Since
the function table indices are of type i32, they occupy 4 bytes and are stored in little
endian format. Figure 24(a) shows the memory layout for Figure 23(a).

3. The vulnerable strcpy() function is implemented as a store8 instruction inside a loop
as shown on Line 567.
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558 (module

559 (import "env" "print" (func (;0;) (type

1)))

560 (func (;2;) (type 0) ;; foo

561 i32.const 17

562 call 0)

563 (func (;4;) (type 1) (param i32) ;;

setX

564 ...

565 loop ;; label = @4

566 ...

567 i32.store8

568 ...

569 )

570 ...

571 (func (;5;) (type 0) ;; baz

572 i32.const 1040

573 i32.load

574 call_indirect (type 0))

575 ...

576 (elem (;0;) (i32.const 1) func 2 3 1)

577 (data (;0;) (i32.const 1024) "hello")

578 (data (;1;) (i32.const 1040) "\01")

579 (data (;2;) (i32.const 1056) "\02"))

580

581 const MAX_SIZE = 17;

582

583 const importObj = { env : { print: console.

log } };

584 const wasmBuffer = fs.readFileSync(’buffer.

wasm’);

585 WebAssembly.instantiate(wasmBuffer,

importObj).then(wasmObj => {

586 const {memory, setX, baz } = wasmObj.

instance.exports;

587

588 baz(); // prints "17"

589

590 const bufX = new Int8Array(memory.buffer,

0, MAX_SIZE);

591 const encode = (str) => new TextEncoder()

.encode(str);

592 const str = String.fromCharCode(2).repeat

(MAX_SIZE);

593 bufX.set(encode(str));

594 setX(bufX.byteOffset); // buffer overflow

, overwrites ptr[0]

595 baz(); // prints "18"

596 });

597

(a) buffer.wasm (b) exploit.js

Figure 23: Illustration of a buffer overflow vulnerability in WASM where the call_indirect func-
tion can be redirected: (a) shows the function baz (func 5) using a call_indirect in-
struction to read a function table index at address 1040 in linear memory to invoke
foo(), (b) shows the exploit code in JavaScript to overflow the buffer at address 1024 in
linear memory with "
02" through setX (func 4), redirecting control flow from foo() to bar().

4. Lastly, the array lookup in C is converted to a load instruction and the call to function
pointer is implemented as a call_indirect instruction on Lines 573 and 574.

The function setX is vulnerable to a buffer overflow since it performs an unbounded
write operation without checking the length of the input string. Since linear memory is
a contiguous block of writable memory, overflowing the string "hello" would allow an
attacker to overwrite the function table index at address 1040. Figure 23(b) exploits this
vulnerability. Figure 23(b) invokes setX with a string containing the character \02 repeated
17 times. As a result, setX begins writing \02 in linear memory from address 1024, fills the
buffer x, and overwrites the function table index at address 1040 with \02. Figure 24(b)
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(a) Memory Layout of buffer.wasm

(b) Memory Layout after exploit

(c) Memory Layout after hardening

Figure 24: Memory layout of buffer.wasm:
(a) Memory Layout of buffer.wasm showing the string "hello" at address 1024, the func-
tion table index (01) to foo at address 1040, and the function table index (02) to bar at
address 1056.
(b) Memory Layout of buffer.wasm after exploiting the vulnerability in setX and over-
flowing the string "hello" to overwrite the function table index 01 with 2.
(c) Memory Layout of buffer.wasm after hardening. The read-only function table index
01 is now moved to the immutable segment at address 65536.
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shows the state of linear memory after the exploit. Thus, now when the function baz in
invoked, it retrieves the function table index 2 instead of 1, and invokes the function bar

instead of foo.
The above example is analogous to a confirmed vulnerability [116], illustrating that

buffer overflows do occur in practice. This instance demonstrates how traditional buffer
overflow vulnerabilities can surface when the host code fails to adhere to the assumptions
made by a WebAssembly library. This case shows how a buffer overflow can redirect
control flow, leading to the invocation of an incorrect function. However, this is not the
only issue that can arise; there could be other runtime errors, such as incorrect results due
to data corruption and unexpected program termination due to a mismatch in the type
of the function, as well.

6.2.3 Preventing Buffer Overflows

598 (type (;4;) (func (param i32) (param i32) (

result i32) (result i32)))

599 ...

600 (func (;10;) (type 4) (param i32) (param

i32) (result i32) (result i32)

601

602 block ;; label = @1

603 local.get 0 ;; get store addr

604 i32.const 65536 ;; readonly start

605 i32.lt_u ;; addr < start

606 br_if 0 (;@1;) ;; break if true

607 local.get 0 ;; get store addr

608 i32.const 65540 ;; readonly end

609 i32.gt_u ;; addr > end

610 br_if 0 (;@1;) ;; break if true

611 unreachable ;; exit

612 end

613 local.get 0 ;; return addr

614 local.get 1) ;; return value

615

616 (type (;5;) (func (param i32) (param i32) (

param i32) (result i32) (result i32)))

617 ...

618 (func (;14;) (type 5) (param i32) (param

i32) (param i32) (result i32) (result

i32)

619

620 block ;; label = @1

621 local.get 0 ;; get store addr

622 local.get 2 ;; get upper bound

623 i32.lt_u ;; addr < upper

bound

624 br_if 0 (;@1;) ;; break if true

625 unreachable ;; exit

626 end

627 local.get 0 ;; return addr

628 local.get 1) ;; return value

629

(a) readonly_bound_check() (b) upper_bound_check()

Figure 25: Illustration of helper functions: (a) shows the function
readonly_bound_check() that prevents writing to the read-only segment, (b) shows the
function upper_bound_check() that prevents writing beyond a given address in linear
memory. The functions are inserted in buffer.wat in Figure 26 on Line 650 and Line 651

respectively.
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Linear memory in WASM is a contiguous block of memory to which data can be written
and read. Data in linear memory is written from lower addresses to higher addresses.
Although different kinds of data such as mutable values, constants, and function table
indices reside in linear memory, no distinction is made between them. In the absence
of an instruction pointer, control flow hijacking in WebAssembly occurs through indirect
function calls that reference linear memory. To mitigate the impact of a buffer overflow, we
introduce two protection mechanisms: (i) Memory Segmentation, and (ii) Per-instruction
bounds enforcement.

memory segmentation We introduce a read-only segment in linear memory, i.e., an
immutable section that stores data that is never mutated. We enforce that the read-
only segment is immutable by terminating the program if an attempt is made to
write to this segment. The introduction of a read-only segment involves the follow-
ing steps:

• Addition of a function (readonly-bound-check) to the binary that validates whether
an address is within the read-only segment. If an attempt is made to write to
such an address, the program is terminated by invoking unreachable.

• Remapping immutable values in linear memory to a new address in the read-
only segment.

• Updating load instructions to reference the remapped address in the read-only
segment.

• Invoking the (readonly-bound-check) function before every store instruction.

These changes ensure that immutable data in linear memory cannot be corrupted by
a buffer overflow. In Figure 26, we move the function table index \01 to the read-only
segment, preventing control flow hijacking.

per-instruction bounds enforcement Although memory segmentation prevents
the corruption of read-only data, buffer overflows can still occur within the muta-
ble segment, primarily through store instructions in loops. store instructions within
loops are analogous to functions such as strcpy in C and are most likely candidates
for improperly bound writes. store instructions outside loops can perform directed
writes, which are harder to detect and prevent. Nevertheless, all store instructions
are prevented from writing to the read-only segment. To mitigate memory corrup-
tion within the mutable segment, we introduce per-instruction bound enforcement
on such store instructions within loops. This involves the following steps:

• Addition of a function (upper-bound-check) that validates that an address is less
than a specified upper bound. If an attempt is made to write beyond this bound,
the program is terminated by invoking unreachable.
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• Identifying the upper bound for store instructions within loops and invoking
the (upper-bound-check) with the identified bound before the store instruction.

These changes would limit the impact of buffer overflows within the mutable seg-
ment of linear memory. In Figure 26, this would prevent the corruption of linear
memory address 1040 and beyond.

6.2.4 Hardening buffer.wat

This section describes the application of previously described protection mechanisms
to the vulnerable binary in Figure 23.

The approach adds two new functions to the WebAssembly binary: (i) a function
ReadonlyBoundCheck to validate whether an instruction is writing to the read-only section
of memory, as shown in Figure 25(a), and (ii) a function UpperBoundCheck to check if an
instruction is attempting to write beyond a specified linear memory address, as shown
in Figure 25(b). The start address of the read-only segment is the starting address of the
next unused page in linear memory and the size of the read-only segment is just large
enough to accommodate all the immutable data. In our example, the last used memory
address is 1056, which is on the first page that ends at address 65535, and the only known
immutable data is the function table index at address 1040, which is 4 bytes in size. As
a result, Figure 25(a) defines the start of the read-only segment at address 65536 and the
end at 65540. If a store instruction attempts to write within this address range, the pro-
gram is terminated. This function is defined in the WebAssembly binary as function 10

on Line 650 in Figure 26. Figure 25(b) compares a linear memory address against the spec-
ified upper limit and terminates the program if an attempt is made to write to an address
beyond this limit. This function is defined in the WebAssembly binary as function 14 on
Line 651 in Figure 26. In addition to these functions, Figure 26 copies read-only values in
linear memory to addresses within this range. The instruction on Line 657 initializes the
address 65536 in the read-only section with the value \01 from address 1040. The new lay-
out of linear memory after binary hardening is shown in Figure 24(c). The above changes
provide the pre-requisites necessary to mitigate the buffer overflow. Next, we need to
modify the existing instructions to utilize bound-checking functions and modified linear
memory to mitigate the buffer overflow.

First, we need to update the load on Line 647 to read from the read-only segment of
linear memory. This is achieved by updating the input value of the load instruction by
adding an offset to the previous address on Line 645 and Line 646, such that the new ef-
fective address points to 65536. Next, we need to add validations to the store instructions
to prevent them from writing over independent allocations and the read-only segment. To
prevent writing to the read-only segment, we invoke the readonly_bound_check() func-
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630 (module

631 ...

632 (func (;4;) (type 1) (param i32) ;; function definition: setX()

633 ...

634 loop ;; label = @4

635 ...

636 i32.const 1040 ;; upper bound on store

637 call 14 ;; invoke upper_bound_check()

638 call 10 ;; invoke readonly_bound_check()

639 i32.store8

640 ...

641 )

642 ...

643 (func (;5;) (type 0) ;; function definition: baz()

644 i32.const 1040

645 i32.const 64496 ;; offset to 65536

646 i32.add ;; Effective address = 65536

647 i32.load

648 call_indirect (type 0))

649 ...

650 (func (;10;) ...) ;; function definition: readonly_bound_check()

651 (func (;14;) ...) ;; function definition: upper_bound_check()

652 ...

653 (data (;0;) (i32.const 1024) "hello")

654 (data (;1;) (i32.const 1040) "\01")

655 (data (;2;) (i32.const 1056) "\02"))

656 ;; readonly segment starts at 65536

657 (data (;3;) (i32.const 65536) "\01") ;; copy \01 from addr 1040

658

Figure 26: Illustration of security measures implemented to mitigate the buffer overflow in
buffer.wat: (i) The function readonly_bound_check() from Figure 25(a) is inserted in
the binary on Line 650. (ii) The function upper_bound_check() from Figure 25(b) is
inserted in the binary on Line 651. (iii) The hardened binary uses the functions read-
only_bound_check() and upper_bound_check() along with read-only address remap-
ping on Line 646 to mitigate buffer overflows and control flow hijacking.
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tion before the store instruction as shown on Line 638. Since we know that the data \01 is
independent of the string hello in linear memory, we set the upper bound of the store

instruction as 1040. To prevent overwriting the data at address 1040, we inject the con-
stant 1040 as shown on Line 636 and invoke the upper_bound_check() function before
the store instruction as shown on Line 637. Thus, the introduction of memory segmenta-
tion and per-instruction bounds checking together mitigate the buffer overflow as shown
in Figure 26.

Concretely, mitigating the buffer overflow in Figure 23(a) involves the following changes
highlighted in Figure 26:

1. Adding two utility functions to validate linear memory addresses as shown on
Line 650 and Line 651.

2. Initialization of the constant “\01” in the read-only segment at the memory location
65536 as shown on Line 657.

3. Updating the linear memory reference for the load instruction by adding the con-
stant 64496 to 1040 on Line 646.

4. Adding a constant upper bound with the value 1040 for the store instruction in the
SetX function on Line 636.

5. Invoking function 14 on Line 637 to ensure that the store instruction does not violate
the upper bound.

6. Invoking function 10 on Line 638 to ensure that the store instruction does not write
to the read-only segment.

6.3 approach

The previous section demonstrated a buffer overflow vulnerability along with the pro-
posed changes to mitigate it. In this section, we present the following three step approach
for automatically hardening a WebAssembly binary:

collect execution traces and static metadata The first step in our approach
is to collect execution traces and memory access information based on test cases for
a WebAssembly module. In addition to the dynamic analysis, we infer properties
about the WebAssembly module such as the number of functions and the instruc-
tions present inside loops using static analysis.

identify transformation candidates and compute bounds The information
collected using dynamic analysis and static analysis is combined to produce values
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Figure 27: High level architecture of Wassy

that are necessary for the binary transformation. This includes identifying valid
indices for injecting the helper functions, determining the address and size for the
read-only segment, and identifying upper bounds on store instruction present in
loops.

transform the binary The last step is to analyze the transformation sets and ap-
plying the transformations. This includes injecting helper functions into the binary,
remapping linear memory, and injecting bound checks on store instructions.

Figure 27 shows the high-level architecture of Wassy.

6.3.1 Assumptions for Behavior Preservation

Wassy is a tool that operates on the WebAssembly binary and aims to mitigate security
vulnerabilities in cases where the source code is not available. Wassy uses a combination
of static and dynamic analysis to inject bounds checking and enforce memory segmenta-
tion. Ideally, we would want soundness guarantees about the transformations but there
are several challenges which make this infeasible. Once a program is compiled to a We-
bAssembly module from a source language, a lot of useful information is lost along the
way. For example, the source language contains information about the size and type of
variables and can distinguish between values and pointers. However, this information
is no longer available in WebAssembly, where there are no explicit boundaries between
variables and no distinction between integers and pointers. This lack of type information,
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combined with external dependencies add to unsoundness in static analysis, especially
when dealing with values. If we prioritize behavior preservation, the unsoundness in
static analysis will almost always mark all memory as mutable, and thus prevent any
meaningful mitigation. As a result, we complement the static analysis with dynamic anal-
ysis by collecting execution traces based on client test cases. While the static analysis
suffers from unsoundness, the dynamic analysis is often incomplete. If we prioritize secu-
rity based on the dynamic analysis, most mitigated binaries would end up being overly
restrictive, permitting only the execution flows present in the test cases, making them
unusable in practice.

We aim to find a middle ground between the unsoundness of static analysis and incom-
plete dynamic analysis such that we can mitigate some security vulnerabilities without
being overly restrictive while minimizing deviation from expected behavior. To achieve
this, we harden the binary (and linear memory) for the execution traces observed during
test execution. We choose to be permissive about linear memory addresses by treating
then as mutable in situations where sufficient information is unavailable. This approach
ensures that the transformation is behavior preserving for the execution traces observed,
but makes a best effort to preserve behavior for executions not seen before. The correct-
ness of the transformed binary is heavily reliant on the dynamic analysis being complete,
i.e., we assume that the test cases have sufficient coverage all permitted use cases. In-
sufficient coverage of permitted use cases can lead to potentially unsound behavior and
program crashes. This approach assumes the presence of adequate coverage of permitted
executions for the transformations to be sound. Considering the lack of source level infor-
mation and unsoundness in analysis, we believe it is a reasonable requirement to expect
adequate coverage of permitted execution to preserve behavior while mitigating security
vulnerabilities. This approach is similar to Control Flow Integrity (CFI) [33, 114, 119, 120,
174] enforcement approaches in the sense that control flow will always be redirected to
indices in linear memory that appear to be read-only. However, this approach does not
strictly enforce CFI and can result in some previously unseen executions. Future work may
include enforcing integrity of control flow by replacing call_indirect instructions with call

instructions where we observe the function table index to be constant during program
execution.

6.3.2 Collect Execution Traces and Static Metadata

Wassy performs a hybrid of dynamic instrumentation and static control-flow analysis to
guide and evaluate binary transformations that harden WebAssembly WASM modules.

Each WASM module is paired with a JavaScript driver that invokes the module. Wassy
modifies this driver to insert instrumentation hooks, enabling the capture of runtime
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behavior. During execution, all linear memory loads and stores are recorded along with
their effective address, value, and context. These memory traces are structured as entries
like [mem][store] addr=0x404 val=0x2f.

In addition to runtime logging, Wassy performs static analysis over each WASM module
to extract control-flow graphs and memory access metadata. This is done by translating
each module into a Datalog fact representation. Control-flow edges (cfg_edge.facts) are
analyzed to identify cyclic paths—i.e., loops—using a graph cycle detection pass. Memory
operations from memory_access.facts are then cross-referenced to determine which store
instructions occur within loops.

All instrumentation outputs—including memory access traces, stdout, crash state, and
transformation metadata—are stored in a relational database. This unified structure sup-
ports evaluation pipelines that compare baseline behavior against transformed variants
for correctness and mitigation, as described in Section 6.5.

6.3.3 Identify Transformation Candidates and Compute Bounds

The information collected in Section 6.3.2 is used to compute the labels and constants
necessary for applying the transformations.

identifiers for helper functions One of the transformations involves injecting
helper functions into the binary. The count of existing functions in the module ob-
tained from static analysis is used to generate the identifiers for helper functions.

upper bounds for store instructions in loops For each store instruction located
in a loop, Wassy locates the next memory-accessing instruction outside the loop (typ-
ically a load) and uses its lowest effective address as an inferred upper bound. The
lowest effective address is the lowest address accessed by the instruction during dy-
namic analysis. This information is used to insert instruction-specific bounds checks
before the corresponding store. These checks prevent stores within loops from writ-
ing beyond dynamic memory ranges observed to be valid.

bounds for read-only segment Separately, memory regions that are initialized but
not written to after startup are inferred as immutable. These are remapped to pro-
tected read-only segments by transforming the WASM binary and applying custom
enforcement functions. This ensures that accidental or malicious writes to static data
structures (e.g., strings, constants) are prevented at runtime. The dynamic analysis
informs the starting address (L) of the read-only segment and is computed using the
formula math.ceil((last_offset + 1) / PAGE_SIZE) * PAGE_SIZE. The size of the read-only
segment (S) is computed based on the number of bytes in linear memory that are ac-
cessed by load instructions but not by store instructions. The upper bound (U) of the
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read-only segment is computed as L + S. The lower and upper bound are referenced
in the rewrite rule READONLY-BOUND-CHECK as L and U respectively.

Once all the necessary values are computed and transformation candidates identified,
we apply the transformations.

6.3.4 Rewriting the Binary

In this section, we present the proposed transformations formally as a set of declara-
tive rewrite rules that can be applied to any WebAssembly binary. The approach con-
sists of two mechanisms for overflow mitigation (i) Memory Segmentation, and (ii) Per-
instruction bounds enforcement. The rewrite rules rely on certain facts extracted or com-
puted based on the hybrid static and dynamic analysis. Our tool (Wassy) implements the
necessary static and dynamic analyses along with the binary transformations to realize
these rules. The rewrite rules can be found in Figure 28 and Figure 29.

6.3.4.1 Memory Segmentation

This section describes the necessary transformation rules for introducing memory seg-
mentation and enforcing a read-only segment in linear memory.

READONLY-BOUND-CHECK: Memory segmentation involves creating a read-only
segment in linear memory. This rule introduces a set of functions that check whether
a linear memory address references this immutable section of memory.

This function is a write protection mechanism and is invoked before a store instruc-
tion. Let the bound checking function being inserted be defined as func(A){B}, where
A represents the parameters of the function and B represents the body of the function.
The function defines two parameters in A := (loc : i32, val : i32), loc and val, such
that the linear memory address passed to the store instruction will be bound to loc and
the value bound to val. The body B of the function contains two constants L and U that
represent the start and end of the immutable segment, respectively. The values of L and
U are computed based on the dynamic analysis and described in Section 6.3.3 The body
of the function compares the input address loc with the bounds of the read-only segment
and if loc is within the read-only segment, an error is thrown. If the input address is out-
side the read-only segment, the function pushes the input linear memory address and the
value back on the stack. Figure 25(a) shows the implementation of the bound checking
function in WAT syntax. This function is inserted into the binary after all other functions
for every WebAssembly module. Four variants of this function are injected into the binary
to handle the four different types of values, namely i32, i64, f32, and f64.
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L := Const(lower_bound) U := Const(upper_bound)

Let A be the parameters of the helper function,

such that A := (loc : i32, val : i32)

Let B be the body of the helper function,

such that B := if (L < loc < U) then (loc, val) else unreachable

then funck := func(A){B}

∀m : WebAssembly Modules where funck /∈ m

module((func1; ...; funcn; )) −→ module((func1, ..., funcn; funck); )
(Readonly-Bound-Check)

Sload : Set containing elements (i, l, v) from execution traces for load instructions

Sstore : Set containing elements (i, l, v) from execution traces for store instructions

where, i = instruction, l = address, v = value

Loc : (i, l, v) −→ l

Sreadonly := Loc(Sload) \ Loc(Sstore)

l‘ : Fresh address in read-only segment

l ∈ Loc where l not previously remapped

(module(...(data l v); ...) −→ (module(...(data l v); (data l ′ v); ...)
(Initialize-Readonly-Segment)

f ∈ SReadonlyBoundCheck instr ∈ Sstore

k := Identifier(f) such that, typeof(instr) == typeof(f)

∀instr ∈ Sstore where instr not preceded by (call k)

func(...(i32.store); ...) −→ func(...(call k); (i32.store); ...)
(Insert-Readonly-Segment-Check)

Sload_remap : Set of remapped (i, l, l’), where

i = load instruction, l = old address, l‘ = remapped address

such that, data accessed by l has moved to l‘

and offset := l‘ - l

∀(i, l, l ′) ∈ Sload_remap

where i not preceded by (const offset); (i32.add);

func(...(i32.load); ...) −→ func(...(const offset); (i32.add); (i32.load); ...)
(Remap-Readonly-Loads)

Figure 28: Rewrite rules describing the transformations for memory segmentation.
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INITIALIZE-READONLY-SEGMENT: This rule involves copying values from a location
in linear memory to a section that is defined as read-only.

Let Sload and Sstore be a set of execution traces for load and store instructions respectively,
and let Loc() be an auxiliary function that returns the linear memory address accessed
by these instructions. Then, the set of read-only locations Sreadonly is a set of all linear
memory addresses accessed by a load instruction, but not by a store instruction i.e., the
subtraction of Sstore from Sload. For every location l in Sreadonly, we assign a fresh memory
location l’ in the read-only segment and initialize l’ with the value present at location l in
linear memory.

INSERT-READONLY-SEGMENT-CHECK: This rule inserts a function call to the func-
tion defined by the rule readonly-bound-check. Let SReadonlyBoundCheck be a set of bound
check functions and Sstore be a set of store instructions in the program. Let k be the iden-
tifier for the read-only bound check function for a store instruction of type i32. Then, for
every store instruction in Sstore, we insert a call to function k before the store instruction.

REMAP-READONLY-LOADS: This rule updates load instructions to reference the newly
created read-only segment in linear memory instead of a mutable address.

Let Sload_remap be a set of (i, l, l ′) such that load instruction i accesses the linear memory
address l and the value at location l has been copied to a new linear memory address l ′

in the read-only section of linear memory. Then, for every instruction i, we compute the
offset, such that, the addition of l and offset results in the new effective address l‘. The
transformation is applied for every i where a constant offset and i32.add instruction is
injected before the load instruction.

6.3.4.2 Per-instruction bounds enforcement

This section describes the necessary transformation rules for introducing per-instruction
bounds enforcement for mitigating buffer overflows in the mutable segment.

UPPER-BOUND-CHECK: Similar to the READONLY-BOUND-CHECK rule, this rule
inserts a set of functions into the binary that enforce a dynamic upper bound on the linear
memory addresses that may be mutated by a store instruction.

Let the bound checking function being inserted be defined as func(A){B}, where A
represents the parameters of the function and B represents the body of the function. The
function defines three parameters in A := (loc : i32, val : i32, upper_bound : i32), loc,
val, and upper_bound, such that the linear memory address passed to the store instruction
will be bound to loc, the value passed to the store instruction will be bound to val, and
the highest memory address that the store instruction is permitted to write will be bound
to upper_bound. The upper_bound for the store instruction is computed as described in
Section 6.3.3. The body B of the function compares the location loc with the upper bound
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Let A be the parameters of the helper function,

such that A := (loc : i32, val : i32, upper_bound : i32)

Let B be the body of the helper function,

such that B := if (loc < upper_bound) then (loc, val) else unreachable

funck := func(A){B}

∀m : WebAssembly Modules where funck /∈ m

module((func1; ...; funcn; )) −→ module((func1, ..., funcn; funck); )
(Upper-Bound-Check)

f ∈ SUpperBoundCheck Identifier : instr ⇀ identifier Identifier(func k) −→ k

Smem_access : Set of (i, l), where i ∈ {store, load} such that

i = unique instruction, l = lowest memory address accessed

∀(i1, l1) ∈ Smem_access{∃(i2, l2) ∈ Smem_access | (l1 < l2)∧ (i1 ̸= i2)∧ (i1 = store)} then,

L : Collection of all l2 for every i1 Supper_bounds = {i1,min(L)}

Now, Supper_bounds : Set of (instr, ub), where instr == store

k := Identifier(f) such that, typeof(instr) == typeof(f)

∀(instr,ub) ∈ Supper_bounds where instr is inside loop

where instr not preceded by (const ub); (call k);

(loop(...(i32.store); ...)) −→ (loop(...(const ub); (call k); (i32.store); ...))
(Insert-Upper-Bound-Check)

Figure 29: Rewrite rules describing the transformations for per-instruction bounds enforcement.
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upper_bound and throws an unreachable error if the location is not within the bound. If
the input address is within the bound, the function pushes the linear memory address
and the value back on the stack. Figure 25(b) shows the implementation of the bound
checking function in WAT syntax. This function is inserted into the binary after all other
functions for every WebAssembly module. Four variants of this function are injected into
the binary to handle the four different types of values, namely i32, i64, f32, and f64.

INSERT-UPPER-BOUND-CHECK: This rule identifies the highest linear memory ad-
dress that a store instruction can mutate and inserts a call to a function defined by the
rule upper-bound-check to enforce it.

First, we need to find the upper bound for store instruction. Let Smem_access be a set of
pairs consisting of a unique load or store instruction i and the lowest address in linear
memory l accessed by i. Each unique linear memory address in this set is considered the
beginning of a new allocation in linear memory. Then, for every unique instruction (i1,
l1) in Smem_access that is a store instruction, we find another pair of (i2, l2), such that i2 is
a different instruction and l2 is higher in linear memory than l1. For every instruction i1,
we collect all locations l2 that satisfy the previous condition in a collection L. Thus, for
instruction i1, the collection L contains the starting addresses of data allocations on the
heap by other instructions that may get written over by an overflow. Consequently, we
select the closest allocation min(L) from this set as the upper bound for i1 and add it to
the set Smem_access as a pair (i1,min(L)). Finally, for every instruction in Smem_access that is
present inside a loop, we identify the appropriate function k from upper-bound-check and
apply the code transformation. The code transformation adds the static upper bound as
a constant and a call to function k immediately before the store instruction.

6.4 implementation

This approach is implemented in a tool called Wassy. The dynamic analysis is performed
by hooking into the JavaScript harness to extract runtime memory access. The static analy-
sis is implemented in Wassail by extracting control-flow graphs and memory access meta-
data. The control-flow graphs and metadata are expressed as facts which are consumed by
Datalog to perform a cycle detection pass to identify loops. The binary transformation is
implemented in Rust using Wasabi to parse code, manipulate ASTs, and emit transformed
code.

6.5 evaluation

In this section we evaluate Wassy by addressing the following research questions:
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• RQ1: To what extent do runtime memory traces extracted from original WASM exe-
cutions provide sufficient information to support effective security hardening?

• RQ2: To what extent does Wassy successfully mitigate memory corruption vulnera-
bilities in WASM binaries?

• RQ3: Does Wassy preserve benign program functionality when applied to non-
vulnerable (good) binaries?

• RQ4: What is the runtime overhead introduced by our binary transformations and
memory protections?

6.5.1 Testset and Experimental Setup

We evaluate Wassy using the Wasm-V [165] dataset, a curated suite of WebAssembly mod-
ules derived from C programs with known memory safety issues. The dataset contains
the following 6 categories of memory safety issues:

• CWE-121 (Stack-based Buffer Overflow) [36]: A stack-based buffer overflow condi-
tion is a condition where the buffer being overwritten is allocated on the stack (i.e.,
is a local variable or, rarely, a parameter to a function).

• CWE-122 (Heap-based Buffer Overflow) [37]: A heap overflow condition is a buffer
overflow, where the buffer that can be overwritten is allocated in the heap portion
of memory, generally meaning that the buffer was allocated using a routine such as
malloc().

• CWE-123 (Write-what-where Condition) [38]: Any condition where the attacker has
the ability to write an arbitrary value to an arbitrary location, often as the result of
a buffer overflow.

• CWE-124 (Buffer Underwrite) [39]: The product writes to a buffer using an index or
pointer that references a memory location prior to the beginning of the buffer.

• CWE-190 (Integer Overflow or Wraparound) [40]: The product performs a calcula-
tion that can produce an integer overflow or wraparound when the logic assumes
that the resulting value will always be larger than the original value.

• CWE-680 (Integer Overflow to Buffer Overflow) [41]: The product performs a cal-
culation to determine how much memory to allocate, but an integer overflow can
occur that causes less memory to be allocated than expected, leading to a buffer
overflow.
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Each C program is compiled to a WebAssembly module along with two input variations:

• A good variant: that follows a safe execution path representative of benign use.

• A bad variant: that triggers a vulnerability during execution (e.g., overflow, under-
flow) indicative of malicious use.

The dataset consists of 7,519 WebAssembly modules, of which, 2,389 were discarded be-
cause: (i) they contained unsupported instructions such as memory.copy or sign-extension
operations, or (ii) they exhibit unsafe behavior on the good variant. The evaluation is per-
formed on the remaining set of 5,130 WebAssembly modules. Table 7 shows a breakdown
of discarded modules by CWE.

The evaluation pipeline consists of:

1. Static Analysis: Extract control flow and memory access information from the input
WASM binary. We use a Datalog-based fact generation pipeline to identify Control
Flow Graph (CFG) cycles and memory-modifying instructions.

2. Dynamic Instrumentation: Execute each WASM module using a custom-instrumented
JavaScript harness that logs runtime memory accesses.

3. Transformation: Harden the bad variant by:

• Introducing Memory Segmentation.

• Introducing Per-instruction Bounds Enforcement.

4. Post-transformation Execution: Execute the hardened binary and collect memory
access traces.

All experiments were conducted on a 6-core 2.4GHz Intel Xeon CPU, with 32GB of
RAM, running Ubuntu 22.04. Execution times are averaged over multiple runs to account
for variance.

6.5.2 RQ1: Runtime Trace Collection Effectiveness

Our first research question investigates whether memory access traces collected from un-
modified WebAssembly binaries are sufficiently informative to drive effective hardening
transformations. Specifically, can Wassy reliably extract memory traces that provide the
necessary insight for secure binary rewriting?

To answer this question, we execute each WebAssembly binary using a modified JavaScript
harness that records memory access events during runtime. Instead of altering the bina-
ries themselves, Wassy instruments the surrounding JavaScript environment to observe
address-value pairs dynamically. We assess the traces based on two criteria:
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• Trace Completion: Whether memory events are consistently recorded for all test
cases.

• Trace Fidelity: The average number of memory events per binary, indicating trace
richness and analytical utility.

Trace richness is one many metrics that can be used to measure the quality of trace col-
lection. Augmenting trace richness with other coverage metrics such as the percentage of
memory access instructions covered, and the percentage of linear memory covered would
increase confidence in the effectiveness of our dynamic analysis. Table 7 presents trace
collection statistics across CWE categories.

Table 7: Breakdown of discarded WASM Modules and Memory Trace Collection Results by CWE
Category. The first row reads: The CWE-121 category contains 2074 WASM modules, 627 of
which had to be discarded and 1447 were transformed. During dynamic analysis, 1,445,483 exe-
cution traces were captured across the 2074 modules with 696.95 linear memory accesses recorded
for each module on average.

WASM Modules Trace Collection

CWE Total Discarded Final Traces Captured Avg. Observations

CWE-121 2074 627 1447 1,445,483 696.95

CWE-122 2642 770 1872 2,327,942 881.12

CWE-123 39 39 0 22,372 573.64

CWE-124 787 201 586 671,409 853.12

CWE-190 1892 667 1225 1,453,442 768.20

CWE-680 85 85 0 73,620 866.12

Total/Average 7519 2389 5130 5,994,268 797.21

Across all evaluated categories, Wassy successfully collected runtime memory traces
for every binary. Further, the average number of memory observations, i.e., the execution
traces for load and store instructions per binary indicates that the traces are sufficiently
detailed to inform transformation logic. Categories such as CWE-122 and CWE-124 yielded
the richest traces, suggesting extensive memory activity during execution—critical for
supporting fine-grained hardening.
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Answer to RQ1: Wassy successfully collects memory traces for all modules and gener-
ates sufficiently rich memory logs to support downstream hardening across all evaluated
WebAssembly binaries.

6.5.3 RQ2: Hardening Effectiveness

The second research question examines the security impact of applying Wassy’s hardening
transformations. Specifically, can Wassy prevent memory corruption vulnerabilities from
manifesting at runtime?

To answer this question, we consider 3 test cases for each WASM module:

• Base Good: A vulnerable version that is executed with safe inputs that do not trigger
any vulnerability. This serves as the ground truth.

• Base Bad: A vulnerable version that is executed with unsafe inputs that trigger
memory corruption.

• Hardened Bad: The transformed version of the vulnerable binary after applying
Wassy that is executed with the same unsafe inputs as in the case of base bad.

Each test case is executed under our instrumentation harness to collect memory traces
and standard output.

After hardening, we analyze the memory traces and classify the behavior based on the
following 3 categories:

• Ameliorated: The hardened binary exhibits behavior (execution trace) that is identi-
cal to the base good when invoked with the unsafe inputs, indicating that the unsafe
inputs did not corrupt memory.

• Detected: The hardened binary detects unsafe behavior and terminates the program
by executing a trap.

• Unmitigated: The hardened binary neither executes a trap nor has a trace identical
to the base good case. This is an over-approximation of unsafe behavior since any
mitigated binary with a different execution trace would be considered unmitigated.

The vulnerability is considered mitigated if the execution is classified as either ameliorated
of detected. Table 8 summarizes effectiveness by CWE category.

Wassy successfully mitigated memory corruption vulnerabilities across all major CWE

classes. The combination of Memory Segmentation and per-instruction bounds enforce-
ment proved effective in capturing critical memory violations. We observed that in 62.50%
of the cases, the hardened binaries mirrored the benign behavior of the good variant—producing
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Table 8: Breakdown of Hardening effectiveness and Runtime Overhead by CWE Category. The
first row reads: The CWE-121 category contains 1447 that were transformed. After hardening,
859 (59.36%) modules presented benign behavior under malicious inputs and a buffer overflow
was detected in 10 (00.69%) modules, both of these cases are considered mitigated. The average
execution time for the WASM modules before hardening was 0.3144 seconds and after hardening
was 0.3243 seconds indicating an overhead of 3.15%.

Hardening Effectiveness Runtime Overhead

CWE Modules Ameliorated Detected Total Mitigated Before (s) After (s) Overhead

CWE-121 1,447 859 (59.36%) 10 (00.69%) 869 (60.06%) 0.3144 0.3243 3.15%

CWE-122 1872 1,805 (96.42%) 4 (00.21%) 1,809 (96.63%) 0.3169 0.3250 2.55%

CWE-123 0 – – – – – –

CWE-124 586 434 (74.06%) 6 (1.02%) 440 (75.09%) 0.3160 0.3259 3.13%

CWE-190 1,225 109 (8.90%) 532 (43.43%) 641 (52.33%) 0.3161 0.3253 2.93%

CWE-680 0 – – – – – –

Total/Average 5,130 3,207 (62.50%) 552 (10.76%) 3,759 (73.29%) 0.3159 0.3251 2.94%

similar traces or outputs. In 10.76% of the cases, the memory corruption vulnerability was
prevented by terminating execution through a trap. The vulnerabilities remain unmiti-
gated in 26.72% of the cases and can generally be attributed to incomplete trace coverage
(e.g., missed store instructions or unexercised paths), indicating future benefits from sym-
bolic execution or fuzzing to expand dynamic visibility.

Answer to RQ2: Wassy prevented memory corruption in over 73% of tested WebAssem-
bly programs. In most cases, hardened variants preserved the expected benign behavior,
demonstrating the effectiveness of our automated transformations.

6.5.4 RQ3: Correctness and Preservation of Benign Behavior

The third research question evaluates whether Wassy alters the intended behavior of be-
nign programs. Specifically, does Wassy preserve functional correctness when applied to
non-vulnerable WebAssembly binaries?

To answer this question, we consider the WASM binaries and their corresponding safe
inputs from the Wasm-V dataset. These test cases (binary-input pairs) are expected to
execute safely and produce correct output. For each test case, we:

• Execute the original good binary and collect its standard output and runtime mem-
ory traces.
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• Apply Wassy’s full transformation pipeline to produce a hardened variant.

• Re-execute the hardened variant with the same inputs and compare behavior.

A transformation is considered correct if:

• Output Equivalence: The hardened binary produces the same standard output as
the original.

• Trace Compatibility: The memory access trace is functionally equivalent or seman-
tically aligned.

Wassy consistently preserved correct behavior across all benign programs in the test
suite. No regressions, runtime errors, or unexpected outputs were introduced by the hard-
ening process. These results highlight the precision of our binary rewriting:

• Transformations are guided by observed memory behavior and guarded by static
checks.

• Inserted protections (e.g., bounds checks, read-only segments) do not interfere with
normal control or data flow.

• The hardened binaries remain semantically equivalent to their original counterparts.

While these results are encouraging, future work could incorporate formal equivalence
checking, alternative runtimes, or concolic testing to strengthen behavioral guarantees.

Answer to RQ3: Wassy maintained 100% functional correctness across all tested non-
vulnerable WebAssembly programs, confirming the safety and precision of its transfor-
mations.

6.5.5 RQ4: Runtime Overhead

The final research question assesses the performance cost of applying our hardening trans-
formations. Specifically, what is the runtime overhead introduced by Wassy’s transforma-
tions on WebAssembly binaries?

We measure the execution time of each test case before and after applying our full
hardening pipeline, including read-only memory protection and per-instruction bounds
checks. To account for execution variance, we execute each test case 20 times under iden-
tical conditions. We report the average runtime, discarding the minimum and maximum
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values to mitigate the impact of outliers. All measurements are performed using a stable,
Node.js (v22.15.0) runtime on a quiet system. Runtime overhead is then computed as:

Overhead (%) =
Thardened − Tbase

Tbase
× 100

Table 8 presents the observed runtime overheads across all CWE categories. Runtime
costs are generally low, with variation depending on memory access intensity and fre-
quency of stores within loops. We observe that the runtime overhead is roughly 3% in all
cases.

Answer to RQ4: Across all evaluated cases, the average runtime overhead of Wassy was
under 3%, on average, with heavier memory workloads exhibiting slightly higher over-
head due to bounds checking.

6.6 discussion

While Wassy achieves practical hardening of WebAssembly binaries, several limitations
constrain its current generality and precision.

trace coverage Our reliance on dynamic memory traces means effectiveness de-
pends on input quality. Unexercised code paths may lead to unprotected memory re-
gions. Incorporating input fuzzing or concolic execution could expand trace coverage
and strengthen protection guarantees.

static heuristics We infer upper bounds for loop-contained stores using control-
flow cycle detection and subsequent memory accesses. This heuristic works well in many
cases but may fail for complex or irregular control flow. More precise static dataflow
analysis may improve the accuracy and applicability of this technique.

wasm feature support Our transformation tools currently do not support some
WASM extensions, such as sign-extension operators or SIMD. Supporting a broader set
of WASM features is necessary to ensure compatibility with a wider range of real-world
modules.

dataset scope Evaluation is based on Wasm-V, a curated dataset derived from com-
piled Juliet test cases. While useful for controlled analysis, these do not capture the full
diversity of modern WASM usage. Expanding to real-world binaries and fuzzed programs
will help evaluate generality and robustness.
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result interpretation We determine mitigation success by comparing memory
traces and stdout. While practical, this may miss subtle behavioral divergences. Future
work may benefit from more semantic equivalence testing or runtime invariant checking.

Wassy provides a promising base for binary-level WASM hardening. Future improvements
will focus on hybrid analysis, broader dataset evaluation, and expanded transformation
support.

6.7 conclusion

In this work, we presented Wassy, a binary-level framework for hardening WebAssembly
modules against memory corruption vulnerabilities. By combining dynamic analysis with
targeted rewriting, Wassy instruments WebAssembly binaries to enforce memory segmen-
tation and per-instruction bounds checks that proactively guard against buffer overflows
and related memory violations.

Our evaluation demonstrates that Wassy is capable of mitigating real vulnerabilities
across a range of representative test cases, while preserving the correctness of benign
binaries. The system operates directly at the WASM binary level, without requiring source
code or compiler modification, and introduces minimal runtime overhead.

These results highlight the potential of post-deployment binary transformation as a
practical defense mechanism for WebAssembly applications. We believe this work lays the
foundation for future advances in WASM security tooling, and opens promising directions
for hybrid analysis, fine-grained memory safety enforcement, and formal reasoning about
binary-level protections.
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R E L AT E D W O R K

7.1 declarative software rewriting

There are several language-specific declarative rewriting tools as well as generic software
transformation toolsets and DSLs for writing transformation tools. Stratego [30] is a lan-
guage and toolset for program transformation that is comprised of two parts, a DSL for
expressing program transformations and a set of reusable transformation components
that can be derived from declarative specifications. Spoofax [79], built on top of Strat-
ego, is a language workbench for DSLs and integrates language processing techniques
into an IDE. Rascal [85] is a DSL for source code analysis and program manipulation
that aims to reduce boilerplate and abstract away from the tight integration of tools and
techniques for program analysis. DMS [24] is a software engineering toolkit that can de-
fine arbitrary specifications and apply source-to-source and procedural transformations
at scale. Coccinelle [90] is a program matching and transformation tool for C that allows
developers to write code manipulations using a generalization of the patch syntax. Coc-
cinelle4J [78] is a variant of Coccinelle for Java. TXL [47] is another DSL for writing tools
and applications for program transformation. This DSL uses a combination of first order
functional programming and term rewriting for source code manipulation. Cubix [88] is
a multi-language, source-to-source program transformation system that uses a new pro-
gram representation called incremental parametric syntax. Piranha [129] is an automated
code refactoring tool designed to delete code that corresponds to stale feature flags. Poly-
gotPiranha [81] proposes a new DSL to bridge the gap between language specific rewrite
tools and lightweight match-replace tools by extending the functionality and increasing
the expressivity of lightweight match-replace tools.

7.2 imperative software rewriting

Several software rewriting tools are based on an imperative paradigm. Balaban, Tip, and
Fuhrer [22] present a method for migrating legacy classes in Java to replacements speci-
fied by the programmer. This method is implemented in the Eclipse IDE. JDeodorant [61]
is another Eclipse plugin that identifies opportunities to extract cohesive classes from a
large complex class and applying the refactoring chosen by the developer. LambdaFica-
tor [63] is a tool that automatically migrates anonymous inner classes and loops over
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collections to Lambda functions. Ketkar et al. [80] present an approach for automated
type migration in a program by using a graph representation of type structure and using
parallel MapReduce to scale the analysis. OpenRewrite [126] is a multi-language tools for
software rewriting that is operates on the lossless syntax tree and performs transforma-
tions based on reusable rewrite recipes. Ossendrijver, Schroevers, and Grelck [127] present
an approach that combines ErrorProne [9] and Refaster [170] for library migrations.

7.3 example guided software rewriting

Refaster [170] is a tool for rewriting Java programs based on a set of compatible before-
and-after code examples. Lase [106] is a tool that creates context-aware edit scripts from
two or more examples to automatically identify edit locations and transform the code.
Blue-Pencil [112] is a tool that observes user behavior to identify repetitive edits and
suggests similar transformations at other locations. Overwatch [177] is a similar edit tool
that observes user behavior in an IDE and suggests similar transformations. Melt [130] is
a tool that generates lightweight API migration rules from pull requests in popular library
repositories. TC-infer [82] infers information about type migrations from open source
repositories and generates rewrite rules to perform these transformations. SOAR [118] is
a tool for migrating Data Science APIs that learns API representations and data mappings
between APIs from documentation

7.4 introducing asynchrony in synchronous code

To our knowledge, our work is the first technique in the latter category that is concerned
with refactoring synchronous APIs into asynchronous equivalents, and that is concerned
with JavaScript. Dig et al. [51] present Relooper, a refactoring tool for converting sequen-
tial loops into parallel loops in Java programs. Java introduced a ParallelArray, capable
of applying a function to each element in parallel, and their tool performs a variety of
program analyses to establish the safety of the transformation—both our and their tools
present transformations as suggestions to mitigate potential unsoundness. When Java
introduced parallel streams, Khatchadourian et al. [83] proposed a refactoring tool for mi-
grating between sequential and parallel streams, in a similar spirit to how Desynchronizer
proposed refactorings from synchronous to asynchronous APIs. Wloka, Sridharan, and
Tip [173] is concerned with a whole-program transformation to make programs reentrant,
which crucially allows them to be safely deployed in parallel. While this is a sync-to-async
transformation tool like Desynchronizer, the use case is quite different, as we introduce
asynchrony on a smaller scale. Dig, Marrero, and Ernst [50] introduce a refactoring tool
called Concurrencer for introducing data structures from the java.util.concurrent library.
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Concurrencer can parallelize arbitrary code, though users need to explicitly specify shared
data for Concurrencer to work. In contrast, Desynchronizer only refactors synchronous API

calls, but generates refactoring suggestions automatically.

7.5 translation within asynchronous programming paradigms

Gallaba et al. [64] explored how to refactor older, callback-based JavaScript code to use
promises. Where their work is concerned with converting one style of asynchronous
programming to another, ours is concerned with converting synchronous code to asyn-
chronous code. Most previous research on refactoring of asynchronous or concurrent code
is concerned with languages such as C#, Java, and Android. Okur et al. [123] present Asyn-
cifier, a tool that converts callback-based code to use the .NET async/await constructs. Lin,
Radoi, and Dig [97] present Asynchronizer, a tool for extracting long running computa-
tions in Android applications using the AsyncTask asynchronous programming construct,
using a static points-to analysis to establish the safety of transformations. Lin, Okur,
and Dig [96] also present a tool for correcting misuse of old asynchronous program-
ming idioms, and modernizing the code. These approaches focus on converting older
asynchronous code to newer asynchronous code, whereas Desynchronizer introduces asyn-
chrony where none was present. Other work on C# includes work by Okur, Erdogan, and
Dig [122] on two refactoring tools, Taskifier and Simplifier, for introducing Task abstrac-
tions and transforming them into higher-level design patterns. This is another example of
a migration from one asynchronous paradigm to another (from low level Thread abstrac-
tions to higher level asynchronous design patterns).

7.6 understanding asynchronous programming

There is wide body of work on understanding asynchronous applications, e.g., work by Al-
imadadi et al. [13] on understanding event-based asynchrony in JavaScript applications,
on understanding asynchrony on the entire application stack [12], and on understanding
the effects of DOM-sensitive changes [11]. This is complementary to our work, as Desyn-
chronizer and Lazifier presents refactorings (that introduce asynchrony!) as suggestions to
be vetted by programmers.

As Java’s support for concurrent programming matured, tools were needed to help pro-
grammers choose the right constructs: Schäfer et al. [136] present Relocker, an automated
tool that assists programmers with refactoring synchronized blocks into
ReentrantLocks and ReadWriteLocks, to facilitate the performance tradeoffs associated with
different types of locks. Other work by Schäfer et al. [135] introduces synchronization
dependencies that refactoring engines must respect to preserve the correctness of com-
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monly used refactorings in the presence of concurrency. More abstractly, Song et al. [142]
propose a workflow refactoring to change the layout of regions of code to maximize
concurrency and block-structuredness of applications. Zhang et al. [175] also explore this
abstract space, detailing tooling to separate concurrency from the application design. This
would allow programmers to decouple parallelism from core application functionality.

7.7 debloating and lazy loading

Software debloating is well-studied. Many applications contain far more code than is re-
quired, commonly referred to as “dead code”, and the study of debloating is the study
of how to determine and safely remove this dead code. Besides increasing application
size, dead code is undesirable as it increases the “attack surface” of an application, i.e.,
more code provides more opportunities for an attacker to take advantage of a system. For
example, Bhattacharya et al. [27] studies situations where functions accumulate more fea-
tures than are strictly necessary, yielding poor performance when spurious functionality
is not needed. Koo et al. [87] propose configuration-driven software debloating, where
application configurations are linked with feature-specific libraries, and libraries are only
loaded when the appropriate configuration criteria are met. This is a semi-automated pro-
cess, and the code itself is not changed. Doloto [101] proposes an approach that leverages
developer-supplied application traces to automatically refactor applications to load entire
“routes” lazily, only when they are needed; their approach performs dynamic loading syn-
chronously, which is disallowed in the modern web standard. Soto et al. [143] propose an
approach to automatically specialize Java dependencies according to how they are used
by the application’s test suite, and Sharif et al. [138] propose a technique that leverages
constant value configuration data to specialize applications.

Some recent work has been concerned with debloating JavaScript applications. Stubb-
ifier [153], for example, leverages an application’s test suite to determine “probably un-
used” code and replace this code with small stubs that can dynamically fetch and exe-
cute the code if it was actually needed. Stubbifier cannot debloat client-side applications
(which, incidentally, rarely have test suites). Malavolta et al. [105] propose a technique to
debloat client-side JavaScript applications with various levels of optimization; first, dead
code is determined by consulting a call graph of the application, and one of the optimiza-
tion levels proposed in the work replaces dead code with snippets to load the code lazily.
Vasquez et al. [161] propose a technique that flags external library functions as being po-
tentially dead, and removes them once a programmer confirms that they are truly unused.
These pieces of work are concerned with removing unused functionality, and often lazily
loading the dead code if they were wrong about the code being dead, whereas Lazifier
removes conditionally used functionality, and none of these tools would not remove the
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packages identified by our approach as they are used in the application. In a sense, these
approaches are complementary.

7.8 framework-specific studies

Reactor being focused on React, a predominant JavaScript framework, aligns with the
broader academic practice of deeply studying influential libraries and frameworks within
a programming language. An example of such foundational tools is the research done on
TensorFlow. Lagouvardos et al. introduced Pythia, a static analysis tool for TensorFlow to
track tensor shapes and detect dynamic type errors, identifying shape-related bugs [89].
This approach closely models TensorFlow’s value-flow semantics, demonstrating a con-
crete application of static analysis in identifying practical bugs within TensorFlow applica-
tions. Zhang et al. performed an empirical analysis on TensorFlow program bugs, offering
insight into common defect categories, their symptoms, and root causes, as well as eval-
uating debugging strategies [176]. Filus et al., using static analysis tools, identified six
common types of security threats in TensorFlow applications [59]. They provided insights
into their causes and impacts and offered recommendations to improve code security and
quality. Liu et al. introduced SHAPETracer, a static analysis and constraint-based tool de-
veloped to detect the top three types of TensorFlow bugs in real-world industrial settings,
demonstrating rapid and effective bug identification [99].

7.9 analyzing react and its semantics

React is the most popular JavaScript front-end framework and is used by over 1.3 million
websites globally [45] and offers great research opportunities for optimization. Several
studies have explored React’s architecture and principles in the context of optimization to
enhance its performance and usability and to understand its underlying behavior, high-
lighting the importance of this area of research. Anastasia et al. studied 5,572 vulnerabil-
ity reports from React.js, focusing on how third-party dependencies impact security. This
study reveals that managing updates effectively can mitigate common vulnerabilities [14].
Ferreira et al. present an empirical study of refactoring in React applications, identifying
a catalog of 25 refactoring operations tailored to React alongside 17 adapted traditional
refactoring operations, providing actionable insights for enhancing the design and main-
tainability of React-based web applications [141]. Ferreira et al. identified 12 unique code
smells specific to React-based applications, demonstrating that these issues are not ad-
dressed by general-purpose catalogs [58]. In [144], the authors explored the development
principles and architecture of React, highlighting its component-based structure, one-way
data flow, and functional programming principles that enhance performance and devel-
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oper usability. Madsen et al. presented a formal semantics for a core subset of React,
capturing the essence of its component life-cycle, state changes, and reconciliation, facili-
tating program understanding, testing, and bug detection [103]. These studies provide a
general examination of React’s architecture and formal semantics, while Reactor specifi-
cally focuses on component re-rendering upon user interactions and UI updates.

7.10 ui optimization

Optimizing User Interface frameworks is critical for interactive applications to ensure
responsiveness and enhance user experience, leading to extensive research in this area.
Diniz-Junior et al. conducted a comparative study of three Java-Script UI frameworks: Re-
act, Vue, and Angular. They found that Vue had the fastest DOM manipulation, React had
the best interaction time, and Angular had the largest bundle size [52]. Similarly, Siahaan
et al. [140] conducted an analysis on the rendering performance of React, Vue, Next.js, and
Nuxt.js. They found that Vue had the fastest initial rendering times, while React excelled
in speed, index and user interactions. Next.js was best in server-side rendering. Addi-
tionally, Ollila et al. [124] compared rendering strategies of modern web frameworks,
including Angular, React, Vue, Svelte, and Blazor, finding significant differences in per-
formance, particularly in how they handle updates and static content rendering. They
noted frameworks like Vue and Svelte, which automatically track dirty components and
only process data bindings on updates, perform significantly better than those like React
and Blazor, which re-render entire subtrees and do not differentiate between static and
dynamic content. These studies compare rendering performance of various JavaScript UI
frameworks, whereas Reactor is focused on improving React’s responsiveness by optimiz-
ing performance and reducing unnecessary re-renders during UI updates.

7.11 javascript performance optimization

Addressing performance issues in JavaScript is crucial for optimizing web applications,
as demonstrated by several studies focusing on inefficient API usage, asynchronous op-
erations, and anti-pattern detection. Selakovic et al. [137] demonstrated that inefficient
API usage falls among JavaScript’s most important performance issues. They found that
most optimizations require minimal code changes. Turcotte et al. [156] identified anti-
patterns in JavaScript’s promises and async/await, leading to inefficiencies and developed
DrAsync, a tool to detect and visualize these issues. Arteca et al. [16] demonstrated that
sub-optimal scheduling of asynchronous I/O operations in JavaScript can be improved
by reordering them using static side-effect analysis, resulting in significant performance
gains. Ferreira et al. [141] provided a comprehensive catalog of React-specific refactoring
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by studying top GitHub projects, offering insights into best practices for maintaining and
improving the quality and performance of React applications. While these studies focus
on various performance issues such as API usage, asynchronous operations, and general
refactoring practices, Reactor specifically targets enhancing React application performance
by addressing re-rendering anti-patterns and optimizing UI update processes.

7.12 the react compiler

Meta’s React team recently announced the React Compiler [107], an experimental ex-
tension to React that aims to render React applications more efficiently. However, the
compiler does not aim to provide perfectly optimal re-rendering with zero unnecessary
computation. However, it’s important to note that while our work is a research proto-
type exploring various optimization techniques, their tool is in the experimental stage.
Their method introduces a new compilation layer, which inherently limits the range of
optimizations due to the need to guarantee correctness at the compiler level, while our
work suggests code refactoring that leverages preexisting and well-tested methods. Fur-
thermore, to leverage the complete set of features, the React Compiler requires users to
use React version 19. Instead, Reactor only requires using functional components, which
have been the preferred paradigm since the introduction of life-cycle hooks in React 16.8,
instead of class components.

7.13 binary instrumentation

Binary instrumentation frameworks allow developers to build binary analysis tools like
checkers and profilers. Well-known frameworks for x86 binaries include Valgrind [117],
which is primarily used for memory debugging and leak detection in C programs, and
DynamoRIO [32], which supports run-time code transformations. Lehmann et al. [92] de-
veloped Wasabi, an instrumentation framework for dynamic analysis of WebAssembly
binaries. Wasabi inserts instrumentation hooks into the WebAssembly binary to allow the
development of analyses such as instruction profiling and dataflow analysis. While these
tools are useful for finding issues in binaries and developing analysis techniques, unlike
Wassy they do not implement mitigations for these issues, specifically in a compiled bi-
nary.
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7.14 webassembly security

Kolosick et al. [86] present a technique for Software-Based Fault Isolation (SFI) that relies
on the identification of zero-cost conditions that, if satisfied, enable the implementation
of context-switching using ordinary function calls. Stievenart et al. [149] report that com-
piling existing C programs to WebAssembly for cross-platform distribution may require
source code adaptations to prevent security vulnerabilities. Lehmann and Pradel [93]
present a learning-based approach for assisting security experts with understanding We-
bAssembly binaries by predicting precise high-level type information that goes beyond
WebAssembly’s basic low-level int and float types. Bhansali et al. [26] explore a range of
obfuscation techniques for WebAssembly binaries. Romano et al. [133] present Wobfus-
cator, a technique for obfuscating JavaScript code in a way that evades modern malware
detectors by translating (malicious) JavaScript code into WebAssembly. Swivel [115] is a
compiler framework that hardens WebAssembly against Spectre-style attacks for mod-
ules running outside of the browser. Johnson et al. [77] present an approach for verifying
the memory of WebAssembly binaries post-compilation along with a formal proof of the
verifier soundness using the Coq theorem prover.

Fuzzm Lehmann, Torp, and Pradel [94] presents a binary instrumentation technique
that injects canaries in the heap and stack to detect vulnerabilities and combines it the
input generation algorithm from AFL fuzzer in a WebAssembly VM. WAFL Haßler and
Maier [75] is a coverage-guided fuzzer for WebAssembly based on AFL++ that modifies
the WebAssembly VM to generate coverage data. WasmFuzz Bauckholt and Holz [23]
explores the use of WebAssembly as a compilation target for source code and fuzzing
harnesses, treating WebAssembly as an intermediate representation.

Several widely used industry tools, WABT [163], Binaryen [28], and Twiggy [157], use
static analysis for optimizing and reducing the size of WebAssembly binaries. Stievenart et
al. presented a static information flow analysis for detecting security vulnerabilities [148],
a static slicing technique for WebAssembly with applications in reverse engineering, code
comprehension, and security [146], and a general-purpose static analysis framework for
WebAssembly [147]. Andrès et al. Andrès et al. [15] present owi and Ningyu et al. present
Seewasm, which are tools for symbolic execution of WebAssembly modules. Owi is build
on a modular, monadic interpreter and can execute WebAssembly with concrete and sym-
bolic values. Brito et al. Brito et al. [31] present Wasmati, a static analysis tool and security
scanner based on code property graphs that can used for finding security vulnerabilities
in WebAssembly modules. Baek et al. Baek et al. [21] present Wasm-R3, a technique to
record and replay Wasm binaries by instrumenting the binary to collect execution traces
and producing an executable standalone replay module.



8
C O N C L U S I O N

In this thesis, we set out to show that Declarative software rewriting can be used to auto-
matically improve the performance, responsiveness, and security of Web applications. We used
declarative software rewriting to describe three performance optimization techniques in
JavaScript applications and one security optimization application in WebAssembly.

8.1 introducing asynchrony in javascript applications

In Chapter 3, we developed a technique to introduce asynchrony in synchronous JavaScript
applications. JavaScript libraries offer both synchronous and asynchronous APIs for many
common I/O operations. Although asynchronous APIs are generally preferred for their
superior responsiveness and performance, developers often choose synchronous APIs due
to their simplicity and ease of use. This technique uses unsound static analysis to iden-
tify synchronous JavaScript APIs and applies a set of rewrite rules to transform them to
asynchronous equivalents. The technique is implemented in a tool called Desynchronizer.

In an empirical evaluation on 12 applications, Desynchronizer identified 316 synchronous
API calls. 256 of these API calls were identified as transformation candidates, 244 of which
were transformed successfully. Only 12 transformations resulted in behavioral changes,
most of which can be attributed to unsoundness in the call graph analysis. As such, the
transformations are presented as suggestions to the user and should be carefully reviewed
before application.

8.2 introducing lazy loading in javascript applications

In Chapter 4, we present a technique for introducing lazy-loading in client-side JavaScript
applications. Smaller bundle sizes help to minimize the time users wait for a web applica-
tion to load and become responsive. Many existing tools such as bundlers and minifiers
aim to reduce bundle size by eliminating dead code, but do not handle cases where the
the code is required eventually, but not at application start-up. We implement this tech-
nique in a tool called Lazifier.

Lazifier uses unsound static analysis to identify external libraries that are used only in
the context of event handlers and required conditionally. We identify the set of changes
required to load such dependencies lazily and apply a set of transformations that are
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specified as declarative rewrite rules. We evaluated Lazifier on 10 open source client-side
JavaScript applications. Lazifier successfully transformed all the applications, reducing the
bundle size by 36.2% on average, resulting in improvement in start-up time by 29.7%

8.3 preventing superfluous re-rendering in react applications

In Chapter 5, we present a technique to identify and remediate superfluous re-rendering
in React Applications. React is one of the most popular frameworks for creating single
page applications in JavaScript and uses a declarative style for creating a UI. This en-
ables react to compute what parts of the UI have changed and need to be re-rendered in
response to user interactions. However, if developers are not careful, this can lead to un-
necessary computation and superfluous re-rendering. We identified 5 anti-patterns that
cause superfluous re-rendering in React and developed a tool to remediate them. This
technique is implemented in a tool called Reactor.

Reactor uses unsound static analysis to identify situations where superfluous re-rendering
may occur. For each anti-pattern, Reactor applies a set of rewrite rules that transform the
code and remediate that identified anti-pattern. We evaluated Reactor in a targeted study
on 23 open source React projects and performed a large-scale evaluation to study the
prevalence of anti-patterns in 7,760 open source projects. In the targeted evaluation, the
tool transformed 313 anti-pattern instances, resulting in an average reduction of 33.3% in
rendering operations. We observed unsoundness in only one instance. In the large-scale
study, we found at least one instance of an anti-pattern in 92.1% of the projects.

8.4 introducing memory segmentation to webassembly

In Chapter 6 we present a technique binary rewriting technique for hardening WebAssem-
bly binaries. WebAssembly contains several safety features by design, but is still suscep-
tible to buffer overflows and control flow hijacking. Moreover, the vulnerabilities can be
difficult to detect and remediate if the source code is unavailable. We introduce mem-
ory segmentation and implement bound checks on store instructions to mitigate buffer
overflow vulnerabilities. This technique is implemented in a tool called Wassy.

Wassy uses a combination of static and dynamic analysis to record execution traces
and memory access information. This information is used to identify immutable data in
linear memory and bounds for store instructions in loops. Wassy uses this information
and applies a set of rewrite rules to transform the binary to mitigate buffer overflows.
Wassy relies on client provided test cases to drive the dynamic analysis and assumes ade-
quate coverage of permitted executions. Inadequate execution traces can lead to potential
unsoundness in transformed binaries.
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Wassy is evaluated on a curated dataset of 5,130 WebAssembly binaries with known
vulnerabilities. Wassy mitigated vulnerabilities in 73% of binaries while adding a runtime
overhead of only 3%. We did not observe unsoundness in the transformed binaries in our
evaluation.

8.5 discussion

8.5.1 Unsoundness in Analysis

Chapters 3-5 present techniques for optimizing JavaScript applications using static anal-
ysis. JavaScript is a dynamically typed programming language with dynamic and highly
permissive semantics. Although efforts have been made to extend JavaScript with static
typing (Flow [60] and TypeScript [159]), many real-world programs either lack static types
completely or often use imprecise types such as any. This makes a sound and precise
analysis of JavaScript extremely difficult. An analysis is considered sound if and only if it
does not produce any false negatives, i.e., a sound analysis is guaranteed to report every
entity that satisfies the constraints of the analysis, while potentially reporting false posi-
tives. Sound analysis often leads to over-approximation to prevent false negatives, which
can result in less useful information such as reporting “Top” as the type for variables or
reporting all functions as targets in a call graph. Precision, on the other hand, deals with
how precise the information reported by an analysis is. For example, an analysis that
reports the type as “number” is considered more precise than an analysis that reports
“any”. In the context of a call graph, a precise call graph would report fewer targets than
an imprecise analysis. Ideally, we want the analysis to be sound and precise, but this is
often computationally intensive and does not scale to larger programs.

In this work, we rely on unsound static analysis to extract information about control
and data flow in programs, ensuring that the analysis can scale and terminate in a rea-
sonable amount of time. This ensures that the tools presented in this work can be used
to transform real-world programs. However, the unsoundness can result in missed edges
in the call graph or unsound assumptions about certain program behaviors. We acknowl-
edge that this can lead to unsound transformations and present the changes as sugges-
tions to be reviewed by developers. During our evaluation, we observed that incorrect
transformations are not very common and conclude that some soundness in the analysis
is worth sacrificing to make the tools fast and usable in practice.

An interesting direction for this research could be to use other techniques such as
dynamic analysis or partial execution in conjunction with static analysis and observe the
impact on reliability of transformations.
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Unlike static analysis, dynamic analysis does not contain false positives. However, dy-
namic analysis can often be incomplete, i.e., the available set of inputs or test cases may
not cover all the functionality. In Chapter 6, we use incomplete dynamic analysis of We-
bAssembly binaries to harden partial execution flows through binary rewriting. In prac-
tice, incomplete dynamic analysis might be sufficient to reliably transform binaries if the
client application exercises all parts of the external module that it intends to use. This is
similar to the guarantees associated with control flow integrity. Nevertheless, using tech-
niques such as Concolic execution could be used to achieve higher coverage of the binary
and more reliable transformations.

Thus, although the analysis used in this manuscript is unsound, we believe that it is
sufficiently sound to provide useful insights to perform meaningful transformations in a
reasonable amount of time.

8.5.2 Towards a Unified Framework for Declarative Software Rewriting

In this manuscript, we use Declarative Rewrite Rules to formally define the transforma-
tions for different techniques. This is a convenient and language-agnostic way of describ-
ing the analysis and code changes that abstracts away low-level details of the implementa-
tion. In practice, the implementation of the program analysis and associated transforma-
tions is often quite complex and does not share the elegance and simplicity of the rewrite
rules. For example, code transformations may be implemented as modifications on the
AST. This may be implemented imperatively as an AST traversal that modifies nodes in-
stead of string manipulation. Such an approach ensures that the resulting transformations
are well-formed and do not result in syntax errors. Many rewriting techniques choose to
develop new DSLs to describe and implement the rewrite rules. This often results in users
having to learn a new DSL which can, at times, be fairly complex and difficult to learn.

In this work, we focus primarily on describing the transformation techniques declara-
tively, but leave the implementation open ended. In our implementation, we choose to
keep the analysis and transformation tool as separate entities. The analysis produces a set
of source locations that are tagged with the transformation rule applicable at that location.
The transformation tool consumes this set of tagged entries and performs the necessary
manipulations on the code. The only constraint that we enforce in our implementation
is that the analysis component and the transformation component must agree on the in-
terface to communicate the information necessary for transformation. As a result, we are
free to use static or dynamic analysis with no constraints on the framework as long as
we produce an output that the transformation component can consume. Similarly, we can
use any method for source manipulation as long as it can infer the necessary informa-
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tion from the defined interface. Thus, if we use declarative tools for analysis and code
manipulation, the implementation can also become declarative.

Concretely, we have a well-defined software analysis and transformation pipeline that
we use to implement the rewrite rules from Chapters 3-5. The transformation pipeline
uses CodeQL for static analysis and our own implementation of an AST based code ma-
nipulation tool. The two components use a specially formatted string for communication
as shown below:

"/path/to/file.js:<line,col>--<line,col>~~~await_call???\{\"key\":\"value\"\}"

The string contains the path to file containing the source code, and identifies the node
to be transformed using the line and column information for the start and end of the
node. Next, the string tags the source location with the applicable rewrite rule, that is
AWAIT-CALL in this example. Finally, the static analysis may provide additional optional
information as a set of key-value pairs to assist the transformation. The static analysis, al-
though often much more complicated than described in the rewrite rules, is implemented
as a CodeQL query. The below code shows the query for AWAIT-CALL:

import javascript

import client_side_debloating_lib

import write_call_graph

/*
~~~ find call sites of newly async functions that now need to be awaited

*/

from

ImportDeclarationToMakeDynamic dynImpDecl, DataFlow::InvokeNode ce

where

// get all call sites of functions that are transformed

ce.getACallee() = reverseCallTree(dynImpDecl.getASpecifier().getLocal().getVariable().

getAnAccess().getEnclosingFunction())

select

buildTransformationString(ce.asExpr()) as transformation

The auxiliary function reverseCallTree and the custom class ImportDeclarationToMakeDynamic

abstract away much of the complexity of building the call graphs and identifying the
focal nodes for our transformation. Lastly, we implemented the transformation tool in
typescript using babel [20] for AST parsing, traversal, and code generation. However, our
implementation abstracts away many of the low level details such as parsing the input
from the analysis, file reads and writes, AST parsing and code generation, and AST traver-
sal. The user only needs to create a file for every rewrite rule and implement the code for
making the necessary changes to the AST node. The implementation for the AWAIT-CALL
is shown below:

export default function makeAsync(td: TransformationDetails) {
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const theNode: NodePath<T.Node> = td.astNodeAfter;

if (!theNode.isFunction()) { // node is not what we expected.

logger.log"Expected a function, got a " + theNode.type));

return;

}

// Make it async.

theNode.node.async = true;

// framework handles writing out the changes.

}

Thus, we have a flexible software rewriting pipeline that is synergistic with the declarative
rewrite rules. We would like to extend this tool and add support for different languages
going forward. It would also be interesting to explore techniques other than AST manipu-
lation for manipulating the code.

8.5.3 Scalability of Transformations

Rewrite rules are generally very precise about the entities they transform. We can gen-
eralize parts of the rewrite rule to refer to a set of constructs that are a part of the core
JavaScript specification. For example, we may use a generic term func in the rewrite rules
to refer to both, function definitions and arrow function definitions. However, the gener-
alizability of entities is rather limited. JavaScript is arguably the most popular program-
ming language in the world [145]. As a result, it has a rich ecosystem with a large number
of open-source contributions. The NPM contains more than 3 million packages. Rewrite
rules cannot be automatically scaled up to support all or even a majority of NPM packages
since this involves explicitly adding rules or conditions to the rules to handle them. Ad-
ditionally, the underlying infrastructure that implements these rules must also support
extension to accommodate these packages.

We find that declarative rewrite rules are an effective way to describe the changes
necessary for a particular transformation. But, extending rewrite rules to support a larger
set of APIs and packages is a non-trivial task and requires significant effort to update the
rules, analysis, and transformations. In its current state, the Rewrite rules do not scale to
support a large number of packages and are ill-equipped to handle the long tail. However,
it would be interesting to explore the use of synthesis techniques for mining new rules
to extend the support for transformation. Considering the declarative nature of these
rules, Large Language Models (LLMs) could potentially be leveraged to extend support for
different NPM packages. However, synthesizing the analysis and transformation from such
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a rule is still a non-trivial task. It would be interesting to study the affinity of Declarative
Software Rewriting to synthesis techniques and LLMs as tools for generating automated
end-to-end transformation pipelines.

8.6 closing thoughts

In this manuscript, we present declarative rewrite rules as an effective method for de-
scribing source code transformations. In Chapter 3, we demonstrate the use of declarative
software rewriting for improving the performance of server-side JavaScript applications
by introducing asynchrony. Chapter 4 uses declarative software rewriting to transform
client-side JavaScript applications to lazily load potentially unused dependencies, result-
ing in faster load times and improved responsiveness of web applications. In Chapter 5,
declarative software rewriting is used to identify and remediate anti-patterns in React
applications, thereby reducing superfluous computation, resulting in improved perfor-
mance and responsiveness. Finally, in Chapter 6, we use declarative software rewriting
to introduce memory segmentation and bounds enforcement in WebAssembly binaries
to mitigate buffer overflows and improve security. Based on our empirical evaluation of
these approaches, we conclude that Declarative software rewriting can be used to automatically
improve the performance, responsiveness, and security of Web applications.
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